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PABOYASA NPOrPAMMA YYEEHOW OUCLUUNIIUHbBI
B1.0.05.10 UHcpopmaumoHHas 6e3onacHOCTb

1. Koa 1 HaumeHoBaHMe HanpaBreHUs NOArOTOBKM:

44.03.05 lMNMeparornyeckoe obpasoBaHue (C AByMS NPOPUASMU NOATOTOBKM)

2. Mpodnnu noaroToBKM:

MaTtemaTtuka. MHdopmaTuka n MHPOPMaLNOHHbIE TEXHONOIrMK B 06pa3zoBaHun
3. KBanudukaumsa BbinyckHuKa: 6akanasp

4. dopma o6y4eHUs: oYHas/3ao4Has

5. Kacbegpa, oTBevarLas 3a peanusaumio QUCUMNNNHBLI: Kadeapa eCTeCTBEHHOHAYYHbIX U
obuieobpasoBaTenbHbIX ANCLMMINH
6. CoctaBuTenb nporpammbli: XBoctoB M.H., kaHangat pmsnko-maTtemMaTMyeckmx Hayk

7. PexomeHaoBaHa: Hay4yHO-MeToamyeckum cosetom dunmnana ot 25.04.2023 npoTtokon Ne 7
8. Y4yeOHbIn rog: OPO — 2027-2028 CemecTp: 9
300 - 2028-2029 CemecTp: 11



9.llenb 1 3apaum y4eOHON ANCLUMUNIIUHDI:

Llenbto ocBoeHnsa yd4ebHOW OMCUMNNUHBI ABASIETCS: CTAHOBMNEHWE NPOMeCCMOHaNbHON
KoMneTeHUMn neparora 4Yepe3 OPMUPOBAHWE LIEMNOCTHOIO NpeacTaBfieHMs O  posniu
MHPOPMALMOHHBIX TEXHOMOMM B COBpeMeHHOM obpasoBaTenbHOW cpede M neaarormyeckon
OEeATeNnbHOCTM Ha OCHOBE OBflafleHUs KOMMSEKCHbIMWM  MeTodaMuM U COBPEMEHHbLIMU
cpeacTBaMu  3aliUTbl  KOMMBIOTEPHBLIX CUCTEM U UX KOMMOHEHTOB OT pasfnyHbIX Yrpos3
BGesonacHoCTW.

3agaym yyebHoN gMCUUNANHBI

— [aTb TeopeTMyeckme OCHOBbl 3HaHWM B obnactv NPUHUMNOB U (PU3MYECKMX OCHOB,
nucnomnb3yemblX Ans  3aWuTbl  MHOPMauMK, anroputmMoB uX paboTel M MeTOAUK
NPUMEHEHNS;

— BblpaboTka y CTyAEeHTOB ymeHun popmynmpoBaTtb U OOOCHOBbLIBATb TEXHUYECKME
TpeboBaHUA K cpeacTBam 3aluTbl MHPOPMaLNN, OCyLLEeCTBNSATL 06OCHOBAHHbLINM BbIGOP
KomMnrekca cpeactB 3awmTbl MHOpMaUMN NSt KOHKPETHBIX KOMMbIOTEPHbLIX CUCTEM U
NCNosib30BaTb UX B NPAKTUYECKOWN AeATENbHOCTY;

— dopmMMpoBaHMe Yy CTYOEHTOB npeactaBnieHMn o6 0ocoBeHHOCTSX, TeHAeHUMsIX,
npobnemax 1 nepcnekTuBax pasBuUTUs CPeacTB 3aLUmTbl MHOPMaLUK.

Mpn npoBedeHUN y4yebHbIX 3aHATMMA nNo  gucuunnuvHe obecneynBaeTcs pasBuTHe Y
0ByyalLNXCS HaBbIKOB KOMaHOHON paboTbl, MEXITUYHOCTHON KOMMYHMKaLUK.

10. MecTO y4yebHOM ANCLUUNNUHBLI B CTPYKTYype ob6pa3oBaTeribHOW NporpamMmbi:

OucumnnuHa  «HpopmaumoHHass 6e30nacHOCTb»  OTHOCUTCA K AUCUMMIMHAaM
obsizatenbHon 4Yactu 6rnoka b1 u BknoveHa B [peomeTHO-coaepKaTenbHbIM Moaynb. [Ans
ocBoeHna auncumninnHel «MHpopmaumoHHas 6e30rnacHOCTb» HeobXOAUMbl 3HaHUS, YMeEHUs,
HaBbIKN, chopmMmpoBaHHLIE B xopae N3yyeHus OVNCLUMINH: «MHopmaTmka»
«lMporpammupoBaHue». N3yyeHne aaHHOW OUCUMNIIHBI SBRSeTCAa HeobXoaNMMOM OCHOBOW Ans
Hanucanua BKP.

Ycnosusa peanusauuu gucumnnuibl gnsa nuy ¢ OB3 onpepenstotcsa ocobeHHoCcTAMM
BOCNPUATMS y4yebHOM WHopMauunM u C Y4eTOM MHAMBMAOYANbHbIX MNCUXOU3NYECKNX
ocobeHHoCTeN.

11. MnaHupyeMbie pe3ynbTaTbl 00y4YeHUsi MO AuUcUUNNUHe/MoAynio (3HaHUA, yMeHwus,
HaBbIKW), COOTHECEHHbIe C NIIaHUPYeMbIMU pe3yrbTaTaMuM OCBOEHUsi o6pa3oBaTenbHOMN
nporpaMmmbl (KOMNETEHLUMSIMU) U UHAUKATOPaMU UX OOCTUXKEHUA:

Kog Hassanue Koa(bl) WHankaTop(bl) MnaHupyemble pesynbTaTtbl 00y4eHus
KOMNeTeHuun
Ol1K-9 CnocobeH OlK-9.1 Ocyuwectenget | 3HaTb:
noHMmaTb nowck, coop, - MHCTPYMEHTapui CpeacTB 3auThbl
NPUHLUMMbI XpaHeHue, nHdopmaumm gna 6esonacHoro cbopa,
paboThbl 06paboTky, XpaHeHusi, 0bpaboTku, NpeacTaBrneHns,
COBPEMEHHBIX npencTtaeneHne | nepegayvv uHdopmaumm B ccepe
NHPOPMaLIMOHH NMHpopmauum npodeccroHanbHOn AeATernbHOCTH
bIX TEXHOSOMNN npu peLleHnm
1 UCNonb30BaTb 3agad YMeThb:
ux gns npodeccuoHarnbe | - UICNOSb30BaTb OCHOBHbIE METOAbI, MPUEMbI U
pelueHus 3agav HoWm XpaHeHusi, 06paboTku, NpeacTaBneHus,
npodeccuoHarnb OeAaTenbHOCTU nepegayn nHopmMaumm ons peLeHus 3agay
HoW Or1K-9.2 Mop6upaet un npogeccnoHanbHOn AeATeNbHOCTU
OeaTensHoCTH ucnoneayet
NHGOPMALIMOHHBI
€ TexHomnornm
npuv peLleHnm
3apay
npodeccnoHanb
HOWM




0eATeNIbHOCTH

MK-3

CnocobeH
ocBauvBaTb U
ncnonb3oBaTb
6asoBble
Hay4HO-
TeopeTnyeckue
3HaHWA n
npakTuyeckue
YMEHUA No
npegMeTy B
npodeccuoHanb
HoW
OeATenbHOCTH

MK-3.1

OemoHcTpupyet
3HaHWEe OCHOB
obueTeopeTnyec
KNX 1
NPOMUbHbIX
ANCUUNIIVH B
ob6beme,
HeobxoaumMoMm
ONs peleHnst
negarormyeckux,
MEeTOONYECKMX U
OpraHn3aumMoHHO-
ynpaBreH4YecKknx
3apav

MK-3.2

MpumeHsieT
HaBbIKK
KOMMITEKCHOTO
aHanusa u
cuctemaTusaumm
6a30BbIX Hay4HO-
TEOpPEeTMNYECKNX
3HaHWUN
npeameTHom
obnactu
«Martematuka un
UHdopmaTmka»
ONS peLleHnst
npodpeccuoHarnb
HbIX 3agad (B
COOTBETCTBMM C
npodpunem n
YPOBHEM
06y4eHuns)

3HaThb:

- OCHOBbI 06LLIEeTEOPETUYECKMX U NPOPUNBHBIX
ancuunnuH B o6beme, Heobxogmmom Ans
peLueHns negarormyecknx, MeTOaUYECKMX 1
OpraHn3aLMoHHO-yNpaBneHYecknx 3agay; CBa3b
TEopeTUYECKUX OCHOB N TEXHONOMMYECKUX
NPMEmMoB y4ebHON OUCUUMIMHBI C COAEPXKaHNEM
npeameTHon obnactn «MatemaTuka n
MHopMaTUKa»

YmeTb:

- NCMNOSb30BaTb 3HAHME OCHOB Y4eBHbIX
AncuMnnuH npegMmeTHon obnactn «MaTtematuka
1 MHdopMaTuka» ans nepesoga nHgopmaumm ¢
€CTECTBEHHOrO A3blka Ha A3blk NPeAMETHON
obnactn «MatemaTuka 1 nHdopmaTuka» 1
0bpaTHO; NPUMEHATL TEOPETUYECKNE 3HAHUS B
OonMcaHnn NPOLEeCCOB N ABNEHUIN B Pa3fNYHbIX
0bnacTsx 3HaHuMs; UCNONb30BaTh NPENMYLLECTBA
TEXHONOrMYECKNX MPUEMOB YYEDHbBIX OUCLMMNIIMH
npeameTHon obnactn «MatemaTuka n
MHpopMaTMKa» Npu pelleHnn 3agay LWKOMbHOro
Kypca

Bnapetb:

- KOHCTPYKTUBHbIMW YMEHWSMW KakK OAHUM U3
rnaBHbIX acnekTos npodeccnoHansHoM
KynbTypbl Oyaywiero nepgarora; maTepuanom
y4ebHbIX AucuMniuH  npeaMeTHon obnactu
«MaTtematuka ” wuHpopmaTMka» Ha YpOBHe,
nosponswwemMm QopmynuposaTb U pewarb
3agayv, BO3HMKaloWwme B xode  yyebHou
AeATenbHOCTU Mo npenofjaBaeMbiM npeameTam,
a TaKke B MpaKTUYECKOW [eATENbHOCTH,
Tpebyrowme yrnybneHHbIX npodecCMoHanbHbIX
3HaHWN; HaBblKkamMu dopmarnumsasmu
TEOPETUYECKNX W MNPUKNaAHbIX MPaKTUYECKUX
3agav

12. O6beM ancumMnnHbI B 3a4eTHbIX eauHuuax/yacax — 2/72.

dopmMa NPOMEXYTOYHOMU aTTeCcTauun: 3ayem ¢ oUeHKoU.

13. TpypoeMKocTb No Buaam y4yebHon paboTbl

o0

390

TpyooeMKoCTb
. Mo cemecTpam
Bug yuebHol paboTbl Bcero
cemecTp Ne9
KoHTakTHasa pabota 40 40
nekunmn 14 14
B TOM Ymcne:
npakTudeckune 26 26
CamocTosiTensHas paboTa 32 32
UToro: 72 72
TpynoemMkocTb
Bug yuebHon pabotbl
Bcero Mo cemecTpam




cemecTp Ne11

KoHTakTHas paboTa 12 12
nekuum 6 6
B TOM Yucne:
npakTnyeckme 6 6
CamocTtoaTenbHas pabota 56 56
lMpomexyToyHasa aTtTecTaums — 3a4eT C 4 4
OLEHKON
UToro: 72 72
13.1. CopgepxaHue AUCLUUNIIUHbBI
Peanusauuns
No HanmeHoBaHune pasgena
n/n pasgena CopepxaHve pasgena QUCUUNvHLI AVCUMNNMHBI C
ANCUUNNNHBI NMOMOLLbKO OHMNaWH-
Kypca, QYMK
1. Nlekumn
1.1 | Yrposbl MoHaTue yrposbl. Bnabl NpOTUBHUMKOB WNN «HapyLLMTenemn».
MHdOPMaLIMOHHON Buabl BO3MOXHbIX HapyweHWA WMHGPOPMALVNOHHOW CUCTEMDI.
©esonacHocTn AHanus yrpos NHGOPMaLIMOHHOMN 6e3onacHocTw.
Knaccudumkaums BNOOB yrpos MHGOPMaLMOHHON
fGes3onacHOCTM MO pas3nuYHbIM NpuM3Hakam (No npupoae
BO3HWKHOBEHWSI, CTEMEHN NpegHaMEPEHHOCTM U T.1.).
CgolicTBa MHpOpMaL MmN KOHPUAEHUNANBHOCTb, AOCTYMHOCTb,
LEeNnoCTHOCTb. Yrpo3a packpbiTus napamMeTpoB CUCTEMbI, B
yrposa HapyleHuns KoHUAeHUNansHoCTH, yrpo3a HapyLleHus
LeNTIOCTHOCTK, yrpo3a oTkasda cnyxb. lNMpumepbl peanusauum
yrpo3 nHopmaumnoHHon 6esonacHocTu.
3awwmTta nHpopmaumm. OCHOBHbIE NMPUHLIMNBI 06ecneYeHns
NMHGOPMaLIMOHHOM 6e30MacHOCTM B aBTOMaTM3NPOBaHHbIX
cuctemax. MpuymHbl, BUAbl U KaHanbl YTEYKN MHOpMaLUN.
1.2 | MHdopmaLmoHHble OOLwee npeacTaBnexHne o CTPYKTYpe 3aLlyLLEHHON
CUCTEMBI U UX NMHdOPMaLMOHHOM cucTembl. OCOBEHHOCTM COBPEMEHHbIX
KOMMOHEHTBI KaK MHGOPMALIMOHHBIX CUCTEM, PaKTOpbI, BUSIOLLNE Ha
06BbeKThI 3aLuThl 6e3onacHoCTb MHPOPMALIMOHHONM cucTeMbl. [ToHATHe B
nHdopMaLMOHHOro cepemuca 6esonacHocTn. Bugel cepsrcos
BesonacHocTw.
1.3 | HanpaBneHus CwncTteMHble NpuHLMMNbBI MHopMaLMOHHOW Be3onacHoCTH.
pa3paboTku n BbipaboTka nonutnkm 6e3onacHocTn. Hanpasnenuns
NpUMeEHEHMS NpUMEHeHNs MEeTOAOB U CPEACTB 3aLnTbl MHOopMaLmm -
CpeacTB 3alUMThI
MHpopmauum
1.4 | OpraHu3aumoHHO- OCHOBHblE HOPMAaTKBHbIE PYKOBOAALLME AOKYMEHTbI,
npaBoOBbIE MEPbI 1 KacaloLLmecs rocygapCTBEeHHON TaliHbl, HOPMaTUBHO-
cpencTea 3alumThl cnpaBoYHble JOKYMEHTbI. Ha3HadyeHue n 3agaym B cdepe
UHdopmaLmm obecneyeHns NHopMaLMOHHON 6e30NacHOCTM Ha YPOBHE
rocygapcta. OcobeHHOCTU cepTudmkaumm u ctaHgapTnsaumm
Kpuntorpadudeckux ycnyr. 3akoHogaTeneHasi 6asa
nHdopmaLmoHHon 6e3onacHocTn. MecTo HopmaunoHHon
6e30nacHOCTV 9KOHOMUYECKMX CUCTEM B HaLMOHArbHOM
B©e3onacHOCTM CTpaHbl.
1.5 | TexHuyeckne u VpoeHTudukaums u  ayteHTudukaums. [laponbHble cxembl

nporpaMmHble
cpencTsa 3alumThl
WHopmauun

ayTeHTuukaumm. CUMMETPUYHbIE CXEMbl ayTeHTUUKaLmm
cybbekta. HecummeTpuuHble cxembl ayTeHTudwmkaumm (c
OTKPbITbIM KITHO4YOM). AyTEeHTUdUKaAUUS C TpeTben JOBEPEHHON
cTopoHon (cxema Kerberos). TokeHbl, cmapT-kapTbl, WX
npumMmeHeHue. Mcnonb3oBaHne GUOMETPUYECKMX OAHHBLIX MpU
ayTeHTUrKaummn nonb3oBaTenen.

MpoTokonupoBaHue v ayguT. 3agaunM U QyHKUMKM ayauTa.
CTpykTypa XypHanoB ayauta. AKTUBHbIA ayauT, MeToAbl
aKTMBHOroO ayguTta.




Ob6ecneyeHne 3awmnTbl KOPNOpaTUBHON NHGOPMAaLMOHHOWN
cpeabl OT atak Ha UHpOpPMaLIMOHHbIE CepBUCHI. 3alumTa
WHTepHeT-nogkntoYeHnin, YHKUUN 1 Ha3HadYeHne
MeXCeTeBbIX 3KpaHOB. [ToHATME AeMUnUTapmM3oBaHHOMN 30HbI.
BupTyanbHble yacTHble cetu (VPN), nx HasHaveHue n
ncrnonb3oBaHWe B KOPNOPATUBHBLIX MHPOPMAaLIMOHHbIX
cucTemMax.

Cepsuchl ynpasneHust goctynom. MexaHnamel goctyna
OaHHbIX B OMEpauUMOHHbIX CUCTEMAaX, CUCTEMAX YNpaBIeHns
6a3amu gaHHbIx. PoneBas mogenks ynpaBneHus OCTYMOM.
OcHoBHble BapyaHTbl opraHusaumm 3awuTtbl 3l

PacueTt mowHoctn UPS YcTpoiictBa 6ecnepeboiiHoro
anekTtponuTaHus YnpasnexHve UPS.

OcobeHHOCTU XpaHEHUS KOMMBIOTEPHOW MHAhOPMaLUK Ha
PU3NYECKUX HOCUTENSAX.

1.6

KpunTtorpaduyeckme
MeTOoAbl 3auThl
MHdopMaLnn

Mcnonb3oBaHue Krnaccuyecknx KpuntoanroputMoB
NMOACTaHOBKW U NEPECTaHOBKM ANS 3anTbl TEKCTOBON
nHdopmaummn. ccnegosaHne pasnuyHbiX METOAOB 3aLUmThI
TEKCTOBOW MHGOPMALMKN U UX CTOMKOCTU Ha OCHOBe noabopa
Kntoyen. VisyuyeHume ycTporcTBa u npuHumna paboTbl
WndpoBanbHOW MaluHbl QHUrMa. CtaHgapT CMMMETPUYHOTO
wndpoeaHus AES Rijndael. FeHepauus npocTbIx Yncen,
NCMNonb3yeMbiX B aCMMMETPUYHbIX CUCTEMAX LUNPPOBaHUSI.
OnekTpoHHas umdposasi noanuck. LLngpposaHne metogom
ckonb3swen nepectaHoBku. Koppektupytowme koabl. MeTtoabl
cxartums.

2. MpaKkTnyeckmne 3aHATUA

2.1

OpraHusaumnoHHo-
npaBoBblE MepPbI U
cpencTea 3awmThbl
nHdopmaumm

KoHuenumsa nigpopmaunoHHom 6e30nacHOCTMU.
UHdopmaumoHHasa 6e3onacHOCTbL 06pas3oBaTenbHON
opraHu3aumu.

2.2

TexHu4eckme u
nporpaMmmHble
cpencTea 3awmThbl
MHopMaumn

3awmTa gaHHbIX U CEPBUCOB OT BO3AENCTBUS BPEAOHOCHbIX
nporpamm. Bupychbl, TposiHCKMe nporpaMmmbl. AHTUBUPYCHOE
nporpaMmmHoe obecnedeHmne. 3awmTa CUCTEMbI SNEKTPOHHOM
no4tbl. Cnam, 6opbba co cnamom.

Cepsuchl ynpasneHust gocTynom. MexaHnambl 4ocTyna
OaHHbIX B ONEPaLMOHHBIX CUCTEMAX, CUCTEMAX YNpaBIeHns
6asamu faHHbIX. PoneBas moaenb ynpaBneHus 4OCTYMNOM.
TpeboBaHUs K 3aLuTe ANEKTPONUTAHUSA Pa3NNYHbIX
koMmnoHeHToB KC. Bbibop nonuTukn 3aLmThl 3nNeKTponMTaHms
KC BbibopoyHas 3awuta. YactnyHasa 3awmra. MNMonHas
3awmTa

Cnocobbl yHUUTOXEHNA nHdopmaumm 6e3 paspyLueHns
HocuTens: nporpaMmmMHble U cmnsmyeckue. Cnocobbl
YHUUTOXEHNS1 HOpMaLMK C paspyLleHUEM HOCUTENS:
MeXaHWYecKne, TEPMUYECKUE, XMUYECKME pPadVaLMNOHHbIE.

2.3

KpunTtorpadguyeckme
MeToAbl 3auThl
MHdopMaLnn

Mcrnonb3oBaHue Kraccuyecknx KpunTtoanropuTMoB
NOACTaHOBKW U NEPeCcTaHOBKW AN 3aluTbl TEKCTOBON
nHdopmaummn. UccnepgosaHue pasnuyHbiX METOA0B 3aLLmThl
TEKCTOBOW MHGOPMaLMK U UX CTOWKOCTU Ha OCHOBe noabopa
Kknoyen. 'eHepaumsa NpocTbIX YMCen, NCMOSb3yeMbIX B
aCMMMETPUYHBIX CUCTEMaX LWMAPOBaHUS. DNEKTPOHHAs
undposas nognuck. LLndposaHne meTogom CKomb3sLLEN
nepecTaHoBKN.

13.2.
o0

Tembl (pasaenbl) AUCLUNNMHBI U BUAbI 3aHATUN

Ne
n/n

Bugbl 3aHaTun (Yacos)

HanmeHoBaHne Tembl

(pasgena) oucumnmmHbl Mpakriyeckne

3aHATUA

JlabopaTopHble [CamocTosTenbHas

Tekunm paboTbl paboTta

Bcero

Yrpo3sbl MHhOpMaLNOHHOM

2 0 0 2
6e3onacHocTH

MHdopmMaLMOHHbIE CUCTEMBI U 2 0 0 6




NX KOMMOHEHTbI Kak OO bEKThI
3aWunThI
HanpagneHus pa3paboTku u
3 npUMeHeHUs CpeacTB 3aLnThl 2 0 0 6 8
WHpopmaunm
OpraHun3aunoHHO-NpaBoBbIe
4 Mepbl U cpeacTBa 3alUnThbl 2 4 0 6 12
WHpopmaunm
TexHu4eckme n NporpaMmHble
5 cpencTBa 3alnThl 4 10 0 6 20
MHdopMaLnm
6 KpunTtorpadgudeckue metoapl > 12 6 20
3almThl MHopMaLuun
WToro: 14 26 0 32 72
390
Buabl 3aHATUN (4acoB)
Ne HanmeHoBaHue Tembl
MpakTuyeckne | JabopaTopHble [CamocTosiTenbHas
n/n (pasgena) ancumnimHbl JNekumnm Bcero
3aHATUSA paboThl paboTa
1 Yrpo3bl MHOPMaLIMOHHOM 1 0 0 9 10
BesonacHocTn
NHdopmMauunoHHbIe cuctemMsl
2 | NX KOMMOHEHTLI Kak 0ObEKTbI 1 0 0 9 10
3aWnThI
HanpasneHus paspabotku n
3 | npyumeHeHWs cpeacTB 3alnThbl 1 0 0 9 10
UHdopmaumm
OpraHn3aunoHHO-NpaBoBbIe
4 Mepbl 1 cpeacTBa 3awmTbl 1 2 0 9 12
MHdopMaLnm
TexHunyeckme n nporpaMmMHble
5 cpeacTBa 3alnThl 1 2 0 11 14
MHdopMaLnm
6 KpunTtorpadgudeckune metoapl 1 2 0 9 12
3almThl MHpopMaLuun
3a4yeT C oLEeHKon 4
Wtoro: 6 | 6 0 56 72

14. MeToau4veckue yKkasaH1MA Ans ody4arowmxca no 0CBOEHUIO AUCLUNIIUHDI

Mpuctynas K wu3ydeHUo ydebHOM AUCUMNNUHBI, Npexge Bcero oby4varwmecss OOSTKHbI
03HaKOMUTLCA C y4eBHOM NporpammMmon gucumnnnmHbl. BBogHas nekumnsa coaepxmTt nHpopmMaumio
00 OCHOBHbIX pasgenax paboyen Nporpammbl OAUCUUMNIIMHBI, SNEKTPOHHLIM BapuaHT paboyen
nporpamMmmbl pasmeLLeéH Ha cante b® BI'Y.

3HaHWe OCHOBHbLIX MOJSIOXKEHWU, OTPaXEHHbLIX B paboyen nporpaMmme OUCUUNSIUHBLI, NMOMOXET
oby4aroLmMmMca OpMEHTUPOBATLCA B M3y4aeMOM Kypce, OCO3HaBaTb MECTO M POofib M3ydaemMom
ANCUMNNNUHBI, CTPOUTbL CBOK paboTy B COOTBETCTBUM C TpeboBaHUSMU, 3anoOXeHHbIMU B
nporpaMmme.

OCHOBHbIMM hOpMamMK KOHTAKTHOW paboTbl MO AUCUUNIIMHE ABASAKOTCA NEKUUN U NpakTuyeckue
3aHATUA, MNOoceleHne KoTopbiXx o0bs3aTenbHO Ons BCEX CTYAEHTOB (KpOMe CTyAEeHTOB,
oOy4aroLwmxca No NHaMBUAYyanbHOMY NraHy).

B xoae NekuMOHHbIX 3aHATUN cnegyeT He TONbKO chnylwaTb nanaraemblni MaTepuarn u KpaTko ero
KOHCMEeKTUpoBaTb, HO O4YeHb BaXHO Yy4yaCcTBOBaTb B aHanuse nNpuMepoB, npennaraemMbix
npenogasaTtenieM, B pPacCMOTPEHMU U peLleHuM NpobneMHbIX BOMPOCOB, BbIHOCUMbIX Ha
obcyxaeHne. HeobxoanMmMo KpuUTMYECKM OCMbICNMBaTb Mnpeafiaraemblli matepuan, 3agaBaTb
BOMPOCHl KaK YTOYHSIOLWEro XxapakTepa, noMorawlwmne ysCHUTb OTAeNbHble u3naraemble
NOSIOXEHNA, TaK M BOMPOCbI MPOAYKTUBHOINO TWMA, HanpaBlieHHble Ha paclupeHne u




yrnybneHve cBefeHun No M3y4yaeMouW Teme, Ha BbISBEeHWEe HeOCTaTOYHO OCBELLEHHbIX
BOMPOCOB, cnabblx MECT B apryMeHTaumm u T.1.

lMoarotoBKa K NPakTUYECKUM 3aHATUAM BeOeTCs Ha OCHOBE MSIaHOB MPAKTUYECKUX 3aHATUN,
KOTOpble pa3MelleHbl Ha canTe cdunmana. B xoge noarotoBKM K NPaKTUYECKUM 3aHATUAM
HeobXxo4MMO M3Yy4uTb B COOTBETCTBMM C BOMpPOCaMW ANA MNOBTOPEHUS KOHCMEKTbl NeKUWH,
OCHOBHYIO nuTepaTypy, 03HAaKOMUTBLCA C AOMNOMHUTENBbHOM NuTepaTypon. Kpome Toro, cnepyet
NOBTOPUTb MaTepman nekuun, oTBETUTb Ha KOHTPOSbHbIE BONPOCHI, N3y4nTb 06pasLbl peLleHus
3agad, BbIMOMHUTb YNPaXXHEHNS (eCnn Takme NpeayCMOTPEHb).

Mpn nogrotoBke K MPOMEXYTOYHOW aTTecTauum HeobxoouMmo NOBTOPUTbL MNPONLEHHLIN
mMaTepuan B COOTBETCTBUM C y4ebHOW nporpammMon, NPUMEPHbIM MEepeYyHeM BOMPOCOB,
BbIHOCALUMXCHA Ha 3Kk3aMeH. PekomeHOyeTcs MCNonb30BaTb KOHCMEKTbl NEKUMA U UCTOYHUKMW,
rnepeyncneHHble B CNUCKe nuTepaTypbl B paboyen nporpaMmme AUCLMNIIMHDBI, a Takke pecypchbl
3MEKTPOHHO-OMBNMoTEeYHbIX cuctem. Heobxogumo ob6paTtuTb ocoboe BHUMaHME Ha TeEMbI
y4eOHbIX 3aHATUA, NPOMYLLEHHbIX MO pasHbiM npuynHaMm. [lpn HeobXxoaMMOCTU  MOXHO
06paTUTBLCA 3a KOHCYNbTaUNENn N METOOUYECKOW MOMOLLLIO K MpenogaBaTento.

Ana [gocTwKeHna nnaHupyemblX pesynbTatoB 0Oy4YeHWss WUCNONb3yHTCA MHTEpPaKTUBHbIE
neKumu, aHanms UMUTaUMOHHbIX Moaeren.

15. NepeyeHb OCHOBHOM U AOMONTHUTENBLHOW NUTEepPaTypbl, PeCYpPCOB UHTEPHET,
Heo6Xxo0aMMbIX ANA OCBOEHUA AUCLIMMNIIUHDI

a) ocHoBHas nuTeparypa:

Ne n/n NcTouHnk

1 Xopes IN.6. MeToapb! 1 cpeacTtea 3awmTbl MHGPOPMaLMM B KOMMbIOTEPHBLIX CUCTEMaX: y4ebHoe nocobune
ON1s CTyQEeHTOB BY30B.- 3-€ u3g., ctep.- M.: Akagemus, 2007

6) gononHuTenbHasa nuTeparypa:

Ne n/n MNcToYHMK

Bawnbl MNM.H. MHdopmaumoHHas 6e3onacHocTb : y4ebHo-npakTnyeckoe nocobue / N.H. bawnesl, E.K.
2 BapaHoBa, A.B. babauu. - M.: EBpasuinckmnin oTkpbITbIn MHCTUTYT, 2011. - 375 c. - ISBN 978-5-374-00301-
7 ; [QnekTpoHHbI pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=90539 (04.04.2022).

3arnHannos KO.H. Teopus nHdpopmaumnmoHHon 6e3o0nacHOCTN 1 MeTOA0NOMMS 3aLunTbl MHopmauun /
KO.H. 3arunannos. - M.; bepnuH : Aupekr-Meawna, 2015. - 253 c.: un. - bubnuorp. B kH. - ISBN 978-5-
4475-3946-7; [OnekTpoHHbIN pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=276557
(04.04.2022).

B) MHOPMALIMOHHbIE 3NIEKTPOHHO-00pa3oBaTenbHble pecypchl (0duumnanbHble pecypcbl MHTEPHET):

Ne n/n McToYHMK
AptemoB A.B. MHdopmauuoHHasa 6e3onacHoCTb : Kypc nekuuin / A.B. AptemoB ; MexpernoHanbHas
4 akagemus 6e3onacHocTM 1 BbbkuBaHus. - Open : MABUMB, 2014. - 257 c. : Tabn., cxem.; To xe

[OnekTpoHHbIV pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=428605 (04.04.2022).

MatumH HO.A., CyxocTtat B.B. Teopus nHdopmaunoHHoM 6€30nacHOCTM U METOL0NOrMS 3almThl
5 uHdopmauwmm. - Creé.: CNery MTMO, 2010. - 98 c. [OneKkTpoHHbIW pecypc]. —
URL.: http://window.edu.ru/resource/984/71984 (04.04.2022).

16. NMepe4veHb y4e6HO-MeTOAMYECKOrO o6ecneyeHuUs Ans caMoCToATeNIbHOW paboThl

Ne n/n MNcTOYHNK
Aptemos, A.B. UHdopmauuoHHas 6esonacHocTb : Kypc nekuuin / A.B. AptemoB ; MexpernoHanbHas
1 Akagemunsi 6esonacHocTu u BebkmBaHus. - Open : MABUWB, 2014. - 257 c. : Tabn., cxeM. ; To xe

[OnekTpoHHbIV pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=428605 (04.04.2022)

Mpoxoposa, O.B. MHdopmaunoHHas 6e3onacHocTb 1 3awmTta nHgopmaumm : y4ebHuk / O.B. MNMpoxoposa ;
MuHucTepcTBO 06pasoBaHusa u Hayku PO, degepanbHoe rocygapcTBeHHOe GrogKeTHOe
obpasoBaTenbHOe yupexaeHne BbicLero npodeccunoHansHoro obpasoBanunsa « Camapckun

2 rocygapCTBEHHbIN apXUTEKTYPHO-CTPOUTENbHBIN yHUBepcuTeT». - Camapa : Camapckun
rocy0apCTBEHHbIN apXUTEKTYPHO-CTPOUTENbHLIN yHUBEpcuTeT, 2014. - 113 c. : Tabn., cxem., un. -
Bnbnuorp. B kH. - ISBN 978-5-9585-0603-3 ; To ke [OnekTpoHHbIn pecypc). - URL:
http://biblioclub.ru/index.php?page=book&id=438331 (04.04.2022).



http://biblioclub.ru/index.php?page=book&id=90539
http://biblioclub.ru/index.php?page=book&id=276557
http://biblioclub.ru/index.php?page=book&id=428605
http://window.edu.ru/resource/984/71984
http://biblioclub.ru/index.php?page=book&id=428605
http://biblioclub.ru/index.php?page=book&id=438331

17. OOpa3oBaTefibHble TEXHONOrMU, MUCNONb3yeMble NpuU peanusauum Yy4ebHOWM
ANCLUMNSINHBLI, BKMKOYass AUCTaHUUOHHbIe oOpa3oBaTtenbHble TexHonorun (OOT),
3aneKkTpoHHoe oby4yeHue (J0), cmewaHHOe O06Gy4eHue):

Mpu peanusaumm OUCLUMNINHBI UCMOMb3YIOTCA BBOAHASA NEKUMS, 0030pHbIe NeKLMn no pasgeny
«YncneHHoe UHTerpupoBaHue»; nabopaTopHble paboThl.

18. MaTepnanbHoO-TeXHUYECKOEe obecneyeHme AUCLUNIINHDI:

MporpammHoe o6ecneyveHume:

—Win10, OfficeProPlus 2010

—6pay3sepsbl: Yandex, Google, Opera, Mozilla Firefox, Explorer

—STDU Viewer version 1.6.2.0

—7-Zip

MynbTumeguinHoe obopynoBaHue (NPOEKTOp, HOYTOYK MM CTauMOHAPHbIA KOMMNbIOTEP, 3KPaH),
KOMMbIOTEPHbIN Kracc (KOMNbloTepbl, O0beduMHEHHble B CeTb C BbIXOAOM B WHTEpHeT U
obecneyeHnem JOCTyNa B 9NEKTPOHHYO MHGOpMaUnoHHO-o6pasoBaTenbHyto cpeny BIY n b).

19. OueHO4YHble cpeAcTBa ANA NpPOBeAeHUS TeKyLero KOHTPOnsi ycrneBaeMoCTU U
NPOMEXYTOYHOM aTTecTauum

MopsifoK OLEHKN OCBOEHMS 00y4YatoLmMmMmcst y4ebHoro maTepuana onpegensietcs
coaepkaHMeM crieayoLmx pasaenos ANCUUNINHDI:

HanmeHoBaHune WugukaTop(bl
I"I\}I%I pasgena QuCUMnimvHbI K?_l“l’/'l';?;)e"' n(ﬂzmmeﬁ&ﬂ) OueHouHble cpeacTBa
(mogyns) KOMMOeTeHUMn
Yrposs! OrK-9 825_3'; T
1 | HdopMaLMOHHOWM I'IK-é I'IK-C-% 1 ,D,oz?l;,u
©esonacHocTu MK-3 2
MHopmaumoHHbIe OrK-9.1
> cucTtembl N nx OrK-9 Or1K-9.2 Tect
KOMMOHEHTbI KaK nK-3 MNK-3.1 HAoknap
0OBbEKTHI 3aLUTHI MK-3.2
HanpasneHus OrK-9.1
3 pa3paboTku un OrK-9 Or1K-9.2 Tect
npuMeHeHNs cpeacTs MK-3 MK-3.1 Hoknap
3aLmThl MHCpopMaLun MK-3.2
OpraHnzaumoHHo- OrikK-9.1
4 npasBoBble Mepbl U OrK-9 Orl1K-9.2 Tect
cpeacTBa 3alnThl [MK-3 MK-3.1 [oknapg,
WHpopmauum MK-3.2
TexHunyeckune n OMK-9.1 Tect
5 nporpamMmHble cpeacTea CI)'II-II<K39 ?‘IT(K3912 Hoknan
3alWmThl MHCpopMauun I'IK-3.2 KoHTponbHasa pabota
KpunTorpaduueckue OrK-9.1
6 | meToabl 3aWMTbI %T(Kég %T(Kégiz uzz:;g
MHdopMaLnn K-3 2
MpomexyToyHas aTTectauusi y
. lMepeyeHb BOMPOCOB K 3a4eTy C OLEHKOW
dopmMa KOHTPONs — 3a4eT C OLLEHKON

20 TunoBble OLEHOYHbIe cpeAcTBa UM MeToAMYECKMe MaTepuanbl, onpeaenstowme
npoueaypbl OLeHUBaHUS

20.1 TekywWwMN KOHTPOJb yCNEeBaeMoCTH



KoHTponb ycneBaeMocTh N0 AUCLMNIIMHE OCYLLECTBSAETCA C MOMOLLbIO CreayoLWnX OLEeHOYHbIX
CpencTs:
TemaTuka npakTMYeCKMUX 3aHATUN
lNMpaBoBble akTbl, perynupyroLwme sakoHogaTenbCTBo B 06nacTu 3awuTbl MHOpMaLmn.
HacTtponka 6e3onacHOCT onepaunuoHHOW CUCTEMBI.
HacTtpowka 6e30nacHOCTM NPUMOXKEHNIA.
HacTtpowka 6e3onacHocTu 6pay3epos.
AHTMBUPYCHOE NporpammMHoe obecneyeHue.
LWncpposaHme MeToaoM 3aMeHbI.
LLndppoBaHne MeTogoM nepecTaHOBKN.
lMoToyHoe WwngposaHme.
Anroputm RSA.
OnNeKTPOoHHas LmdpoBas NoANUCH.

MepeyeHb goKNapoB

1. KomnbloTepHble BUPYCHI.

2. Knaccudgukaums KOMNbIOTEPHBIX BUPYCOB NO cpeae 06uTaHus.

3. Knaccugukaumsi KOMNbIOTEPHLIX BUPYCOB MO 3apaxaeMon onepaumoHHON cucteme.
4. Knaccugukaumsa KOMNbOTEPHBLIX BUPYCOB MO AECTPYKTUBHBIM BO3MOXHOCTSIM.
5. Knaccugukaums KOMMNbOTEPHBIX BUPYCOB MO OCOBEHHOCTAM anroputMma paboTbl.
6. BpenoHocHble NporpaMmmbl.

7. TposaHCKue nporpamMmmebl.

8. Mail Senders.

9. Back Door.

10. Log Writers.

11. Trojan-Dropper.

12. RootKit.

13. CHuddepbi.

14. Dos, DDos-aTtaku.

15. daTanbHble ceTeBble aTaku.

16. B3noMLunKN yaaneHHbIX KOMMNbOTEPOB.

17. Flooder.

18. KOHCTpYKTOpbI BUPYCOB U TPOSIHCKMX MPOrpamm.

19. FileCryptor, PolyCryptor.

20. TMonumopdHbIe reHepaTopbl.

21. AHTMBUPYCHbIE NPOrpamMmbl.

22. CkaHepbl.

23. PeBusopsl.

24. BnokMpoBLUMKN.

25. AMmyHu3aTopsl.

Kputepum oueHku:

— OUEHKa «3a4TeHO» BbLICTABMNSAETCA CTyAEHTY, €Cnun CTyAEeHT packpbiBaeT TeMy OoOKnada, XOpOLUo
OpPVEHTUPYETCS B paccMaTpuBaeMoM BOMPOCE;

— OLeHKa «He 3a4TeHO» BbICTaBNAETCHA CTYAEHTY, €CN CTYAEHT He pacKpbiBaeT TeMy AoKnazja, nioxo
OpVEHTUPYeTCHA B paccMaTpuBaeMoM BOMpoce.

TecTOBbI€e 3agaHuA

1. UHbopmayuoHHas besonacHocmb xapakmepusyem 3aluUUWEHHOCMb!
A) MNonb3oBaTtens 1 HHPOPMALMOHHOWN CUCTEMBI

B) Hdopmaumm n nogaepxmsaroLLen e€ MHPPacTPyKTypbI

B) NcTouHmka nHpopmarmm

M) Hocutens nHdpopmaumm

2. Umo u3 nepeyucrneHHO20 si8nisemcsi cocmasssouwel uHghopmayuoHHoU bezonacHocmu?
A) HapyLwieHue uenocTHOCT nHdopmaunm

B) Mposepka npaB goctyna K nHpopmaumm

B) docTtynHoCTb MHbopMaLmm

") BoisBneHwe Hapywmntenemn



3. lMony4yeHue mpebyemoli uHghopmayuu UHhopMayUuoHHOU ycryau rnosib3ogamersieM 3a ornpedenéHHoe
8peMsi, amo:

A) LlenocTtHocTb MHopmaLmm

B) KoHdumaeHumnansHOCTb nHdopmaumnm

B) docTtynHocTb nHopmMaLmm

M) 3awmeHHocTb MHdopMaLmnn

4. KoHbudeHyuanbHocmb UHbopMauuu sapaHmupyem:

A) JocTynHocTb nHdopMauun Kpyry nvu, Ans Koro oHa npegHasHayeHa

B) 3awunwéHHocTb nHhopmauumn oT noTepu

B) 3awmwéHHoCTb MHpopmaLmm oT danscudmkaumm

M) JocTynHOCTb UHAhOPMaLMK TOMNBKO aBTopy

5. CKonbKO ypogHel chopmuposaHusi pexxuma UuHgopmayuoHHouU besonacHocmu?

A) Tpu

B) YeTtbipe

B) Aea

N Natb

6.I00 usdaHus 3akoHa Pocculickol ®edepauuu «O aocydapcmeeHHOU malHe»:

A) 2000 roa

B) 1993 roa

B) 1995 rog

M) 1996 roa

7. Homep cmambu Yz0508Ho20 kodekca rnpedycmMampuearoweli HakazaHue 3a pasanaweHue
eocydapcmeeHHolU maliHbi?

A) 138

B) 283

B) 273

M) 237

8. HenpasomepHbili docmyr K KoMrbiomepHoU UHhopmayuu Hakasbligaemcs fuuieHuem ceobodbl

A) fo natu net

B) o tpex net

B) Oo roga

M) Do oByx net

9. OCcHOBHOU UCMOYHUK BHYMPEHHUX 0MKa3087?

A) HeBo3mOXHOCTb nonb3oBatens pabotaTtb C CUCTEMOM B CuUIly OTCYTCTBUS COOTBETCTBYIOLLEN
noAaroToBKM

B) HexxenaHvne nonb3oBaTens pabotatb ¢ MHPOPMALMOHHON CUCTEMON

B) OTcTynneHne oT ycTaHOBNEHHbIX NPaBWn 3KCnyaTaumm

N’ HapyweHne paboTbl cuUCTEM CBA3W, JNEKTPONUTaAHUSA, BOAO- WuUNM  TennocHabxeHus,
KOHAMLMOHMPOBAHUSA

10. Ypo8HU HE OMHOCAWUECS K YPOBHSIM (bOPMUPOBaHUS pexxumMa UHhopmauuoHHOU besonacHocmu?
A) 3akoHogaTenbHO-NPaBOBOW

B) NHdhopmaLMOHHbIN

B) AGMUHUCTPaATMBHbIN (OpraHn3aunoHHbIN)

M) MporpaMMHO-TEXHUYECKNIA

11. Ha ckonbko Knaccoe nodpasdesnsom yepo3sbl UHpopmayuoHHol 6e3zonacHocmu?

A) 4

B) 3

B) 2

N5

12. Ymo sensemcsa cambim 3aghbekmusHbiM rnpu 6opbbe ¢ HernpedHaMepeHHbIMU CriyYalHbIMU
owubkamu?

A) PesepBupoBaHue annapaTtypbl

B) OnpegeneHve cteneHn OTBETCTBEHHOCTM 3a OLUNGKM

B) MakcumanbHasi aBToMatmM3auus 1 CTpOrMm KOHTPOsb

M) KoHTponb gencteui nonb3osaTens

13. Cpedcmea 3awumsel UHGhopMayUU Kako2o U3 yposHel hopmMuposaHusi pexxuma UHEopMaUuUOHHOU
bes3onacHocmu cesidaHbl HerlocpedcmeeHHO ¢ 3awjuwaemol UHghopmayuel

A) 3akoHogaTernbHO-NPaBoOBOM



B) MHbopMaLMOHHbIV
B) AODMUHUCTPaTUBHBIN (OPraHNM3aLMOHHbIN)
") MNporpaMMHO-TEXHNYECKINI
14. OcHosoronazatouwjum OOKyMeHMOM 110 UHghopmauyuoHHoOU bezonacHocmu 8 P® sensiemcs:
A) KoHctutyuma P®
B) YronoBHbIN Kogekc
B) 3akoH o cpeacTBax MaccoBon MHopMaLumm
M) 3akoH 06 MHopmaumoHHoN Ge3onacHOCTH
15. L{fenocmHocmb UHgopMayuu 2apaHmupyem:
A) CywiectBoBaHMe MHGoOpMaunm B UICXOAHOM BUAE
B) MpuHagnexHocTb nHpopmaLmm asTopy
B) docTyn nHdopmauun onpeaeneHHomy Kpyry nons3osartenem
M) 3awmLLeHHOCTb MHdopMaLUn OT HeCaHKLMOHMPOBAHHOIO JOCTyna
16. CkonbKo Kameeopuli 2ocydapCcmeeHHbIX UHGOPMaUUOHHbIX pecypcos oripedernisem 3akoH «0O6
UHgopmayuu, UHhopmamu3sayuu u 3awume uHgopmauuu» ?
A) Tpu
B) YeTtbipe
B) Aea
N Nate
17. HenpasomepHbili docmyrn K KOMIbomMepHOU UHGhopMayuu Hakasbi8aemces wmpaghom:
A) OT 5 go 20 MMHMManbHbBIX pa3MepoB onnaThl Tpyaa
B) O1 200 go 500 MMHMManbHbBIX pa3MepoB onnaTbl Tpyaa
B) Ot 150 go 200 MMHMManNbHbLIX pa3MepoB onnaTthl Tpyada
M) Oo 300 MMHMManbHbIX pa3MepoB onnartbl Tpyada
18. HapyweHue npasun akcriiyamayuu OBM, cucmembr 3BM unu ux cemu Haka3sbleaemcs
oepaHu4deHuem ceob00bl Ha CPOK:
A) Jo roga
B) o oByx net
B) [o natun net
N o Tpex mecsueB
19. 3awuweHHocme uHgbopmayuu u noddepxxusarowieli ee UHpacmpykmypbl om criydalHbIX unu
npedHamepeHHbIX 8o30elicmauli ecrmecmeeHHO20 USU UCKYCCMBEeHHO20 Xapakmepa, Komopbie Mo2ym
HaHecmu yuwepb enadenbyam Unu fMosib308amesisiM UHghopmauyuu — 3mo:
A) KomnbloTepHas 6e3onacHoCTb
B) NHdopmaumoHHasa 6e3onacHOCTb
B) 3awumTa nHdopmaumm
M) 3awwmTa rocyaapCTBEHHON TalHbI
20. Ymo u3 nepeyducrneHHo20 sierisemcs 3adayeli UHhopmayuoHHoU be3onacHocmu?
A) YcTpaHeHne HencnpaBHOCTEN annapaTHbIX CpeacTB
B) YcTpaHeHne nocnencteuii CTUXMAHBIX 6e4CTBUI
B) 3awmta TexHuyeckMx W nporpaMMHbIX CPeAcTB WHGOpMaTU3aumMmM OT OWWMBOYHbIX OEeNCTBUN
nepcoHana
") BoccTtaHOBNEHWE NMHUIA CBA3M
21. Boibepume ripasurnbHyro uepapxuto ripocmpaHcmea mpebogarull 8 « Obuwux Kpumepusix»:
A) Knacc — ceMencTBO — KOMMOHEHT — 3NeMeHT
B) OnemeHT — Knacc — ceMenCcTBO — KOMMOHEHT
B) KOMNOHEHT — CeMEeNCTBO — KNacc — aNeMeHT
') CeMencTBO — KOMMOHEHT — KIacc — 9NeMeHT
22. Ckosibko kKnaccoe CBT no yposHio 3awuuweHHocmu om HC/L k uHgopmayuu onpedesieHo 8
pykogsodswem 0okymeHme [ocmexkomuccuu «CBT. Sawuma om HC/L k uHgopmayuu. lNokaszamenu
3awuweHHocmu om HC/L k uHgpopmayuux» ?
A) Tpun
B) Cemb
B) Matb
M) YeTbipe
23. Kowmrninekc npedynpedumeribHbiXx Mep Mo obecriedeHuto UHpopmayuoHHou 6esonacHocmu
opaaHu3ayuu — 3mo:
A) VIHbopMaLMOoHHas nonuTuka



B) Monutnka 6e3onacHocTn

B) NHdopmaumoHHasa 6e3onacHOCTb

M) 3awmTa nHcdopmauum

24. AymeHmu4HOCMb cesi3aHa:

A) C gookasaTenbCTBOM aBTOPCTBa AOKYMEHTA

B) C npoBepkown npaB goctyna

B) C nameHeHnem aBTopcTBa JOKYMEHTA

M) C KOHTpONeM LLenoCTHOCTU AaHHbIX

25. Umo He paccmampugaemcs & nonumuke 6esonacHocmu?

A) Tpebyemblit ypOBEHDb 3aLLMThI aHHbIX

B) Ponu cy6bekTtoB MHpOPMaLMOHHbBIX OTHOLLEHWUI

B) AHanus puckos

M) 3awmLeHHOCTb MeXaHN3MOB 6e30MacHOCTH

26. MUcnonHaembil  unu  UHmMepripemupyembil  rpoepaMmHbil K00, obnadarowuli ceolicmeom
HeCaHKUUOHUPOBaHHO20 pacrnpocmpaHeHusi U C€amMoB80Crpou3eedeHUss 8 asmomMamu3upoBaHHbIX
cucmemax Unu KOMMYHUKaUUOHHbIX CemsxX C Ueslblo U3MEeHUMb USlU YHUYMOXUMmb [po2paMMHOe
obecrieyeHue u /unu OaHHble, XpaHAWUecss 8 asmoMamu3upo8aHHbIX cucmemax — 3mo:

A) TposiHCkas nporpamma

B) KomnbtloTepHbI BUpYC

B) MNMporpammHbIN BUPYC

M) Bupyc

27. Kakue supycbi 3apaxatom ¢balisibl-O0KyMeHMbI U 371eKMpPOHHbIe mabriulpbl 0OUCHBIX MPUIOXEeHUU?
A) dannosbii BUpYyC

B) CeteBon Bupyc

B) Makpo-Bupyc

") 3arpy3o4Hbii BUPYC

28. OcHosHasi 0cObeHHOCMb KOMIMbIOMEPHbIX 8UPYCO8 3aKo4aemcs:

A) B BO3MOXHOCTM MX CaMOMNPOM3BOSIbHOIO BHEAPEHUS B pa3nnyHble 00BHEKTbI ONepaLMoOHHOM CUCTEMbI
B) B BO3MOXHOCTU HapyLLueHUst UHPOPMaLMOHHON 6e30nacHOCTM

B) B BO3MOXHOCTY 3apaXkeHns OKpyKatoLLmnx

") B X NOCTOSIHHOM CYLLIECTBOBAHUN

29. Nepsbili cemesol suUpyc MNosi8USICS:

A) B Hauane 60-x IT.

B) B Havane 80-x rr.

B) B Hayane 70-x rr.

M) B cepeaunHe 60-x rr.

30. o ocobeHHocmsAM anzopumma pabomel supyca bbigarom

A) Pe3ngeHTHble N CTENc-BUPYChI

B) NMonnmopduk-reHepaTopbl 1 3arpy304Hble BUPYChI

B) Makpo-Bupycbl 1 norndyeckne 6o0M0bl

M) YTUnnTbl CKpbITOrO aAMUHUCTPUPOBAHUS

31. «Macku» 8upycoe ucrosib3yomcs:

A) [lns noncka n3BeCTHbIX BUPYCOB

B) [ins co3gaHusa n3BecTHbIX BUPYCOB

B) NS yHUYTOXEHUS U3BECTHbLIX BUPYCOB

M) Anga pasmHOXeHWsS BUPYCOB

32. Kakol eupyc camocmosimesibHO 8bIXO0usl 8 cemb 4Yepe3 MOOEeM U COXpaHsi/l C80K KOMUKO Ha
yOarieHHOoU mMawuHe?

A) Elk Kloner

B) Pervading Animal

B) Creeper

") Brain

33. EsezeHuli Kacniepckuli nepeopueHmupogasicad Ha co3daHue aHmueUpyCHbIX rpospaMm rocrie
0bHapy»xeHUs1 Ha c80EM KOMIbomepe supyca:

A) Chameleon

B) Cascade

B) Eddie

) Virdem



34. lepsnbili supyc, npomusodelicmeosasuiuli aHmMU8UPYCHOMY rpoepamMMHOMY 06ecreyeHuro:
A) Eddie

B) DiskKiller

B) Dir_lI

M) Virdem

35. Mepsnbili makposupyc, nopaxasuiut 0okymeHmsl MSWord:

A) GreenStripe

B) Wazzu

B) Concept

IN) DiskKiller

36. lepsbil nonumMopgHbIL supyc:

A) DiskKiller

B) Chameleon

B) MtE

") Brain

37. Bupyc 1987 200a, 3apaxarowiuli mosibKko cucmemHblie ¢hatnel Command.com, u yHudmoxarouwud
8CH0 UHGhopMaUyuto Ha meKyuiem ducke, - 3mo:

A) Suriv

B) Jerusalem

B) Lehigh

M Mt

38. $189 — makyro cymmy npednazanoch fnpucnams MeM Mofb3osamesisM, 4Yel Komrbomep 6bin
3apakeH 8UpyCcoMm...

A) Aids Information Diskette

B) Cascade

B) Eddie

M Mt

39. epsnbili cemegol supyc-4epsb, UConbL3yrWUU npomokon nepedayu daHHbix FTP (1997 2.)
A) Homer

B) ShareFar

B) BackOrifice

IN) Yepeb Moppuca

40. Jocmamo4Ho mpyOHOObHapyXuMbie 8UpPYChkl, HEe UMerowue cusHamyp, mo ecmb He codepxawjue
HU 0OHO20 MMOCMOSIHHO20 yYacmka Koda — 3mo:

A) MNMonnmopduk-Bupycol

B) Ctenc-supychl

B) Makpo-Bupycsbl

") KOHCTpYKTOpbI BUPYCOB

41. Yepo3sa nepexsama OaHHbIX MOXem npueecmu:

A) K HapyLleHMI0 4OCTYMHOCTM AaHHbIX

B) K HapyLueHu1o 4OCTYNMHOCTU U LENOCTHOCTU AaHHbIX

B) K HapyLweHuo LenoCcTHOCTM AaHHbIX

N K HapyLieHnio KoHUAEHUNaNbHOCTU AAaHHbIX

42. [MpuceoeHue cybbekmam u obbrekmam docmyna fu4Ho20 udeHmughukamopa U CpasHEHUEe e20 C
3adaHHbIM — 3MoO:

A) AyTeHTudpukauns

B) oeHTndukaums

B) AyTeHTn4HOCTb

M) KoHpmaeHumansHoCTb

43. Yepsu, ucnionb3yrowue 0515 pacrnpocmpaHeHuUsi cucmembl MEHO8EHHO20 0bMeHa CoObWeHUsMU:
A) IM-yepBu

B) P2P-uepBu

B) Mo4ToBbIE YEpPBU

N IRC-4epBM

44. Ymo u3 nepedyucrieHHo20 He serisiemcs UOeHmughukamopoM rpu aymeHmucdgbukayuu?

A) Maponb

B) OcobeHHOCTM NnoBeaeHNa nonb3oBaTens

B) MepcoHanbHbIN naeHTUduKaTop



M) CeKkpeTHbIN KoY

45. [NlocmosiHHbIe naposiu OMHOCAMCS K:

A) Ctatnyeckon ayteHTUdMUKaLmm

B) BpemeHHoN ayTeHTUdMKaLmnmn

B) YcTonunson ayteHTUdMKaLmMm

IN) MNocTosiHHOM ayTeHTUdMKaLUK

46. OmHocumersnibHO HebObWOE Kormudecmao GonoTHUMeNbHOU aymeHmuguuupyrowet uHghopmayuu,
nepedasaemMol eMecme ¢ roornucbisaeMbIM MEeKCMOM — 3Mo:

A) 3akpbITbIN KIHOY WKXPOBaAHUSA

B) BupycHas macka

B) OnekTpoHHas umdposas nognucb

M) OTKpbITbIA KMNtOY LWLIMdPOBAHNS

47. Kakoe ynpaeneHue GocmyrioM OCHOB8aHO Ha CorocmasseHuul MemoK KoHghudeHuuarnbHocmu
UHopmayuu, codepxauwelicsa 8 obbekmax, U oguyuarnbHo20 paspeweHuss cybbekma K uHgopmauuu
coomeemcmeayrue2o yposHsi KOHhudeHyuabHocmu?

A) MaHgaTHoOe ynpaBneHue gOCTyrnom

B) MpuHyantTensHoe ynpaBneHne OCTYNom

B) [nckpeTHoe ynpasrneHne JoCTynom

) CTaTucTMyeckoe ynpasneHme 4OCTynom

48. Pe3udeHmHble ripoepaMMbl, repexeamsbigaroujue 8upycoornacHble cumyayuu u coobwaruwue ob
3MOoM r10/1b308amerito, 3Mmo:

A) NmmyHu3aTOpbl

B) BnoknpoBLKKK

B) CkaHepbil

) CRC-ckaHepsbl

49. TexHos02Us, OCHOBaHHas Ha BEPOSIMHOCMHbLIX afzopummax, pesysbmamom pabombl KOMOopPbIX
s81155emcs 8blsigrieHue nodos3pumeribHbIx 06bLeKmMos, 3mo:

A) OBpuCTMYECKMIA aHanNu3

B) NoeeneH4ecknn aHanns

B) AHanm3 KOHTPOSbHbIX CYMM

") MNMouck B1pycoB Mo 3anpocy Nonb3oBaTens

50. Kakoe ynpasneHue OocmyrnoM OCHO8aHO Ha COIMOCMasfieHUUu MemoK KOoHgudeHyuansHocmu
UHopmauyuu, codepxauwelicss 8 obbekmax, U oguyuanbHo20 paspeweHuss cybbekma K uHghopmauuu
coomeemcmeyruezo yposHs KOHhuOeHyuarbHOCmuU?

A) MaHpaTHoe ynpaBsneHue JOCTYrNnoM

B) MpuHyantTensHoe ynpasneHue JoCTynom

B) [nckpeTHoe ynpasneHne goCcTynom

) CTtaTucTMyeckoe ynpasneHme 4OCTynom

Kputepun oueHku:

— OUEHKa «OTIINYHO» BbICTABNAETCS CTYAEHTY, €CN NpaBunbHO BbiNnonHeHo 6onee 90% 3apaHui;

— OLEHKa «XOpOoLIOo» BbICTABMAETCH CTYLEHTY, €Cnv NpaBuIibHO BbinoniHeHo 6onee 70% 3agaHui;

— OLEHKa «yAOBNeTBOPUTENbLHO» BbICTABMNSETCA CTYAEHTY, ECNN NPaBUIIbHO BbINofHeHO 6onee 50%
3aJaHuUi;

— OUEHKa «HeyAoBIEeTBOPUTENIbHO» BbICTABMAETCA CTYAEHTY, €Cnv NpPaBUSIbHO BbINOSIHEHO MeHee
50% 3agaHun.

KoHTponbHas pabota

1. NogroToBbTE MHCTPYKLMIO NONb30BATENS MO YCTAaHOBKE NporpaMmmbl-aHTMBupyca. Kpatko onvwmre
BO3MOXXHOCTM NPOrpaMmbi.

2. NoaroToBbTE MHCTPYKLMIO MOMb30BaTENS NO HACTPOWKE NporpamMmMbl aHTUBUPYCA.

3. MoarotoBbTe MHCTPYKUMIO NONb30BaTeNs Mo UCNONb30BAHWIO NPOrpaMMbl aHTUBMpPYCa.

OnucaHune TexHONOrMn NpoBeaeHUs KOHTPOSIbLHOWN PaboTbl
KoHTponbHasi paboTa BbIMNOMHAETCA B 3MEKTPOHHOM BuAe MO BapvMaHTam nocne U3yyYeHust
COOTBETCTBYIOLLErO0 TEOPETUYECKOro MaTepuana.
Kputepum oueHku



OueHKka «OTNIMYHOY» BbICTABMSAETCS, ECNN BCe 3afaHWsi BbIMNOMHEHbI akKypaTHO U B MOMHOM o6beMme,
CTYAEHT B MOSHOM Mepe BnageeT TeopeTUYeckuM MaTtepuarnom.

OueHKka «XOpPOLUO» BbLICTABMNAETCA, €CNN 3adaHUs BbIMOMHEHbI B MOMHOM OObEMeE, HO MMelTCs
MOrpeLLHOCTM B OPOPMIIEHUN, CTYAEHT BflageeT TEOPEeTUYECKUM MaTepmanomM 1 AoMnyCcKaeT HETOYHOCTH.
OueHka «yaoBnNeTBOPUTENbHO» BLICTABMAETCH, €CNN 3a4aHUs BbINOMHEHO HEe MeHee 2 3adaHuii unu
NUMEIOTCA Cepbes3Hble MOrpeLlHOCTU B OpOopMIIEHUM, CTYOEHT B OCHOBHOM BnadeeT TeopeTUYECKUM
maTepuanom.

OueHKka «HeyaOBNeTBOPUTENIbLHO» BbICTABMNSAETCH, €CN 3afaHnsA BbINONHEHO MeHee 2 3afaHuii unu
paboTa He ochopMneHa Hagnexalmm o6pa3om, CTyAEHT He BriaJeeT TeopeTUYeckuM MaTepuanom.

20.2 NMpomexyToyHaa aTrectauus

lMpomexyToyHas aTtTectauns Mo AUCUMMIIMHE OCYLLEeCTBNSAEeTCS C MOMOLbI  CReayroLmx
OLEHOYHbIX CPeacCTB:

CobecenoBaHune nNo BONpocam K 3K3aMeHy.

1. TMonatne «MHpopmaumoHHas 6e3onacHoCTb». OCHOBHbIE KOMMOHEHTbI MHCDOPMAaLMOHHOM
©e3onacHOCTU. BaXXHOCTb M KOMMMEKCHOCTb NpobnemMbl MHPOPMaLIMOHHOM ©6e30MacHoOCTH.

2.  TloHaTne wHpopmaunoHHon yrposel. Knaccudpukaumsa sBugos yrpo3 MHOpMaLMOHHOM
6e30nacHOCTM Mo pasnuyHbIM Npu3Hakam MNpumepsbl peanusaumm yrpo3 MHGPOpPMaLNOHHOM
6esonacHocTw.

3. 3awwurta nHdopmauunn. OCHOBHbIE NPUHLMNBI 0becneyeHns nHpopmauoHHON 6e3onacHOCTH B
aBTOMATM3MPOBAHHbIX cucTeMax. [puymHbI, BUAbI U KaHanbl yTeYKn nHdopmaumnm

4. OcobeHHOCTN COBPEMEHHbIX MHPOPMALIMOHHBIX CUCTEM, PaKTOPbI, BrinsoLwme Ha 6e3onacHOCTb
MHdOpMaLUMOHHOM cuctemMbl. Bngpbl ceperncos 6e3onacHoCTL.

5. OcHoBHble 3Tanbl pa3paboTku 3aLLMLLEHHON CUCTEMbI: ONpeaeneHne NonnTukn 6e3onacHoCcTy,
npoekTnposaHue moaenu NC, paspaboTka koga NC, obecneyeHne rapaHTuin COOTBETCTBUS
peanusaumu 3agaHHoOW nonmTuke 6e3onacHoOCTy.

6. OpraHvsaunoHHO-NPaBoOBblE Mepbl M CPEeACTBa 3almTbl MHGOPMaLUK

7. TexHu4eckne n nporpaMMHble CpeacTBa 3aLmTbl MHOopMaLum

8. [loHATne «BpeaoHOoCHOe nporpaMmmHoe obecnedeHme». OCHOBHas Knaccudukaums BpeAOHOCHOro
nporpaMmmHoro obecneyeHnsa cornacHo nabopartopun Kacnepckoro.

9. TloHATME KoMNbIOTEPHbIV BUPYC. OCHOBHbIE MEXaHM3Mbl PA3BUTUS U pacnpoCTPaHeHMs.

10. AHTuBMpYcHoe obecneyeHne. OCHOBHbIE KOMMNOHEHTbI aHTUBUPYCHOWM NpOrpamMMbl.

11. TexHu4yeckme cpenctsa KOHTPONSA AOCTyNa K KOMMNOHEHTaM MH(POPMALMOHHbBIX CUCTEM

12. Cpepnctea obecneyeHus becnepedbonHoro n 6e30nacHoOro anekTPonUTaHNa KOMMbIOTEPHbLIX CUCTEM.

13. MeToabl 1 CpeacTBa YHUUTOXEHMS MHGOPMaLMK

14. KpaTtkas uctopus kpuntorpadpun.

15. OcCHOBHbIE NOHATUA KpUnTOorpaduu.

16. CnmmeTpuryHble Kpyntocuctemsl. NepectaHoBku. Metoga Liesaps.

17. CnmmeTpuyHble Kpuntocnctemsl. [NepectaHoBku. Metoa Puwense.

18. MeTtog MoHoangasuTHoW noactaHoBku. LUngp Llesapsi ¢ ncnonb3oBaHMEM CrioBa Bnepeau
andasuTa.

19. MeTtoa nonunandasuTtHon noactaHoBku. LLndp Burnepa.

20. MexaHn4yeckune KpMnToCUCTEMbI.

21. AcumMMeTpUYHbIEe KpunTocucTeMs! (C Ny6nNnYHbIM knovom). OcHoBHbIE NOHATUSA. HeobpaTumble
YHKLMN.

22. Peanunsaums acMMMeTPUYHOW KPUNTOCUCTEMbI HA OCHOBE 3a4a4uun prok3aka. CekpeTHas
NMHopMaumsa 4ns KpMnTocucTem ¢ nyGrnmnyHbIM KIoyYoMm.

23. MpuHUUNbI NOCTPOEHMSA KPUNTOCUCTEMbI C NYONIMYHBIM KITHOYOM.

24. OnekTpoHHada noannck. ObLIne NOHATHUS.

25. OnekTpoHHble NnaTexHble cnuctembl. OCHOBHbIE CBOMCTBA. Be30nacHOCTb 3NEKTPOHHbIX NAaTexen.

[ns oueHvBaHMSA pes3ynbTaToB 0DOyYeHWs Ha 3k3ameHe ucrornb3yetca 4-6annbHas LWkana:
«OTIINYHOY», «XOPOLLOY», KYI0BNETBOPUTENBHO», «HEYOOBNETBOPUTENBEHOY.
CooTHoLLeHWe NnokasaTterneit, KpUTepues U LLKarnbl OLEHNBAHUSA Pe3ynbTaToB 06y4YeHus.

YpoBeHb
KpuTtepun oueHmBaHNs KoMneTeHLnin copMMpPOBaHHO LLikana oueHok
CcTu




KOMMEeTEeHLUWN

Obyyarowutics 8 nonHouU mepe grnadeem meopemuyecKuMu 0CHo8aMu
ducuyunnuHel, criocobeH unIOCMpUposams omeem fpumMepamu,
akmamu,  OaHHbIMU  Hay4HbIX  uccrnedosaHul,  MPUMEHSMb
meopemuyeckue 3HaHus Onsi peweHus rnpakmu4yeckux 3aday 6 | [loebileHHbIl
obnacmu yucneHHbIx Memodos u uccredosaHus onepauyud, crnocobeH ypO8EHb
cgopmynuposamb U Ookalamb COBCMEEHHYI0 MOYKY 3PEHUs,
0eMOHCcmpupyem 20mo8HOCMb [10/THOE O0CBOEHUEe rokazamernel
opmupyembix KomrnemeHyud;

Obyuvarowutica enadeem MOHAMUUHbIM arnapamom
meopemuyeckuMu OcHosamu OucyunmuHbl, umeem npedcmasneHue
06 OCHOBHbIX Modxodax K u3nazaeMoMy Mamepuasy, 8 OCHO8HOM ba3zoenlli
deMoHCmpupyem 20mo8HOCMb MPUMEHSIMbL Meopemuyeckue 3HaHUsl ypO8eHb
8 rnpakmu4eckoli OesmenibHOCMU U 0CB0eHuUe b6onbuwuHcmea
riokazameJsel hopMupyembix KoMmremeHyul,

Obyvarowutics 4acmu4yHO eradeem meopemuyeckuMu OcHo8amMu
QuCyurnuHsbl, pazmeHmapHo criocobeH MPUMEHSMb
meopemuyeckue 3HaHUsi 8 rpakmuyeckol OesdmesibHoCmMu U
deMoHCmpuUpyem 0C80EHUE HEKOMOPbIX roKkadamesel hopMupyemMbix
KomMmnemeHuuu;

Obyvarowutics OeMOHCmpupyem OmpbI8OYHbIE, hpazMeHmapHbie
3HaHusi, 0Oonyckaem epybbie owubKku, He opueHmupyemcs 8
meopemuyeckoM Mamepuarne, He OeMOoHCmpupyem 20mo8HOCMb Heydoenemesopu
pUMeEHsIMb meopemuyeckue 3HaHusl 8 npakmuyeckol mesibHO
desmenbHoCcMuU U OCB0eHUe  riokazamenel  hopMupyembix
KomnemeHuyud.

OminuyHo

Xopouwio

lNopoeoenili Ydoenemesopum
yPpOBEHb e/lbHO

Mo peweHntio npenogaBaTens CTygeHTamM MOryT [aBaTbCa ApyrMe Wnu  OnofHUTENbHbIE
3a4eTHble 3a4aHus, a TaKkke NpoBOAUTLCS TECTUPOBaHME.

MonHocThio 6a3a TeCcToBbIX 3a4aHUA ANs NPOBEPKN CHOPMUPOBAHHOCTM KOMMETEHUUN, a TaKKe
KpuTepun oueHkn npenctasnenol B [MpunoxenHnn 10 «PoOHA OLEHOYHBLIX CPeacTB» K OMNMCaHUIo
OCHoBHOW obpa3soBatenbHon nporpammbl 44.03.05 Megarornyeckoe obpasoBaHue (C AByMsi NPOUsiMin
noarotoBku), npocdunm Matematmka. MHdopmaTtmka u MHOPOPMALMOHHBIE TEXHONOIMM B 00pa3oBaHmum,
pa3smelleHHOM Ha canTe BO BI'Y https://bsk.vsu.ru/sveden/education.
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