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METOOWNYECKUE MATEPUANbI NO YYEEHOWU OAUCLUUMIIUHE
MHdopmaumMoHHaa 6e3o0nacHOCTb



MeToaunyeckme ykaszaHusa ans ody4vyarowmxcsa Nno 0CBOEHUIO ANCLUNIINHbI

MpucTtynas K n3ydeHunto yd4ebHom gucumnnnmHbel, npexae Bcero obyyatrowmecs gomKHbI
O3HaAKOMUTbCA C y4ebHOW nporpaMMon AUCUUNIUHBI. JMEKTPOHHbIN BapuaHT paboyen
nporpaMmmbl pa3MeLLEH Ha cante b BIY.

Obyuatowmecs AOMKHbI UMETb YeTKOoe npeacTaBneHme o:

— MepevyHe n cogepXaHuM KOMMeTeHuMn, Ha (opMUpoBaHME KOTOPbIX HanpasreHa

ANCUMNINHA;

— OCHOBHbIX LIEeNIsX U 3agadax AMCUMnnHbI;
— nnaHupyemblx pesyrbTaTax, nNpeacTaBfieHHbIX B BUAE 3HAHWW, YMEHUA U HaBbIKOB,

KOTOpble JOMKHbI BbITb CHOPMUPOBAHBI B MPOLIECCE U3YYEHUS AUNCLMMINHDI;

— KONMYECTBE 4acoB, NPeAyCMOTPEHHbIX Y4EOHBIM MaHOM Ha M3yvyeHWe AUCLMMINHDI,
doopMy NPOMEXYTOYHOM aTTecTaumm;

— KONM4ecTBe YacoB, OTBEAEHHbIX HA KOHTAKTHYIO U Ha CaMOCTOATENbHY paboTy;

— dopmax KOHTaKTHOM N caMOCToATENbHOM pPaboThl;

— CTPYKTYp€e AUCLUMMNIINHBI, OCHOBHbIX pa3genax u Temax;

— CUCTeMe OLEeHMBaHNS BallnX y4EOHbIX JOCTUMXKEHNUN;

— y4yebHO-meTOAMYECKOM U MHPOPMALMOHHOM obecnevYeHnn JUCUUNITUHDI.

3HaHMe OCHOBHbIX MOJIOXKEHUN, OTPaXKEHHbIX B paboyen nporpamme AUCUMMINHBI,
NOMOXeT 00y4alLMMCH OPUEHTMPOBATLCS B U3y4aeMOM Kypce, OCO3HaBaTb MECTO U Porib
n3yyaeMom AUCUMNMKNHBI, CTPOUTb CBOKO paboTy B COOTBETCTBUM C TpeboBaHUAMM,
3anoXeHHbIMKU B NporpamMme.

OcCHOBHbIMM bOpMaMu KOHTaKTHOM paboTbl MO AUCUMMMNHE ABNAKOTCSA NEKunMn wn
nabopaTtopHble paboTbl, NoceLleHe KOTOpbIX 0b6s3aTenbHO ANa BCeX CTYAEeHTOB.

B xoae nekuMoHHbIX 3aHATUIN cnefyeT He TONMbKO chnywaTb M3naraemblii Matepman u
KpaTKO €ero KOHCMEeKTMpOBaTb, HO O4YeHb BaXHO YyyacTBOBaTb B aHanuse npuMepos,
npegnaraemMbix npenogaBaTefnieM, B PacCMOTPEHUMM U peELUeHMU NpPoBnemMHbIX BOMPOCOB,
BbIHOCUMbIX Ha obcyxaeHne. HeobxoanMmMo KpUTUYECKM OCMbICIMBATL Mpeasiaraembli
mMartepuan, 3agaBaTb BOMPOCHbI KakK YTOYHSIOLWIErO0 Xapaktepa, MOMorarwme YsaCHUTb
OTAEeNbHbIE M3NaraemMble MOSIOXKEHUH, Tak M BONPOCHI NPOAYKTUBHOIO TuUNa, HamnpaBfieHHbIe
Ha paclumpenune 1 yrnybneHme ceeaeHnin no M3y4aemon TemMe, Ha BbiSiIBIIEHME HELOCTATOYHO
OCBELLIEHHbIX BONPOCOB, Cfabbix MECT B apryMeHTaumm v T.0.

B xopme BbiNONHeHUsi nabopaTopHbiX paboT CTyAEHT BbIMOMHAET 3agaHus,
cogepxawmecs B MeToAUYECKOM Mocobun OuCUUNIIMHBE B COOTBETCTBUMM C MMEHLLMMUCS
ykaszaHuamu. [lanee CTyqeHT CaMOCTOATENbHO BbINOHAET MHANBUAYANbHOE 3a4aHue.

ObgaszaTenbHO cnegyeT MO3HAKOMUTBCA C KPUTEPUSMU OLEHMBAHUS Kaxaon oopMmbl
KOHTPOSSi — 3TO NOMOXET n3bexaTb He4OYETOB, CHUXKAOLLMX OLIEHKY 3a paboTy.

[Mpy NoAaroToBKe K MPOMEXYTOYHOM aTTecTauum HeobxoaMmMo NOBTOPUTbL NPONLEHHbIN
mMartepuan B COOTBETCTBUM C Yy4eOHOW MNporpaMmmon, MPUMEPHbLIM MEPEYHEM BOMPOCOB,
BbIHOCSALLUMXCA Ha 3a4eT. PekoMmeHOyeTCs MCMonb30BaTb KOHCMNEKTbl SIEKUMA U UCTOYHUKM,
nepevncrnieHHble B CAMCKe nuTepaTtypbl B paboyen nporpamme OUCUMMAWHBI, a Takke
pecypcbl ANEeKTPOHHO-6MBNNoTeYHbIX cucteM. Heobxoanmo obpatnte ocoboe BHUMaHWE Ha
TEMbI Y4EOBHbIX 3aHATUI, NPOMNYLLEHHbIX MO pasHbIM NpUYnHaM. Npru HEOBXO04MMOCTU MOXHO
obpaTnTbCAa 3a KOHCYNbTaunen n MeToam4yeckom NoOMOLLbLIO K NpenogaBaTento.

MeToaunyeckue MaTepuanbl gnsA 06y'~|a|ou.w|xc;| Mo OCBOEHUIO TeoOpeTU4eCKUX
BOMNpoCcoOB ANCLUUNMJIUHDbI

No Tema nekumm PaccmatpurBaemMbie BONpoChI

MoHaTne yrposbl. Buabl NpOTMBHWMKOB WMNKN «HapywuTenen». Buabl
BO3MOXHbIX HapylweHUn UHPOPMaLNOHHON cucTeMbl. AHann3 yrpos

Yrposbl N
1| MHcpopMAaLIMOHHOI! nHpopmaumoHHon 6BesonacHocTn. Knaccudukaumss BMAOB  yrpos
MHOpMaUMOHHOM 6e30nacHOCTM MO  PasfMyHbIM  Npu3Hakam (no
6esonacHocTn

npupoAe BO3HUKHOBEHUSA, CTEMNEHN NPpeAHaMepPEHHOCTN U T.1.).
CeonctBa  MHOpMaUMKW:  KOHPUOEHUMANbHOCTb,  AOCTYMNHOCTb,




LEeNoCTHOCTb. Yrpo3a pacKkpbiTUs MapamMeTpoB CUCTEMbI, Yrposa
HapyLeHnsa KOHPMAEHUNANbHOCTH, Yyrpo3a HapyLLeHNs LeNoCTHOCTH,
yrposa oTKasa cnyx®6. Mpumepsl peanusaumm yrpos
MHdopMaLUMoHHOM 6e30nacHOCTH.

3awmta umHdopmaumn. OcHOBHble  MNpuUHUMNBI  obecneyeHns
MHopMaLMOHHOM 6e30MacHOCTM B aBTOMATU3NPOBAHHbLIX CUCTEMAX.
[MpryMHbI, BUAbLI U KaHanbl yTeYKM MHopMaLmK.

WHopmaunoHHble
CUCTEMbI U UX
KOMMOHEHTbI KaK
00beKTbI 3aLLUThI

O6bLwee npegcraBneHme o} CTPYKType 3aLULLEHHON
NMHOpMaLMOHHON CUCTEMBI. OcobeHHocTH COBPEMEHHbIX
MH(POPMAaLIMOHHBIX CUCTEM, (hakTopbl, BnvsawwmMe Ha 6e3onacHOCTb
MHOPMALMOHHON cuUcTeMbl. oHATME WMHAOPMALMOHHOIO cepsuca
©es3onacHocTn. Buabl ceprcoB 6e3onacHoCTu.

HanpaeneHus
pa3paboTkn n
NpUMEHEeHns CpeacTs
3alMTbl UHpopMaLMK

CucTtemHble NpUHLMNLI HPOPMaLUMOHHON 6e30nacHOCTU

BbipaboTka nonuTtukm 6e3onacHocTn

HanpaBneHuss  npumMeHeHWss MeTOAOB W CPeacTB  3alluThbl
MHdopmMaLnm

MeToanka NocTpoeHus
3aLMLEHHbIX
NHPOPMaLIMOHHBIX
cucTem

Mcnonb3oBaHue 3alMLLEHHbIX KOMMbIOTEPHbIX cuctem. OO6uwne
NPUHLUMMNbI NOCTPOEHUS 3aLUMLLEHHBIX cUcTeEM. Mepapxmyeckuin metop,
pa3paboTkn 3awmeHHbIX cuctem. CTPYKTYpHbIA npyuHumn. MNpuHumn
MOAYSbHOIO NPorpaMMMpoOBaHMS.

WccnepoBaHne  KOPPEKTHOCTM  peanu3auum 1 Bepudmkauum
aBTOMATM3MPOBaHHbLIX  cuctem.  Cneundmkaumss  TpeboBaHui
npeabaBnNAeMbIX K CUCTEME.

OcHoBHble aTanbl pa3paboTku 3aLUULLIEHHON CUCTEMBI: ONpeaeneHe
nonuTukn 6e3onacHocTn, NpoekTupoBaHue mopenun MNC, paspaboTka
koga WC, obecnedyeHne rapaHTUA COOTBETCTBMS peanusauun
3aJaHHON NonUTUKe 6e30nacHoCTu.

OpraH13aumoHHo-
npaBoBble Mepbl U
cpencTsa 3alumThbl
MHdopMaLnn

OCHOBHble HOpPMAaTUBHbIE PYKOBOASLLME [OOKYMEHTbI, Kacarowmecs
rocyqapCTBEHHON TalHbl, HOPMATUBHO-CMPABOYHbIE  [LOKYMEHTbI.
HasHayeHne n 3agaunm B ciepe obecneveHus MHEGPOPMALMOHHOM
6e3onacHocTu Ha ypoBHe rocygapcTtea. OcobeHHOCTU cepTudnkaunm
N cTaHgapTMsauum Kpuntorpadmyeckmx ycnyr. 3akoHogaTenbHas
6asa wmHdopmauunoHHon 6GesonacHocTn. MecTo WHOPMaLMOHHOM
6e30nacHOCTM  9KOHOMMYECKUX  CUCTEM B HauuoHanbHoW
©es3onacHocTu cTpaHbl. KoHuenuus nHdopmMaumoHHOM 6e3onacHOCTW.
MHdbopmaumnoHHas 6e3onacHOCTL 06pa3oBaTenbHOM opraHu3aunmn.

TexHuyeckue n
nporpamMmmMHble
cpencTea 3aWuThl
MHgopMaLnn

NoeHTupmkaums 1 ayteHTudumkaums.  lNaponbHble  CXembl
ayteHTudmKkaumm.  CUMMeETpUYHble  CXeMbl  ayTeHTuduMKaumm
cybbekta. HecMmmeTpuyHbie cxembl ayTeHTUdmKauum (C OTKPbITbIM
KntoyoMm). AyTeHTudmkaumsa ¢ TpeTben 4OBEPEHHON CTOPOHON (Cxema
Kerberos). TokeHbl, cMapT-KapTbl, UX NpumMeHeHue. Mcnonb3oBaHue
BrMoMeTpUYECKNX AaHHbIX NPy ayTeHTudrkauumn nonb3oBarenen.
MpoTokonupoBaHue n ayant. 3agayuun n yHkumm ayguta. CTpykTypa
XypHanoB ayamta. AKTUBHbIN ayauT, MeToObl aKTUBHOIO ayamTa.
Ob6ecneyeHne 3awwmnTbl KOpNopaTMBHON MHAOPMALIMOHHON cpeabl OT
atak Ha MHMOPMAUUOHHble cepBuCbl. 3awuTta WHTepHeT-
NOAOKMIOYEHNA, (PYHKUMM U Ha3HaYeHUe MeXCEeTEBbIX JKPaHOB.
lMoHATME AeMUnNTapU30BaHHOW 30HbI. BupTyanbHble YacTHble ceTu
(VPN), ux HasHayeHMe 1 UCNonb3oBaHWe B KOPNopaTUBHbIX
NMH(POPMAaLIMOHHbBIX CUCTEMAX.

3awmta [JgaHHblIX U CEepBUCOB OT BO3OEWCTBMS BPELOHOCHbIX
nporpamm.  Bupycbl, TpOsiHCKME  Mporpammbl.  AHTUBMPYCHOE
nporpaMmmHoe obecneyeHne. 3awmnTta CUCTEMbI ANEKTPOHHON MOYTbI.
Cnawm, 6opbba co cnamom.

TexHuyeckmne
cpencTBa KOHTPOns
AocTyna K
KOMMOHEHTaM

CepBVICbI ynpasneHuna OOCTynoMm. MexaHnambl OOoCTyna OaHHbIX B
onepaunmoHHbIX CcuctemMmax, CUuctemMax ynpaBlieHUus 0aszamMn OaHHbIX.
Ponesasa mogenb ynpasneHua 4OCTynoMm.




NHGOPMALMOHHBIX

CUCTEM
TpeboBaHuA K 3awMTe INEKTPONUTaHWUS PasfUYHbIX KOMMOHEHTOB
CpencrtBa KC. Bbibop nonutukm 3awmtbl anektponuTtaHua KC BbeibopoyHas
obecneyvyeHus 3awmTta. YactnyHaga sawmTta.llonHasa 3awmurta
6ecnepebonHoro un OcCHOBHble BapmaHTbl opraHusaumm 3awnTtbl Ol
8 | 6esonacHoro acuyet MOLLIHOCTM UPS YcTpolicTBa ©ecnepebonHoro
3MEeKTPoONUTaHus anektponutanunsa Ynpaenenme UPS Tpumep: ynpaensembin APC
KOMIMbIOTEPHbIX Smart-UPS D. TexHnyeckne  xapakTepuctuku.  TexHonorus
CUCTEM. aBTOMATMYECKOrO BbIKIMOYEHNS] HECKONbKMX CEPBEPOB C pasHbIMU
onepaumoOHHbIMX CUCTEMaMMU.
OcobeHHOCTM  XpaHEeHUs  KOMMbKOTEPHOW  MHOpMauun  Ha
hU3nYecKnx HocuTenax
MeToabl n cpeacrea )
9 | yHuutoxeHms Cnocobbl yHUYTOXEHUST MHopMauun 6e3 paspylleHns HOCUTENs:
nporpaMmmHble n pusmdeckmne. Cnocobbl YHUYTOXEHUS HpopMaLmm ¢
WMHopmaLmm

paspyLlEeHNEM HOCUTENS: MeXaHU4Yeckne, TEpMUYECKME, XUMUYECKEe
paanaLnoHHbIe.

MeToaunyeckne matepmanbl 4nsa odoy4yaroWMXcA No NoAroToBKe K
NnpakTM4eCKUM/NabopaTopHbIM 3aHATUAM

Ne

Tema 3aHATUS PaccmaTpurBaemble BONpoCh!

Mcnonb3oBaHue KnacCUYecKMx KpunToanroputMoOB MOLACTAHOBKU U
nepecTtaHoOBKMN ONS 3aliMThl TEKCTOBOW MH(popmaumun. MiccnenoBaHue
pasfiMyHbIX MeToOOB  3alWuTbl TEKCTOBOWM MHOpMauum u - nUx
CTOMKOCTM Ha OCHOBe nogbopa knioden. MN3yyeHme ycTponcTBa U

KpunTorpaduyeckme N

METOb! SALTI npuHuuna paboTbl wWngpoBanbHOM MawuHbl AHurma. CtangapT
cummeTpuyHoro wndpoeaHua AES Rijndael. eHepauma npocTbix

MHGopMaLnn

yncen, UCNOSb3yeMbIX B aCMMMETPUYHBIX cucTeEMax LINMpoBaHUS.
OnekTpoHHaa  uudpoBass nognucb. LWndposaHme  metogom
ckonb3sdwen nepecrtaHoBku. Koppektupytowmne kogbl. MeToabl
cxaTums.

TemaTtuka pedeparoB/goknagos/acce, MeToau4YeCKMe peKoMeHaaumum no BbIMOSIHEHUIO

KOH

® N

10.
11.
12.

13.

TPONbHbIX U KYPCOBbIX PaboT, MHble MaTepuarnbl

MpumepHbIN NepevyeHb BONPOCOB K 3a4eTy Mo AUCLUNIIUHE

«MHdopMaumMoHHas 6e30NacHOCTb»

MoHsatne «MHdopMaumoHHas ©GesonacHocTb». OCHOBHbIE KOMMOHEHTbI WH(OPMAaLMOHHOM
©e3onacHoOCTU. BaXXHOCTb M KOMMITEKCHOCTb NPobnembl MHpOpMaLMOHHON 6E30NacHOCTH.
MoHsThe MHopMaUMOHHOM  yrposbl. Knaccudukauua Buaos yrpo3  MHGOOPMAaLMOHHOM
6e3onacHOCTM No pas3nuyHbiM npusHakam [lpumepbl peanu3auun yrpo3 NHGOPMaLMOHHOWN
Ge3onacHocTw.
3awmTa nHdopmaumn. OcHoBHbIE NpuHUMMBI obecnedeHns nHpopmaLMoHHOW 6e3onacHoCTK B
aBTOMAaTM3MPOBAHHbIX cucTeMax. [NpUYmMHbI, BUAbI 1 KaHanbl yTeYKkn nHopmaunm
OcobeHHOCTM coBpEMEHHbIX MHPOPMAaLIMOHHbBIX CUCTEM, (bakTopbl, Brvsaowme Ha 6e3onacHoCcTb
NMHOPMaLIMOHHOM cucTemMbl. Buabl cepBrncoB 6e3o0macHOCTMU.
OcHOBHble aTanbl pa3paboTky 3alUULLEHHOW CUCTEMbI: onpeaeneHne nonmMTukM 6e3onacHocTy,
npoektnposaHne moaenn WC, paspabotka koga WNC, obecneveHne rapaHTUM COOTBETCTBUSA
peanunsauum 3agaHHoOM NonuTnke 6e3onacHoOCTu.
OpraHn3aumMoHHO-NpaBoOBbIE Mepbl 1 cpeacTBa 3alnTbl MHpopmauun
TexHn4yeckue n nporpammMHble CpeacTBa 3aLnTbl MHpopMaumm
lMoHaTne  «BpedoHOCHOe  nporpammHoe  obecnedeHme».  OCHOBHasa  Knaccudukaums
BPeLOHOCHOro nporpammMHoro obecneyeHust corrnacHo nabopatopum Kacnepckoro.
MoHATNE KoMNbIOTEPHbIV BUPYC. OCHOBHbIE MEXaHM3Mbl PA3BUTUSA U pacnpoCTpPaHeHMs.
AHTMBMpYcHoe obecneyeHne. OCHOBHbIE KOMMOHEHTbI AHTMBUPYCHOW NpOrpamMmmbl.
TexHnyeckne cpencrtsa KOHTPOMSA AOCTyNa K KOMMOHEHTaM UH(POPMAaLMOHHbBIX CUCTEM
CpenctBa obecneveHnss 6HecrnepebonHOro M 6e30MacHOro 3MNeKTPONUTaHUSA KOMMbIOTEPHbIX
CcuUCTEM.
MeToabl 1 cpeacTBa YHUUTOXEHUS MHOpMaLum




14. KpaTkast uctopus kpuntorpadouu.

15. OCHOBHbIE NOHATMA KpunTorpaduu.

16. CvmmeTpuyHble kpuntocuctemsl. [NepectaHoBkn. Metopa Llesaps.
17. CuMmmeTpudHble KpunTocucTemsbl. MNepectaHoBkn. MeTtog Puwenbe.

18. MeTtog MoHoandasutHoM nopctaHoBku. Wndpp Llesapa ¢ mcnonb3oBaHMeM crnoBa Brnepeau

andasuTa.
19. MeTtoa nonvandasuTHoOn noacTaHoBku. LLndgp BurHepa.
20. MexaHuyeckne KpUnToCUCTEMBI.

21. AcMMMeTpuyHble KpunTocucTemMbl (C Ny6nmyHbIM Kntovom). OCHOBHble NOHATUSA. HeobpaTtumble

OYHKUMMN.

22. Peanusauusi acMMMETPUYHOW KPUNTOCUCTEMbI Ha OCHOBE 3agadn piok3aka. CekpeTHas

NHopMaLma 4na KpMNTOCUCTEM C MYONNYHBIM KIHOYOM.
23. MpuHUMNBI NOCTPOEHMST KPUMTOCUCTEMBI C NYBAMYHBIM KITHOYOM.
24. OnekTpoHHasa nognuncb. ObWwmne NoOHATHUS.

25. OnekTpoHHble nnaTtexHble cuctembl. OCHOBHble CBOWCTBA. bBe3onacHOCTb 3MEeKTPOHHbIX

nnaTtexemn
UtoroBbin TecT no gucuunnuHe «MHdopmaunoHHaa 6e30nNacHOCTb»

BpeMFl, oTBOAMMOE Ansl BbINOMAHeHus1 Tecta - 40 MuH. HDOBepKa TECTOBOIro 3agaHus

OCYLLECTBIIAETCA C MOMOLLbIO YTBEPXKAEHHOTO Krtoya.
1. UHbopmayuoHHas be3onacHoCmb xapakmepusyem 3aWlUuéHHOCMb!
A) MNonb3oBatensa n NHPOPMALNOHHON CUCTEMBI
B) Hdopmauun n nogaoepxmeatroien eé HpacTpyKTypbl
B) cTtouHmka nHdopmaumm
N Hocutena nHdopmaumm
2. Umo u3 nepeyucreHHo20 senisemcs cocmasnsnwel uHghopmayuoHHoU besornacHocmu?
A) HapylieHue uenoctHocTu nHdopmMaumm
B) MNMpoeepka npaB gocTyna K nHpopmauum
B) doctynHocTb nHdopmaumu
") BeisiBneHune Hapywmutenemn
3. [lonyyeHue mpebyemol uHpOpMauuu UHBOPMAUUOHHOU YyCriyau [10o5b308amesiem
orpedeniEHHOEe 8PEMS, 3MO:
A) LlenocTHoCTb MHpopmauum
Bb) KoHdmaeHumnansHOCTb MHopmaumm
B) JocTtynHOCTb MHbopmMaumm
N 3awmiieHHoCTb nHdopMaLumm
4. KoHpudeHyuanbsHOCMb UHGhOpMauuu 2apaHmupyem:
A) JocTynHOCTb MHGOPMaLUW KPyry nnu, AN KOro oHa npegHasHadeHa
B) 3awuwéHHocTb nHopmauumn oT NnoTepu
B) 3awuwéHHocTb nHpopmaumm ot danbcudmkauum
M) JocTynHOCTb MHGOPMaLUN TOMNBbKO aBTopy
5. CKornbko yposHel chopMupo8aHus pexxuma UHhopmayuoHHoU 6esonacHocmu?
A) Tpu
B) YeTtbipe
B) [Ba
N Nate
6.I00 usdaHus 3akoHa Poccutickol ®edepayuu «O aocydapcmeeHHOU malHe»:
A) 2000 roa
B) 1993 roa
B) 1995 roa
M) 1996 roa

3a

7. Homep cmambu YeonosHoeco kKoOekca npedycmampuearowell HakasaHue 3a pasanaweHue

2ocydapcmeeHHol malHbi?
A) 138
B) 283
B) 273
M 237
8. HenpasomepHbIl docmyrn K KOMIbomMepPHOU UHGhopMauuu Haka3bleaemcs iuweHuUem ceobolbl
A) [o natu net



Bb) o Tpex net
B) Oo ropa
N Oo aByx net
9. OcHOBHOU UCMOYHUK 8HYMPEHHUX 0mMKa308?
A) HeBo3MOXHOCTb nonb3oBaTena pabotatb C CUCTEMOW B CUIly  OTCYTCTBUSA
COOTBETCTBYIOLLEN NOATOTOBKM
Bb) HexxenaHnune nonb3oBatensi pabotatb ¢ MHGPOPMALMOHHOW CUCTEMOWN
B) OTcTynneHve oT ycTaHOBMNEHHbIX NPaBuWIT SKCMnyaTaumm
) HapyweHune paboTbl cUCTEM CBA3M, IMEKTPOMUTAHUA, BOOO- WU/MNKM TennocHabxeHus,
KOHAMLMOHUPOBaHUSA
10. YposHuU He OmMHOCAWUECS K YPOBHAM HOPMUPOBaHUS pexuma UHGOPpMayUOHHOU
6e3onacHocmu?
A) 3akoHofaTernbHO-NpaBoBOW
B) HdopMaunOHHbIN
B) ADMUHMCTpaTMBHBIN (OpraHn3aunOHHbIN)
IN) MporpaMMHO-TEXHUYECKUIA
11. Ha ckonbko knaccoe rnodpasdernssrom ye2po3bl UHhopMayuoHHOU besornacHocmu?
A)4
B) 3
B) 2
Ns
12. Umo sensemcs cambiM achhekmueHbiM rpu bopbbe ¢ HernpedHamepeHHbIMU CrydalHbIMu
owubkamu?
A) Pe3epBupoBaHue annapartypbl
Bb) OnpegeneHne cTteneHn OTBETCTBEHHOCTM 3a OLUINGKK
B) MakcnmarnbHas aBTomaTusauus U CTpormm KOHTPOSb
M) KoHTponb gencrteuin nonb3oBaTtens
13. Cpedcmea 3awjumbl UHGOPMauuu Kako2o U3 ypoesHel bopmMuposaHus pexuma
UHgbopmayuoHHoU be3onacHocmu cesiaHbl HerocpedcmeeHHO ¢ 3awuwaemol UHgopmayuel
A) 3akoHoaaTernbHO-NpaBoBOW
B) HdopmaunoHHbI
B) ADMUHUCTPaTMBHBIN (OpraHN3aunOHHbIN)
IN) MporpaMMHO-TEXHUYECKUIA
14. OcHosononazarouwum OOKyMEeHMOoM o UHgopmayuoHHoU 6ezonacHocmu 8 P® sensemcs:
A) KoHcTutyumusa PO
B) YronosHbIn kogekc
B) 3akoH o cpeacTBax maccoBon nHdopmMaLmm
M) 3akoH 06 nHdopmaynoHHoM 6e3onacHoCTH
15. LlenocmHocmb UHgbopmayuu 2apaHmupyem:
A) CywiectBoBaHMe MHGopMaLunm B UCXOAHOM BUAeE
B) MNpuHagnexHocTb MHbOpMaL M aBTopy
B) docTtyn nHcdopmauumn onpegeneHHoMy Kpyry norb3oBaTenen
N 3awmieHHOCTb nHopMaLUUKN OT HECAHKLMOHMPOBAHHOMO JOCTYNa
16. Ckronbko Kameaopull eocydapCcmeeHHbIX UHQHOPMaUUOHHbIX pecypcos orpedersisem 3akoH « 06
UHgopMayuu, UHghopMamu3sauuu u 3awume UHgopmayuu»?
A) Tpu
B) YeTtbipe
B) OBa
N NaTe
17. HeripasomepHbili Oocmyrn K KOMIbHOMepHOU UHGopMayuU Haka3bleaemcs wmpagom:
A) Ot 5 go 20 MnHMManbHbIX pa3mMepoB onnaTtbl Tpyaa
B) Ot 200 oo 500 MnHMMankeHbIX pa3mepoB onnaTtbl Tpyaa
B) OT 150 go 200 MnHMManbHbIX pa3MepoB onnatbl Tpyaa
M) o 300 MuHMManbHbIX pa3mepoB onnaTtbl Tpyaa
18. HapyweHue npasun akcrnnyamauyuu 3BM, cucmembl OBM unu ux cemu Haka3bigaemcs
ogpaHuyeHuem c8ob00bl Ha CPOK:
A) o roga
B) o oByx net



B) o natn net

N Oo Tpex mecsues
19. awuweHHocmb uHgopmayuu u noddepxusarouwel ee UHppacmpykmypbl om cry4YalHbIX umiu
rpedHamepeHHbIX 8o30elicmeuli ecmecmeeHHO20 UJU UCKYCCMBEHHO20 Xxapakmepa, Komopble
Mo2ym HaHecmu yuiepb enadenbyam unu rnosb3oeamensiMm UHgopmMayuu — 3mo:

A) KomnbtoTepHas 6e30nacHOCTb

Bb) HdopmaunoHHas 6e3onacHOCTb

B) 3awwuTa nHdopmaumm

IN) 3awmTa rocygapcTBeHHOW TanHbI
20. YUmo u3 nepeyucrnieHHo20 fienisiemcsi 3adayeli UHghopMayuoHHoU 6esonacHocmu?

A) YcTpaHeHne HencnpaBHOCTEN annapaTtHbIX CpeacTB

B) YcTpaHeHue nocnenctBuin CTUXUnHbIX 6eacTBmn

B) Bawmrta TeEXHMYECKMX W NporpamMMHbIX CPeacTB MHGOpMaTM3auMmM OT  OLMBOYHbIX

OEenNCTBUIN nepcoHana

") BoccTaHoBneHve nMMHUIA CBA3U
21. Beibepume nipasurbHy0 uepapxuto ripocmpaHcmea mpebosgaHull 8 « Obwux Kpumepusix»:

A) Knacc — ceMencTBO — KOMMOHEHT — 3NIEMEHT

B) OnemeHT — Knacc — ceMeNCTBO — KOMMOHEHT

B) KOMMNOHEHT — cemMencTBO — Knacc — anemeHT

") CeMencTBO — KOMMOHEHT — KIacc — 9NEMEHT
22. Ckonbko Knaccoe CBT no yposHw 3awuuwieHHocmu om HC/L k uHghopmauyuu oripedesieHo 8
pykoeodswem dokymeHme locmexkomuccuu « CBT. Sawuma om HC/L k uHgpopmayuu. Nokasamenu
3awuweHHocmu om HC/L k uHgopmayuu»?

A) Tpu

Bb) Cemb

B) Matb

N YeTtbipe
23. Komnnekc npedynpedumeribHbix Mep o obecrieyeHuro UHopMayuoHHoU 6e3onacHocmu
op2aHu3ayuu — 3mo:

A) NHdopmaumoHHas nonnTuka

B) Monuntnka 6esonacHocTn

B) NHdopmaumoHHasa 6e3onacHOCTb

N 3awwmTta nHgpopmaumm
24. AymeHmu4HoCmb cesi3aHa:

A) C pokasaTenbCTBOM aBTOPCTBA JOKYMEHTA

B) C nposepkon npas goctyna

B) C nameHeHnem aBTOpCTBa JOKYMEHTA

M) C kKOHTpONEeM LEeNOCTHOCTU AaHHbIX
25. Umo He paccmampusaemcs 8 noniumuke 6esonacHocmu?

A) Tpebyembii ypoBeEHb 3aLlUMTbl AaHHbIX

B) Ponu cy6bekToB MHPOPMALMOHHbBIX OTHOLLEHWN

B) AHanus puckos

M) 3awmiLeHHOCTb MexaHM3MoB 6e30nacHOCTH
26. UcnonHsaembIl unu uHmeprnpemupyembil  npoespaMMmHbili K00, obnadarowul ceolcmeom
HecaHKUUOHUPOBaHHO20 pacrpocmpaHeHusi U caMOB80Crpou3eedeHusi 8 asmomMamu3upo8aHHbIX
cucmemax unu KOMMYHUKaUUOHHbIX CemsiX C Uesblo U3MEeHUMb UU YHUYMOXUMmb po2pamMMHOe
obecrieyeHue u /unu OaHHble, XpaHAWUECs 8 agBMmMoMamu3upo8aHHbIX cucmemax — 3mo:

A) TposiHCKkas nporpamma

B) KomnbioTepHbIn BUpYC

B) MNMporpammHbIn BUpYC

M) Bupyc
27. Kakue eupycbl 3apaxarom ¢palifibi-OOKyMeHMbI U  3/1€KMPOHHbIE mabnuuybl  O0GhUCHbIX
npunoxeHuu?

A) dainosbin BUpYC

B) CeTeBon Bupyc

B) Makpo-Bupyc

M) 3arpy3o4Hbii BUpYC
28. OcHogHasi 0COb6eHHOCMb KOMIMbIOMEPHbIX 8UPYCO8 3aK/to4aemcs:



A) B BO3MOXHOCTWN MX CaMONpPOn3BOSIbHOrO BHEAPEHUS B pasnuyHble 06beKkTbl onepaunoHHON
cucTeMbl
B) B BO3MOXHOCTU HapyLLueHus nHpopmMaunoHHon 6e3onacHoCTH
B) B BO3MOXHOCTM 3apaXXeHNs1 OKPYKatoLLmnX
") B X NOCTOSAHHOM CyLLIECTBOBAHUMU
29. lNepsbil cemegol supyc nosisusIcs:
A) B Hauane 60-x rr.
b) B Hauane 80-x rr.
B) B Hayane 70-x rT.
N B cepegunHe 60-x rT.
30. o ocobeHHocmsm aneopumma pabomsi gupyca bbiearom
A) Pe3ngeHTHble 1 cTenc-BUpycChl
B) Monnmopduk-reHepaTopbl U 3arpy304HbIe BUPYChI
B) Makpo-Bupychl 1 nornyeckme 6ombbI
M) YTUnuTbl CKpbITOro agMUHUCTPUPOBAHNS
31. «Macku» supycos ucrorsb3ymcs:
A) [Insa nomncka n3BeCTHbIX BUPYCOB
Bb) [ina co3gaHns n3BecCTHbIX BUPYCOB
B) NS yHUYTOXEHMA N3BECTHLIX BUPYCOB
M Ansa pa3amHOXeHMs1 BUPYCOB
32. Kakol supyc camocmosimersibHO 8bIxO0usl 8 cemb 4Yepe3 MOOeM U COXPaHs/1 C80H KOMUK Ha
yOarneHHoU mawiuHe?
A) Elk Kloner
B) Pervading Animal
B) Creeper
IN) Brain
33. EeseeHuli Kacrniepckuli nepeopueHmuposarsicss Ha co30aHuUe aHmueuUpPYyCHbIX rpogpamMM [ocrie
06Hapy)xeHUs1 Ha ceo0eM KOMrbromepe supyca:
A) Chameleon
B) Cascade
B) Eddie
N Virdem
34. Mepsnbil supyc, npomusodelicmeosasuiuli aHmugupPyCcHoOMYy rpozpamMmmHoOMy obecrieqeHUro:!
A) Eddie
B) DiskKiller
B) Dir_lI
N Virdem
35. lNepsbili makposupyc, nopaxaswul 0okymeHmsi MSWord:
A) GreenStripe
B) Wazzu
B) Concept
I") DiskKiller
36. lNepebil nonumopghHbIl sUpyc:
A) DiskKiller
B) Chameleon
B) MtE
IN) Brain
37. Bupyc 1987 20da, 3apaxarowuli mosbko cucmemHbie ¢ghalnbl Command.com, u yHudmoXxarowut
8Cr0 UHGbopMauuro Ha mekyuiem Aucke, - amo:
A) Suriv
B) Jerusalem
B) Lehigh
N Mte
38. $189 — makyto cymmy npednasanocb npuciams meM rnosfib3osamensiM, Yyel Komrbiomep 6bis
3apakeH 8UPYCOM...
A) Aids Information Diskette
B) Cascade
B) Eddie



N Mte
39. lNepsbili cemesoli sUpyc-4epsb, UCMOb3yowWul Npomokos nepedayu 0aHHbix FTP (1997 2.)

A) Homer

B) ShareFar

B) BackOrifice

IN) Yepsb Moppuca
40. [JocmamoyHo mpyOHOOBHapyXuMble 8upycbl, He UMerwue cusHamyp, mo ecmb He
codepxawiue HU 0OHO20 MOCMOSIHHO20 y4Yacmka Koda — 3mo:

A) Nonnmopuk-BUpycChl

Bb) Ctenc-Bupychl

B) Makpo-Bupychl

") KOHCTpYKTOpbI BUPYCOB
41. Yeposa nepexeama OaHHbIX MOXem rpusecmu:

A) K HapyLwleHnio JOCTYMHOCTU JaHHbIX

B) K HapyLleHMo 4OCTYMHOCTM M LeNOCTHOCTM AAaHHbIX

B) K HapyLeHmio LenoCcTHOCTU AaHHbIX

N K HapywweHno KoHPMAEHUNANbHOCTU OaHHbIX
42. lNpuceoeHue cybbekmam u obbekmam docmyna fiu4Ho20 udeHmugukamopa U cpasHeHUE e2o ¢
3adaHHbIM — 3Mo:

A) AyTeHTndpmkaums

Bb) NaeHTndumkaums

B) AyTeHTu4HOCTb

M) KoHbmaeHumnanbHOCTb
43. Yepsu, ucnionb3yrouwjue 05151 pacrnpocmpaHeHusi cucmemMbl MeHO8EHHO20 0bMeHa CoOObWeHUSIMU:

A) IM-4yepBu

B) P2P-yepsu

B) MNMouToBbIE YEpBYU

M) IRC-yepsun
44. Umo u3 nepe4vucrieHHo20 He seriiemcs udeHmughukamopom npu aymeHmugukayuu?

A) Maponb

B) OcobeHHOCTV NoBeaeHMs Nonb3oBaTens

B) MepcoHanbHbIM naeHTumkaTop

") CekpeTHbIN KN4
45. [NocmosiHHbIe Naposu OMHOCSAMCSH K:

A) Ctatunyeckon ayTeHTudmkaumnm

B) BpemeHHON ayTeHTudukaLmm

B) YcTonumson ayteHTudmkaLmmn

IN) MocTosiHHOWM ayTeHTudMKaLmm
46. OmHocumesnbHO Hebonbwoe Konudecmeo  QorofHUmMersneHoU  aymeHmuguyupyrowed
uHghopmauyuu, nepedasaemoli emecme ¢ rodrucbieaeMbiM MEKCMOM — 3MoO:

A) 3akpbITbIi KMOY WMEPOBAHUSA

B) BupycHasa macka

B) QnekTtpoHHasa umdposasd nognmnch

M) OTKPbITBIN KITHOY LWMPOBAHNSA
47. Kakoe ynpaseneHue 0ocmyrnoM OCHO8aHO Ha COMNOCMAassieHUU MemoK KOHgbudeHyuarbHocmu
UHopmayuu, colepxawelca 6 obbekmax, U oguyuanbHO20 paspeweHus cybbekma K
UHopMayuu coomeemcmeayrouie2o ypo8Hs KoHpudeHyuansHocmu?

A) MaHpaTHoe ynpaBsneHue JOCTyrnoM

B) NpuHyautTensHoe ynpasneHne JoCTynom

B) OuckpeTHoe ynpaBneHne 4oCcTyrnom

IN) CtaTnctnyeckoe ynpasreHne 4OCTYNoMm
48. Pe3udeHmHble npozspaMmbl, nepexgambigaroujue 8upycoonacHble cumyayuu u coobwaruwue ob
3MOM 10/1b308aMeJIto, 3Mo:

A) mmyHun3aTopsl

B) BnokupoBLYUKK

B) CkaHepbl

M) CRC-ckaHepdbl



49. TexHosozausi, OCHOBaHHasi Ha 8ePOSIMHOCMHbLIX arzopummMax, pesyribmamom pabombl KOMopbIX
s8r155emcs 8bisigrieHuUe no0o3pumersibHbIX 06BLEeKmos, amo:

A) 3BpuCTMYECKUA aHanNn3

b) MNMoBeneHyeckun aHanma

B) AHanu3 KOHTPONbHbLIX CYyMM

IN) Mounck BUpYyCcoB Mo 3anpocy nonb3oBaTtens
50. Kakoe ynpaeneHue OocmyrioM OCHO8aHO Ha COMNoOCMaesieHUUu MemoK KOHhudeHUuUaribHocmu
uHgopmayuu, colepxawelcs 6 obbekmax, U oguyuanbHo20 pa3peweHus cybbekma K
UHGbopMayuu coomeemcemeayouje20 ypos8Hs KOHgpudeHyuanbHocmu?

A) MaHgaTHoe ynpasneHne gocTyrnom

B) MpuHyauTensHoe ynpaBneHne gOCTyrnom

B) OuckpeTHoe ynpaBneHne 4oCTyrnom

) CtaTuctnyeckoe ynpasneHne A0CTYrnoMm

OQTAJIOH /1A NMPOBEPKU

1.6 26.B
2.B 27.B
3.B 28.A
4. A 29.B
5 A 30. A
6.b 31.A
7.b 32.B
8. 33. b
9.B 34. A
10. b 35.B
11.A 36. b
12.B 37.B
13.T 38. A
14. A 39. A
15. A 40. A
16.T 41.T
17. b 42. 6
18. b 43. A
19. b 44. b
20.B 45. A
21.A 46.B
22. 6 47. A
23. 6 48. 6
24. A 49. A
25.T 50. A
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