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1. Koa n HammeHoBaHMe HanpaBfeHUAa NoAroTOBKMU:

44.03.05 MNMeparornyeckoe obpasoBaHune (C ABYMS NPOOUNISMU NOLTOTOBKN)

2. Mpodcunu noaroToBKMU:

MaTematuka. MHdopmaTmka n nHdopmMaunoHHbIE TEXHOOrMN B 06pasoBaHnn
3. KBanudukauma BbinyckHukKa: 6akanasp
4. dopma o6y4eHus: oyHas

5. Kachenpa, oTBevarLwan 3a peanmsaumio QUCLUNINHbI: €CTECTBEHHOHAYYHbIX U

obLeobpasoBaTenbHbIX ANCLUNINH
6. CoctaBuTtenb nporpammbl: M.H. XBoCTOB, KaHaNAAT (PU3NKO-MaTEMATUYECKUX HAYK

7. PekomeHpgoBaHa: Hay4yHO-meToamnyecknm copetom dunuana (npotokon Ne 1 ot
31.08.2018r.)

8. YueOHbIn roa: 2021-2022 Cemectp: 7



9.llenn n 3apayum y4e6HON ANCLIMNIIUHDI:

Llenbto yyeGHOM AMCUUNNUHBLI SBNSETCA CTaHOBNEHWE MNpodeccuoHanbHOM KOMMEeTeHUUN
negarora 4yepe3 OPMMPOBAHWE LENOCTHOrO NpPeacTaBneHnMs O ponv MHEOPMAaLMOHHbIX
TEXHOSOrM B COBpPEMEHHOM obpasoBaTenbHOM cpefe W negarormvyeckon LesTenbHOCTU Ha
OCHOBE OBIlafieHUsi KOMMSEKCHbIMW MEeTO4aMW U  COBPEMEHHBIMW CpeacTBaMKU  3aLMThbI
KOMMbIOTEPHLIX CUCTEM U UX KOMMOHEHTOB OT Pas3fiMyHbIX yrpo3 6e3onacHoCTu

3agaum y4ebHOM ANCLUMUNIIUHDBI:

—AaTb TeopeTMyeckme OCHOBbl 3HaHMM B 00nacTM NPUHUMNOB U (PU3NYECKMX OCHOB,
ncnonb3yembliX ANd 3aWwmTbl UHpOpMaLuKn, anroputMoB X paboTbl U METOAUK MPUMEHEHWS;
—BblpaboTKa Yy CTYAEHTOB YMEeHUNn oopMynupoBaTb M 060CHOBLIBaTb TEXHUYECKME TpeboBaHNA
K cpefcTBaM 3awuTbl MHpOpMaumn, ocyliecTBnaTb 060CHOBaHHLIM Bbl6op komnnekca C3U
ANSA KOHKPETHbIX KOMMBbIOTEPHbIX CUCTEM U UCNONb30BaTb MX B MPaKTUYECKOW AEATENbHOCTH;
—cbopmmnpoBaHme y CTyAeHTOB npeacTaBneHnn o6 ocobeHHOCTAX, TeHAEeHUMnax, npobnemax m
nepcnekTMBax pasBnTUS CpeacTB 3allmTbl MHOpMaLMK.

Mpn npoBegeHMM y4ebHbIX 3aHATUA MO AucumnnuHe obecnednBaeTca pasBuTME Y
00yyYarLNXCH HaBbIKOB KOMaHAHOW paboTbl, MEXITUYHOCTHON KOMMYHUKaLMN.

10. MecTO y4eO6HOM ANCLUUNIUHBLI B CTPYKTYype obpa3oBaTesibHOW NporpamMmbl:
Oucumnnuua «MHpopmaumoHHasa 6esonacHOCTb» BXoauT B 6nok b1 « ducumnnuuel (Mmogynu)»
n aBnsieTca oba3aTenbHON OUCUUNIIMHOM BapuaTMBHOM YacTu obpasoBaTenbHOM NporpamMmbl.
Ona wunaydeHua gucuunnuHbl TpebyeTcss ocBoeHne kKypca «WHdopmaTukax». [OucuunnuHa
ABNSEeTCA  npeawecTteyowen ana kypcoB  «Metoauka  obydeHus  MHopmaTuKey,
«MIHpOopMaLMOHHbIE CUCTEMDIY.

Ycnosus peanus3auum  gucumnnuHbl ana nmy ¢ OB3  onpepgensitotcsa 0COGEHHOCTAMMU
BOCNpUATMS  y4ebHOM uHopMaumm ©n C  y4eToM MHAMBUAYASNbHbIX MNCUXOU3NYECKMX
ocobeHHOoCTEN.

11. MnaHupyemMble pe3ynbTaTbl 00y4YeHUsi MO AuUcuUnNnNuHe/Moaynio (3HaHUA, YMeHwus,
HaBbIKW), COOTHECEHHbIe C NIaHUPYeMbIMU pe3yrbTaTaMuM OCBOEHUsi o6pa3oBaTenibHOM
nporpaMmmbl (KOMNeTeHLMSAMU BbINYCKHUKOB):

3HaerT:
— 3aJayu BOCMUTAHWUS N JYXOBHO-HPABCTBEHHOIO pa3BuUTUS
obyyvarLwmxcsa B y4ebHON 1 BHeYy4eOHON OeATENbHOCTM Ha
COOTBETCTBYIOLLMX CTyNneHsx obLiero obpasoBaHus;

yMmeerT:

— NPUMEHSITb TEOPETMYECKNE 3HAHNSI TEOPUU
MHGOPMaLIMOHHOM Ge30MacHOCTU ANs peLleHns NPaKTUYECKNX
3agay BOCMUTaHWSA Y AyXOBHO-HPABCTBEHHOTO Pa3BUTUS
oby4yatoLmxcs B y4eOHOM 1 BHEY4EOHOM OEeATENBHOCTU Ha
COOTBETCTBYIOLLMX CTyNeHsAx obLiero obpasoBaHus;

Bnapgeer:

— HaBblkamMW MOCTAHOBKM Lienu, hopMynMpoBK/ 3agay 1
NPOrHO3MpPOBaHNS [YXOBHO-HPABCTBEHHOIO Pa3BUTUS U
BOCMUTaHUSA NINYHOCTU C Y4ETOM HOPMATMBHOW JOKYMEHTaLUN
B cdhepe obecneyeHns nHPopmaLMOoHHON Ge3onacHoCTH
oby4yaromxcs;

3HaeT:

— OCHOBBbI M 3aKOHOMEPHOCTU B3aMMOAENCTBUS Y4aCTHUKOB
obpasoBaTenbHOro npolecca;

CMOCOOHOCTL peLlaTh 3a4ayu
BOCMUTAHUSA U JyXOBHO-
MK-3 | HpaBcTBEHHOrO pasBuTKA
obyyvarowmxcs B y4ebHom n
BHey4ebHOW feaTenbHOCTU

FTOTOBHOCTb K ymeer:

MK-6 B3aNMMOAEWNCTBUIO C — OCYLLEeCTBIATb B3aMMmogencTeune ¢ y4acCTHUKaMU
y4aCTHUKaMu o6pasoBaTeanoro npouecca gna peweHna
O6p33083TeﬂbHOFO npowecca npodeccnoHarnbHbIX 3agay;

BrageeTt:

— HaBbIKaMy 1 TEXHOMOTMAMU 3DMEKTUBHOrO B3aMMOAENCTBUSA
C y4yacTHMKamu obpasoBaTenbHOro npouecca




12. O6beM AUcUUNuHbI B 3a4eTHbIX eanHuuax/vyac. — 2/72.

Popma NPOMEXYTOYHON aTTeCTaLmm 3a4eT C OLEHKON.

13. Buabl yue6HoM paboThbl

TpygoeMKoCTb (4achl)
Bug yuebHow paboTbl Beero Mo cemecTpam

7 cem.
KoHTakTHasa paboTa, B TOM yucne: 38 38
nekumm 14 14
npakTn4eckne 3aHATUS 12 12
nabopaTopHble paboTbl 12 12
CamocTtodatensHas pabora 34 34
dopma npomex<yTqu€>V| aTTectaumm 0 0

(3a4em c oyeHkol — 0 yac.)

UToro: 72 72

Utoro: 72 72

13.1. CopepxaHue QUCLUNIIUHBI

Ne n/n

HanmeHoBaHue pasgena
ONCUUNNUHbI

CopepxaHve pasgena aMcunnimHbl

1. Nekuun

1.1

Yrpo3bl MHPOPMaLMOHHON
6e3onacHocTu

MoHsATMe yrposbl. Buabl NpoOTMBHUKOB uNu «Hapywuteneny». Buasl
BO3MOXHbIX HapyLleHUn MHPOPMaLMOHHOW cucTeMbl. AHanmn3 yrpo3
nHpopmaumoHHor 6esonacHocTn. Knaccudmkaums BMOOB yrpos
UH(OPMaUMOHHONW 6e30nMacHOCTM NO pasfnuMyHbIM NpusHakam (no
npupoAe BO3HUKHOBEHUS, CTEMNEHW NpegHaMepeHHOCTH 1 T.1.).
CeonictBa UMHGOpMauUmMK: KOHpMAEHUMAnbHOCTb, AOCTYMNHOCTb,
LEernoCTHOCTb. Yrpos3a pacKpbiTUA napameTpoB CUCTeMbl, Yrposa
HapyLLeHus KOH(bMOEeHUManbLHOCTH, yrposa HapyLLeHuns
LernocTHOCTH, yrpo3a oTkasa cnyx6. NMpumepbl peanusaumm yrpos
MHopMaLnOHHONM Ge3onacHOCTH.

BawmTta wmHPopmaumm. OCHOBHbIe MpUHUMNBLI  obecneveHus
WHOPMaUMOHHOW  Be3onacHOCTM B aBTOMAaTU3MPOBAHHbIX
cuctemax. MpryrHbl, BUAbl U KaHanbl yTe4kn MHdopMaLmu.

1.2

MHdopmMaLMOHHbIE CUCTEMBI U
NX KOMMOHEHTbI Kak 06 beKThl
3aLuThbl

Obuee npeacrasneHue o CTPYKTYype 3aLUMLLEHHON
WHopMaLIMOHHON CUCTEMBI. OcobeHHoCcTH COBPEMEHHbIX
WHOPMALMOHHBIX cucTeM, akTopsbl, Biudlowmne Ha 6e3onacHoCTb
WHopMaUnoHHON cucTemsbl. NoHATUE MHAOPMALIMOHHOIO cepBuca
6esonacHocTu. Bugpl cepBucos 6e3onacHOCTw.

1.3

HanpaeneHus paspaboTtku u
NPUMEHEHWS CPEACTB 3aluThl
MHopmMaunn

CucTemMHble  NPUHUMMBLI  MHOPMAaUMOHHONW  GEe30nacHOCTMU.
BbipaboTka nonutuku GesonacHocTu. HanpaeneHuss npuMeHeHusi
MeTOLOB U CPEACTB 3aLUMThbl MHOpMaLnm

1.4

MeToamka nocTpoeHus
3aLLUMLLEHHbIX
NHOPMALIMOHHBIX CUCTEM

Mcnonb3oBaHue 3allUMLLEHHBIX KOMMBKTEPHbIX cucTteM. Ob6uwme
NPUHUUMBLI  MOCTPOEHUST 3alUMLLEHHbIX cucTem. KMepapxmnyeckui
MeTo4 pa3paboTkM 3alULLEHHBIX cucTeM. CTPYKTYPHBIA MPUHLMN.
MpyHUMN MOAYNBHOIO NPOrpPaMMMPOBAHUS.
WccnepoBaHve  KOpPPEKTHOCTWM — peanu3auumn  wu
aBTOMATU3NPOBaAHHbIX  cucteM.  Cneuncdmkauus
npeabsiBrsieMbIX K CUCTEME.

OcHoBHble  aTansbl pa3paboTkn  3alULLEHHON CUCTEMBbI:
onpegeneHve nonMTukM 6e30nacHOCTM, MPOEKTUPOBaHWE MOAEenuv
NC, paspaboTka koga WNC, obecneyeHne rapaHTUM COOTBETCTBUS
peanv3aunv 3agaHHoON NonMTuke 6e3onacHoOCTy.

BepuduKkaumnm
TpeboBaHun

1.5

OpraH13aunoHHO-NpaBoBbIe
Mepbl U CPeACcTBa 3aLUThbI
MHopmMaumn

OcHOBHble HOpMAaTMBHbIE PYKOBOAsILUME AOKYMEHTHI, Kacarolimecs
rocygapCTBEHHOM TaWHbl, HOPMATUBHO-CNPABOYHblE [OKYMEHTHI.
HasHauyeHne n 3agaum B coepe obecnevyeHust MHGPOPMaLMOHHOM
6e3onacHocTu Ha ypOBHE rocygapcTsa. OcobeHHoCTH
cepTudmKaumMm M cTaHgapTv3aumm  Kpuntorpadpmyeckux  yCnyr.




B3akoHopaTenbHasi 6a3a nHdopMaumoHHon GesonacHocTn. Mecto

WH(pOPMaLMOHHOM  ©e30MacHOCTU  SKOHOMMYECKUX CUCTEM B
HauMoHaneHoW 6e30MacHOCTN CTPaHbl.

1.6 TexHudeckue n nporpaMmHble | WaeHTudpmkauma n - ayteHTudukaumsa.  laponbHble  cxembl
cpencTsa 3awmThbl ayteHTudumkaumm.  CUMMETpUYHble  CXeMbl  ayTeHTUdUKauuu
WHcpopmaLum cybbekTa. HecummeTpuyHbie cxemMbl ayTeHTUMKaUUN (C OTKPbITbIM

Knovom). AyTeHTudUuKaumss ¢ TpeTben [OBEPEHHON CTOPOHOW
(cxema Kerberos). TokeHbl, cmapT-kapTbl, WX MPUMEHEHME.
Wcnonb3oBaHne OMOMETPUYECKUX [OaHHbIX NpU ayTeHTudukaumm
nonb3oBaTenemn.

lMpoTokonupoBaHme u ayguT. 3agaum W QYHKUMM  ayguTa.
CTpyKkTypa XypHanoB ayguTa. AKTUBHbIV ayguT, METOAbl aKTUBHOIO
ayguTa.

ObGecneyeHre 3almTbl KOPMOPATMBHOM MH(OPMAaLNOHHOW cpeabl
OT aTtak Ha WH(POPMAaLMOHHble cepBuCbl. 3awmTta WHTepHeT-
NOOKMIOYEHUN, (PYHKLMM W Ha3Ha4YeHUe MEXCETEBbIX 3KPaHOB.
MoHATHe oemMnnuTapmMsoBaHHOM 30HbLI. BUpTyanbHble YacTHble CeTu
(VPN), ux HasHayeHMe wun uCnonb3oBaHWEe B KOPMNoOpaTMBHBLIX
WH(OPMALIMOHHBIX CUCTEMAX.

1.7 TexHunyeckne cpeacrea CepBuchbl ynpaBneHns AocTtynom. MexaHusmbl JOCTyna AaHHbIX B
KOHTpORnsa gocTyna K onepaumoHHbIX CUCTeMaX, CUCTeMax ynpaBreHus 6a3amu OaHHbIX.
KOMMOHEHTaM Ponesast Mogene ynpaBneHust 4OCTYNOM.

MHEOPMALIMOHHBIX CUCTEM

1.8 CpencTtBa obecneyeHus OcHOBHbIe BapyaHTbl opraHusaummn 3awutbl 3l
b6ecnepebonHoro n Pacuet MOLLHOCTH UPS YcTpolicTtBa ©ecnepeborHoro
Ge3onacHoOro anekTponuTaHus | anekTponuTaHus YnpasneHue UPS.

KOMMNbIOTEPHbIX CUCTEM.

1.9 MeTopabl 1 cpeacTea OcobeHHOCTM XpaHEHUSI KOMMbIOTEPHOM MHpOPMaLMK Ha

YHUYTOXEHNA HGOpMaLIMK PU3NYECKMX HOCUTENSX.
2. NMpaKkTuyeckune 3aHATUA

2.5 OpraH13aunoHHO-NpaBoBbIe KoHuenumss nHgopmalmoHHon 6GesonacHocTn. MHdopmaumoHHas
Mepbl U CpeacTBa 3aLuThl 6e3onacHocTb obpasoBaTenbHOW OpraHM3aunm.
nHdopmaumm

2.6 TexHnyeckme v nporpaMmMHble | 3alimMta AaHHblX W CEepBMCOB OT BO3OEWCTBUS BPEOOHOCHBIX
cpencTea 3awmThbl nporpamm. Bupycbkl, TposiHCkKMe nporpamMmmbl.  AHTUBMPYCHOE
nHdopmaumm nporpaMmHoe obecnevyeHne. 3awmTa CUCTEMbl  3NEKTPOHHON

noytbl. Cnam, bopbba co cnamom.

2.7 TexHudeckue cpeacTsa CepBuchbl ynpaBneHnss gocTynom. MexaHusmbl JOCTyna AaHHbIX B
KOHTpOMns JocTyna K onepaumoHHbIX CUCTEMAX, CUCTeMaX ynpaBrieHus 6a3amu OaHHbIX.
KOMMOHEHTam PoneBasi Mogenb ynpaBneHust 4OCTYNOM.

NHEOPMALIMOHHBIX CUCTEM

2.8 CpencTtBa obecneyeHus TpeboBaHuA K 3aliMTe INEKTPOMUTAHUA PasfMYHbIX KOMMOHEHTOB
b6ecnepebonHoro n KC. Bbibop nonutuku 3awmTbl anektponuTaHus KC BbibopouHas
Ge3onacHoro anekTponuTaHusa | 3awwurta. YactuyHas 3awmta. MNonHas 3awuta
KOMMNbIOTEPHbIX CUCTEM.

29 MeTopabl 1 cpeacTea Cnocobbl yHUYTOXEHUA MHGOopMaumn 6e3 paspylleHust HocuTens:
YHUUTOXEHUA MHGOpMaLIK nporpaMmmHeble n dusnyeckme. Cnoco6bl YHUUTOXEHNS

WHpopMaLMM € paspylleHMEM  HOCUTENs:  MeXaHW4yeckue,
TEPMUYECKNE, XUMUYECKNE pPafMaLMOHHbIE.
2.10 Mcnonb3oBaHue KracCu4ecKnx KpunToanropuTtMOB MOACTAHOBKU U
nepectaHoBKM ans 3aLmThl TEKCTOBOW NMHpopmaunu.
VccnegoBaHue  pasnuuHbiX  MEeTOOOB  3alUTbl  TEKCTOBOW
WHOPMaUMM M MX CTOMKOCTM Ha OCHOBe mnoabopa Kro4ven.
KpunTtorpaduyeckme metoapl N3yyeHne ycTporctBa u npuHuMna paboTbl  LWmndpoBanbHON
3aWmThl MHGOpMaLUK MaWwwuHbl AHurma. CTaHgapT cuMMmeTpudHoro wudposaHua AES
Rijndael. TeHepaumsi npocTbIX 4ucen, UCNOMNb3yemblX B
aCMMMETPUYHBIX cUCTeMax LWMdPOBaHMSA. DNEeKTpoHHas undpoBas
noanucb. LUncdpoBaHne MeTOOOM CKOMb3SLEN MNepecTaHOBKM.
Koppektupytowwime kogbl. MeTogbl cxxaTtus.
3. llabopaTopHbie paboThbl
3.10 Mcnonb3oBaHWe KnacCUYecKMx KpUNToanroputMoB MOACTaHOBKU U

KpunTtorpaduyeckme metoapl
3aLwuTbl MHopMaLun

ansa 3awmnTbl TEKCTOBOW
pasfvyHbIX  METOAOB  3alUnTbl

nepecTaHoOBKM
WccnepoBaHue

WHopmaumn.
TEKCTOBOW




WHpopMaUMM U UX CTOMKOCTM Ha OCHOBE Mopbopa KIluyen.
M3yyeHne ycTponctBa M npuHUMNa paboTbl LWKdpOoBarbHOM
MawuHbl JHurma. CTtaHgapT cuMMeTpuyvHoro wudpoBaHus AES
Rijndael. TeHepaumss npocTbIX 4ucen, UCNOMb3yeMbIX B
aCUMMETPUYHBIX cMCTEMaXx LUMdPOBaHUSA. DNEeKTpOoHHas uudposas
nognuce. LludpoBaHne MeTOOOM CKOMb3ALLEN MNepecTaHOBKM.
KoppekTtupytowme kogbl. MeToabl cxatus.

13.2. Tembl (pa3aenbl) AUCUUNIIUHBLI U BUAbI 3aHATUNA

Bugbl 3aHaTMIA (YacoB)

Ne HanmeHoBaHue TeMbI
CamocTtosiTenbHas

n/n (pasgena) gMcumnnvHb Jlekumu | MNpaktnyeckne | JNlabopaTopHbie paGoTa Bcero

Yrpo3bl MIHOPMALMOHHOM

1.
©e3onacHocTn

1 0 0 2 3

MHdopMaLMOHHbIE CUCTEMBI U
2. MX KOMMOHEHTbI Kak 00beKTbI 1 0 0 4 5
3alUuThI

HanpaeneHus paspaboTtku u
3. NPUMEHEHNs CpeaCcTB 3alnTbl 2 0 0 2 4
MHopMaunn

MeToauka nocTpoeHus
4. 3alLULLEHHBIX 2 0 0 4 6
NHEOPMALIMOHHBIX CUCTEM

OpraHn3auoHHO-NpaBoBbIe
5. | mepbl 1 cpeacTBa 3almThI 2 2 0 4 8
nHdopmaumm

TexHnyeckme n nporpaMmmMHble
cpeacTsa 3awmTbl MHpopMauum

TexHudeckme cpencTea
KOHTpoONnA AocTyna K
KOMMOHEHTaM
MHEOPMALIMOHHBIX CUCTEM

CpeqncTea obecneyeHust
b6ecnepebonHoro n
Ge3onacHoro anekTponuTaHus
KOMMbIOTEPHBIX CUCTEM.

MeToabl 1 cpeacTsa
YHUYTOXEHMS1 MHGOpMaLuK

KpunTtorpaduyeckme metoapl

10.
3aLUThLI MHopMaLIK

3a4yeT C oLeHKon 0

Wtoro: 14 | 12 | 12 | 34 72

14. MeToan4yeckune ykasaHma Ans ody4aroWmnxXcAa Nno OCBOEHUIO AUCLUMNIIUHDI

Mpuctynas K mM3yveHuto yy4yebHOW OUCUMMMHBI, LernecoobpasHo O3HAKOMWUTBLCHA C y4ebHOoW
nporpaMmmoun ANCUUNINHbLI, NTIEKTPOHHLIM BapnaHT KOTOPOKW pasMeLLEH Ha canTe bd BI'Y.
3HaHMe OCHOBHbLIX MOJSIOXKEHWUN, OTPaXXEHHbLIX B paboyen nporpaMmme OUCUUNSIMHBLI, NOMOXET
obyyvalLWnMCs OPUEHTUPOBATLCA B M3y4aeMOM Kypce, OCO3HaBaTb MECTO U pofib U3y4yaeMou
ANCUMNNUHBI B NOAroTOBKE Oyayllero BbIMyCKHUKA, CTPOUTH CBOKO paboTy B COOTBETCTBUMU C
TpeboBaHNAMMU, 3aNOXKEHHBIMWU B MpOrpaMmme.

OCHOBHbIMM (bopMamMKn KOHTaKTHOM paboTbl MO AUCLMNIIMHE SBMSIOTCA NEKUMU, NpakTuyeckue
3aHATUA 1 nabopaTtopHble paboTbl, NocelleHne KOTopbix obsa3aTenbHO AN BCeX CTyAEHTOB
(kpome cTygeHTOoB, 0by4aloLmxcsa No MHANBUAYANTbHOMY MAaHy).

B xope noarotoBkn Kk nabopaTopHbiM paboTaMm HeobXoOuMMO U3y4uTb B COOTBETCTBUM C
BOMpocamMn [Arsi MNOBTOPEHUS OCHOBHYIO nuTepaTypy, O3HAKOMUTbLCA C [AOMNOSTHUTENbHOM
nntepatypon. Kpome TOro, cnegyeT noBTOpUTbL Matepuarn fekunin, OTBETUTb Ha KOHTPOSIbHbIE




BOMPOCHI, U3y4nTtb o06pasubl peweHns 3agad, BbIMNOMAHUTL YMNPaXHEHUs (ecnu  Takue
npeayCMOTPEHbI).

MpnM noarotoBke K MPOMEXYTOYHOW aTtTectaumm HeobxoAMMO MNOBTOPUTb MNPOMAEHHbIN
mMatepuan B COOTBETCTBMM C Yy4ebBHOM nNporpamMmon, MPUMEPHbLIM MEPEYHEM BOMPOCOB,
BbIHOCSLLUMXCA Ha 3a4eT C oueHkon. PekomeHayeTcsi MCNOMb30BaTb KOHCMEKTbl JeKUuMnh wn
WUCTOYHMKKN, MEPEYUCNEHHbIE B CMUCKE NuTepaTypbl B paboyen nporpamme OUCLUNNUHBIL, a
TaKkKe pecypcbl ANEKTPOHHO-OMBNNOTEYHBIX CUCTEM.

Ona  pocTXKeHUs NNnaHupyembiX pes3ynbTatoB OO0y4YeHWA MCMNONb3yKTCA MHTEPaAKTUBHbIE
nekuunn, rpynnosble OUCKYCCUKM, aHann3 UMMTauuMoHHbIX MoAenen.

15. lNepeyeHb OCHOBHOM U [OOMNOJSIHUTENILHOW NUTEpaTypbl, PECYPCOB WHTEpPHeET,
Heob6XoAUMbIX ANsi OCBOEHUSI AUCLUMNIIUHbI

a) OCHoBHas nuTeparypa:

Ne

NcTouHnk
n/n

Xopes N.B. MeToabl 1 cpeacTBa 3aLmTbl MHDOPMALMKM B KOMMBIOTEPHBIX cUCTEMax: y4ebHoe nocobue ans

1 CTYOEHTOB BY30B.- 3-e n3g., crep.- M.: Akagemus, 2007

6) gononHuUTenbHasa nNuTeparypa:

Ne

NcTouHnk
n/n

Bawnbl M.H. MHdopmaumoHHas 6e3onacHocTb : y4ebHo-npakTnyeckoe nocobue / N.H. bawnesl, E.K.
2 | bapaHoBa, A.B. babaLu. - M.: EBpa3suiickuin oTKpbITbI MHCTUTYT, 2011. - 375 c. - ISBN 978-5-374-00301-7 ;
[OnekTpoHHbIN pecypcl. - URL: http:/biblioclub.ru/index.php?page=book&id=90539 (23.06.2018).

BarnHannos KO.H. Teopus nHdpopmaumnoHHo 6e3onacHoCTU U MeTogonorns 3awuTel MHgopmauum / FO.H.
3 | SaruHannos. - M.; BepnuH : Oupekt-Megauna, 2015. - 253 c.: un. - bubnuorp. B kH. - ISBN 978-5-4475-3946-
7; [OnekTpoHHbI pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=276557 (23.06.2018).

B) MHOPMALIMOHHbIE 3NIEKTPOHHO-0Bpa3oBaTerbHbIE PECYPCHI:

Ne

NcTo4uHnk
n/n

ApTtemos A.B. MHdopMauuoHHasa 6esonacHocCTb : Kypc nekuuin / A.B. AptemoB ; MexpermoHanbHas
4 akagemus 6e3onacHoCTM u BbbknBaHus. - Open : MABUB, 2014. - 257 c. : Tabn., cxem.; To xe
[SnekTpoHHbIN pecypc]. - URL: http:/biblioclub.ru/index.php?page=book&id=428605 (23.06.2018).

MatuuH FO.A., CyxocTtat B.B. Teopusi tHhopmaumnoHHOM 6e30nacHOCTU U METOL0NOMNA 3aLunThl
5 | uHdopmauwmm. - CI16.: CMN6ry MTMO, 2010. - 98 c. [OnekTpoHHbIN pecypc]. —
URL: http://window.edu.ru/resource/984/71984 (23.06.2018).

16. NMepeyeHb y4e6HO-MeTOAMYECKOro o6ecneyeHuUs Ans caMoCcTosATeNIbHOW paboThl

Ne

MNCTOYHMK
n/n

Aptemos, A.B. MHdopmauunoHHas 6e3onacHocTb : Kypc nekuun / A.B. AptemoB ; MexpervoHanbHas
1 Akagemunsi 6esonacHocTu u BebkmBaHus. - Open : MABUB, 2014. - 257 c. : Tabn., cxeMm. ; To xe
[SnekTpoHHbIN pecypc]. - URL: http:/biblioclub.ru/index.php?page=book&id=428605 (23.06.2018)

Mpoxopoea, O.B. MHdopmaumoHHasa 6e3onacHOCTb U 3awmTta uHdopmaumm : yuedbHuk / O.B. MNpoxoposa ;
MuHucTepcTBO 06pasoBaHus n Haykm PO, degepanbHoe rocygapcTBeHHoe OoaxeTHOe obpasoBaTernbHoe
yypexaeHue Bbiclwero npodeccmoHanbHoro obpasoaHuns «Camapckuii rocyaapCTBEHHbBIN apXUTEKTYPHO-
CTpouTenbHbIM yHUBepcuTeT». - Camapa : CaMapCKumn rocyaapCTBEHHbIV apXUTEKTYPHO-CTPOUTENbHbIV
yHuBepcuTeT, 2014. - 113 c. : Tabn., cxem., un. - bubnuorp. B kH. - ISBN 978-5-9585-0603-3 ; To xe
[OnekTpoHHbIN pecypcl. - URL: http:/biblioclub.ru/index.php?page=book&id=438331 (23.06.2018).

17. WHdoOpMaLUOHHbIE TEeXHONOrnMu, wucnonb3yemble ANA peanu3auMm y4eOGHOMU
ANCLUUNSINHBI, BKIOYas nporpamMMmHoe obGecnevyeHue, WMHGPOPMaLMOHHO-CNpPaBO4HbIe
cucTeMbl U npodeccnoHanbHble 6a3bl AaHHbIX

nporpammHoe obecneyvyeHue:

-Win10, OfficeProPlus 2010

—6pay3sepsbl: Yandex, Google, Opera, Mozilla Firefox, Explorer

—STDU Viewer version 1.6.2.0

—7-Zip

—GIMP GNU Image Manipulation Program



http://biblioclub.ru/index.php?page=book&id=428605
http://window.edu.ru/resource/984/71984
http://biblioclub.ru/index.php?page=book&id=438331

—Paint.NET
—Tux Paint

—Adobe Flash Player

—Lazarus

MH(OpPMaLIMOHHO-CNPAaBO4HbIe CUCTEMbI U NpodecCuoHanbHble 6a3bl AaHHbIX:

—WHdopmaumnoHHasa

cucTtema «EguHoe OKHO  gocTyna K
pecypcam» http://window.edu.ru/;
cuctema  «YHuMBepcuteTckas

—OnNeKkTpoHHO-6ubnnoTeyHas

http://biblioclub.ru/.

18. MaTepnanbHoO-TeXHUYECKOe obecneyeHme AUCLUNIINHDI:
MynbTumeguinHoe obopyanoBaHue (NPOEKTop, HOYTOYK MM CTauMOHAPHbIA KOMMNbIOTEP, SKPaH),
KOMMbIOTEPHbIA Kracc (KOMNbloTepbl, 06beduMHEHHble B CeTb C BbIXOAOM B WHTepHeT u
obecneyeHnem JOCTyNa B 9NEKTPOHHYO MHGOpPMaLUMoHHO-06pa3oBaTenbHyto cpeny BIY n b).

19. ®oHA OLEeHOYHbIX CPeACTB:

19.1.

pe3ynbTaTtoB 00y4YeHuA

oubnuoTeka

obpasoBaTtenbHbIM

online» —

MNepeyeHb KOMNeTEeHUUM C yKasaHMeM 3TanoB ()OPMMUPOBAHUA U NJAHUPYEeMbIX

Koa v cogepxanve | lNnaHupyemble pe3ynbTaTbl 00y4eHUs OTanbl dhopMrpoBaHus
KoMneTeHuun (unu (nokasaTenu JOCTMXKEHUSA 3a4aHHOIO KoMneTeHuun (pasgensl o0C*
ee yactu) YPOBHSI OCBOEHMSI KOMMETEHLMN (TemMbl) gUcUMNAnHLI (cpeactBa
nocpencTsoM OOPMMPOBAHMS 3HAHUIA, Unn Moayns un mux OLeHVBaHMs)
YMEHWN, HABbIKOB) HanMeHoBaHue)
Yrposbl
3naTh: MHOPMaLIMOHHON
: 6esonacHocTu
— 3aJauyu BOCMUTAHUS U JYXOBHO- HanpasneHus
HpPaBCTBEHHOIO pa3BnUTUS pa3paboTki 1 Toknag
obyvatowmxcsi B ydebHoM 1 NDUMEHEHIS CPECTB
BHey4YebHOW AeaTenbHOCTU H
COi'IYBZ'?CTOB ge I/I)?CT I'IO:HHX 26 ero 3aLUMTL! MHOPMALY
o6 asoBaHmyﬂ t y t TexHunyeckme n
P ) nporpaMmHble cpeacTea
3aLUMTbl MHpopMauun
) TexHun4yeckme n
YMeTsb:
MK-3: nporpamMmMHble cpeacTea
— NPUMEHSITb TEOPETMNYECKNE 3HAHNS
cnocobHOCTb TEOPIM MHGOPMALNOHHOH 3aLUMTbI MHpopMaLun
pelwaTtb 3agaudu P bmau TexHunyeckne cpeacTea
6e3onacHoOCTV ANst peLleHns
BOCTIMTAHNS 1 npakTU4Yecknx 3agady BOCNUTaHUSA U KOHTPORA AocTyna K
AyxoBHo- pXOBHO H aBCTéquHoro asBuTUSA KOMrIOHEHTaM Tect
HpaBCTBEHHOIo Ay P P MHOPMaLIMOHHbIX
obyyvarowmxcsa B y4ebHOM n
passnT: BHEYy4eOHON OeATenbHOCTU Ha encrem
Obyaloumxcs 8 COO'IYBeTCTB g NX CTyneHsIX obLyero Kpunrorpacueckue
y4ebHol 1 ylot y t MeTOAbl 3auThl
. obpasoBaHus.
BHey4eOHon WHdopmaunm
OeaTenbHoCTH OpraHun3aumnoHHo-
Braneer: npaBoOBblE MePbI 1
) cpefncTsa 3almThl
— HaBblkamy MOCTaAHOBKM Lienu,
hopMynMpoBKM 3aaau u MH(popmaLMn
pMynnp A TexHuueckue un
NPOrHO3MPOBAHNSA OYXOBHO- NPOTPAMMHBIE CPEaCTEa
HpPaBCTBEHHOIO pa3BUTUS U 3AULMTBI MHBOPMALIAN TecT
BOCMUTaAHUSA NINYHOCTU C YH4ETOM Cpe/cTsa obecreyeHms
HOPMaTUBHOW OOKYMeHTauum B cchepe 6ECNEpeBOIHOro 1
obecneyeHnss MHOpMaLNOHHOM 6E30M1aCHOr
MacHOCTM Y nxcsi.
besonacHocTi obyuatownxe aMneKkTponuTaHus
KOMMbIOTEPHBIX CUCTEM.
MK-6: 3HaTb: MHdopmaumnoHHble
FOTOBHOCTb K — OCHOBbI M 3aKOHOMEPHOCTH CUCTEMbI U MX Hoknag
B3aVMOAEVCTBUIO | B3aMMOAEWNCTBUS Y4aCTHUKOB KOMMOHEHTbI Kak



http://window.edu.ru/
http://window.edu.ru/
http://window.edu.ru/
http://biblioclub.ru/

C y4acTHMKaMM obpaszoBaTesnibHOro npotecca. 06BbEKTbI 3aLLNThI

obpasoBaTenbHOro OpraHusaumoHHo-

npouecca npaBoOBbI€ Mepbl 1
cpeacTBa 3aluThbl
MHpopmaLum

TexHun4yeckme n
nporpamMmMHble cpeacTea
3aWmMThbl MHOpPMaLUK
TexHn4yeckne cpencrea
KOHTpOns JocTyna K
KOMMOHEHTam
MHOPMALIMOHHbIX
cucTem
OpraHusaumoHHo-
npaBoBble MepbI U
cpencTea 3aWmThl
MHopmaLnm
TexHn4eckme n
nporpamMmMHble cpeacTea
3aWmMThbl MHGOPMaLUK
TexHudeckme cpeacTea
KOHTpOns gocTtyna K

YMeThb: KOMMOHEHTam
— OCYLLECTBNSATb B3aUMOAENCTBUE C VNHOPMALIMOHHBIX
yyacTHUKamn obpasoBaTenbHOro cucrtem Tect
npolecca Ans peleHus CpepcTtBa obecneyeHuns
npodeccuoHanbHbIX 3agay. 6ecnepebonHoro n

6e3onacHoro

3MneKTponuTaHmus

KOMMbIOTEPHBIX CUCTEM.
MeToakl 1 cpeacTea
YHUUTOXEHUS
MHdopMaLnn
KpunTtorpaduyeckume
MeToAbl 3aLunThl
MHdOpMaLnK

MeToavka nocTpoeHus
3alUULLIEHHbIX
MHOPMALIMOHHbIX
cuctem

TexHun4yeckue n
nporpaMmHble cpeacTea
3aLnTbl MHOopMaLum
TexHudeckue cpeacTsa
KOHTpOMs gocTyna K

Bnapgeet (MMeeT HaBbIKN): KOMMOHeHTaMm
MeToanyeckue
— HaBblkaMW 1 TEXHOMNOMMSIMU VMHPOPMALMOHHBIX YKABAHUS! K
3hPeKTUBHOro B3aMMoOeNCTBUS C cuctem
nabopaTopHbIM
yyacTHMKamu obpasoBaTesnibHOro CpepcTtBa obecneveHus paGoTam
npotecca. 6ecnepebonHoro n
6e3onacHoro
3MneKkTponuTaHmus

KOMMBbIOTEPHBIX CUCTEM.
MeTogbl 1 cpeacTea
YHUUTOXEHUS
WHopmauunm
KpunTtorpaduyeckume
MeToAbl 3aLunThl
MHdOpMaLNK

BOFIpOCbI K 3a4eTy

MpomexyToyHas aTTecTaums — 3a4€T C OLIEHKOWN _
C OLIeHKOM

19.2 OnucaHue KpuTepyeB M LIKanbl OLEHUBAHUA KOMNeTeHUUA (pe3ynbTaToB OOy4YeHusi) npwu
NPOMEXYTOYHOM aTTecTauum



[na oueHuBaHuA pe3ynbTaToB 00y4yeHMs Ha 3a4yeTe C OLEHKOW MCMNOMb3YKTCA cnegylowme
nokasatenu (3YHbl n3 19.1):

1) 3HaHne y4ebHOro matepmana n BnageHne noHATUNHBIM annapaTtoM AUCLMMIAVHGI;

2) yMeHMe cBsA3biBaTb TEOPUIO C MPAKTUKOMN;

3) yMeHVe NpUMEeHATb TEOPETUYECKME 3HaHMA ONSA pelleHns NpakTUyYeckux 3agady B obnactu
MHdOpMaLNOHHOM Be30MacHOCTH.

[na oueHnBaHMA pesynbTaToB O0y4eHUs Ha 3a4vyeTe C OLEHKOW mcnonb3yetcs 4-6annbHas
LIKana: «OTIIMYHOY, «XOPOLLOY», «yAOBNETBOPUTENBHOY, «HEYOOBNETBOPUTENBHOY.

CooTHOLEeHME nokasaTenen, KpUTepUes M LKanbl OLEHMBaHUS pe3ynbTaToB 06yYeHus.
YpoBeHb
cchopmmpoBaH LLikana oueHoK
HOCTU
KOMMeTeHLNN

KpVITepI/II/I OLleHNBaHNA KOMNETEHUUI

Ob6yuyarowulicsi 8 nosiHol mepe snadeem MOHIMUUHbLIM arnnapamom
ducuunnuHel «THghopmayuoHHas1 6e3ornacHocmb», criocobeH
unarcmpuposames omeem fpumepamu, hakmamu, OaHHbIMU lMoebiweHHbI
Hay4HbIx uccriedosaHul, MPUMEHsIMb meopemuyecKue 3HaHus1 Ons ypOBeHb
peuwieHUs muriosbix 3aday U npakmuyeckux 3adaHull 6osiee 8bICOKO20
YPOBHS CrioxXHOCcmu 6 obriacmu UHgopmayuoHHOU be3onacHocmu.
Obyyarowuticsi enadeem nOHAMUUHBIM annapamom OuCyUnIuHb!
«UMHbopmayuoHHas be3onacHocmby, CrIOCObeH UnIocmpuposams
omeem npumepamu, hakmamu, NPUMEHSIMb meopemu4yecKue 3HaHusi ba3zoeniti
npu peweHuu munoebix 3ada4y, Ooryckaem He3HaqYumesibHble OWUbKU YpPO8EHb
npu peweHuu rnpakmu4Yeckux 3adaHuli 6osiee 8bICOKO20 YPOBHS
croxHocmu 8 obiacmu UHghopmayUuoHHOU bezonacHocmu.
Obyuyarowutica enadeem yacmu4HO meopemu4yecKuMu ocHogamu
OucyunnuHel «IHbopMayuoHHas be3onacHocmb», ghpazmMeHmapHo
crocobeH unncmpuposams omeem npumepamu, chakmamu, 8 psioe
criyqaes 3ampyOHSIemcsi IPUMEHSIMb Meopemuyeckue 3HaHUs npu
pewieHUU murnosbix 3aday, He eceada criocobeH pewums
npakmuyveckue 3adaHusi 6osiee 8bICOKO20 YPOBHS CITIOXHOCMU 8
obriacmu UHgbopmayuoHHoOU bezornacHocmu.

Omeem Ha KOHMPOIbHO-U3MEPUMesbHbIU Mamepuars He
coomeemcmeyem ftobbiM MpPeM U3 rnepeyucrieHHbIX rnokasamesed.
Obyyarowutica deMoHcmpuUpyem ompbi8OYHbIE, (hpacMeHMapHbIe Heydosnemeopu-
3HaHus, doryckaem 2pybbie owubKu rnpu peweHuu murnoebix mesibHO
pac4yémHbix 3adady 1ubo He umeem ripedcmassieHusi o criocobe ux
peweHus.

Omnu4Ho

Xopowo

lNopoeoenili Yoosenemeopu-
ypOBeHb meJsibHO

19.3 TunoBble KOHTPONbHbLIE 3afJaHWA WM WHble MaTepuanbl, HeobxoouMbie AN OLEHKU
3HaHUW, YMEHUW, HaBbIKOB M (UNKU) onbiTa AeATeNbHOCTH, XapaKTepusylolme ITanbl
cdhopMupoBaHMA KOMMNETEHUMI B NpoLecce 0CBOeHUA ob6pa3oBaTefibHOW NporpamMmmbli

19.3.1 NepeyeHb BONPOCOB K 3a4e€Ty C OLeHKOM:

1. TNoHaTtue «MHdopmayroHHas 6e3onacHOCTb». OCHOBHbIE KOMMOHEHTbI MHOPMAaLMOHHOMN
6e3onacHOCTU. BaXXHOCTb M KOMMIIEKCHOCTb NPobnembl MHpOpMaLMOHHOM Be30nacHOCTH.

2. TloHaTtne wHpopmaumoHHon yrposel. Knaccudukaumsa Bugos yrpo3 MHOPMaLMOHHOM
6e30nacHOCTM MO pasnuyHbIM Npu3Hakam MNpumepsl peanusaumm yrpo3 MHPOPMaLNOHHOM
6Ge3onacHocTw.

3. 3awwmTta nHdopmaumn. OCHOBHbIE NPUHLUMMBI 06ecnevyeHns nHdopmMaunoHHon 6e3onacHoCT B
aBTOMATM3MPOBAHHbIX cucTeMax. [puymHbI, BUAbI 1 KaHanbl yTeYKn nHdopmauum

4. OcobeHHOCTN COBPEMEHHbBIX MHPOPMALIMOHHBIX CUCTEM, PaKTOPBbI, BNnsoLwme Ha 6e30nacHoOCTb
NMHOopMaLmMOoHHOM cuctemsl. Buabl cepucos 6esonacHocTu.

5. OcHoBHble aTanbl pa3paboTku 3aLLMLLEHHON CUCTEMBI: ONpeaeneHue NoNUTUKM 6e3onacHoCTw,
npoekTnposaHune mogenun VC, paspabotka koga VIC, obecneveHne rapaHTuin COOTBETCTBUSA
peanusaumu 3agaHHoOM NonmMTuke 6e3onacHoOCTy.

6. OpraHMsaumoHHO-NpPaBoBLIE Mepbl M CpeacTBa 3alunTbl MHopMaLnm

7. TexHu4eckme n nporpamMmmMHble CpeacTBa 3alnTbl MHopMaLmMm



8. TloHATne «BpeaoHocHoe nporpammHoe obecneveHmne». OCHOBHas Knaccudmkaums BpegoHOCHOro
nporpaMmmHoro obecneyeHnsa cornacHo nabopartopun Kacnepckoro.

9. TloHATME KOMNbIOTEPHBbIV BUPYC. OCHOBHbIE MEXaHMU3Mbl Pa3BUTUSA 1 PacNpPOCTPaHEHWS.

10. AHTMBMpYcHOe obecrneveHne. OCHOBHbIE KOMMOHEHTbI aHTUBMPYCHOW MPOrpamMmbl.

11. TexHnyeckne cpeacTBa KOHTPOMSA JOCTYNa K KOMNOHEHTaM MHAOPMALIMOHHBIX CUCTEM

12. CpeactBa obecneveHus 6ecnepebonHOro n 6e30nacHoOro aNeKTPoONUTaHNA KOMMbIOTEPHBIX CUCTEM.

13. MeToabl u cpeacTBa YHUUTOXEHUSA MHAOpMaLUn

14. KpaTtkasi uctopus kpuntorpacum.

15. OCHOBHbIE NOHATUSA KpUnTorpaduu.

16. CvmmeTpuyHble kpunTocucTeMmsl. [NepectaHoBku. MeTtoa Lliesaps.

17. CuMmmeTpudHble KpunTocucTemsbl. MNepectaHoBkn. MeTtog Puwenbe.

18. MeToa moHoandasuTHon nogctaHoBku. Wndgp Llesaps ¢ ncnonbsosaHvem crioBa Bnepeau
andasuTa.

19. MeTog nonuandasuTHON noacTaHoBku. LLndp BurHepa.

20. MexaHuyeckne KpuUnTocUCTEMBI.

21. AcMMMeTpuyHble KpunTocucTembl (C Ny6nuyHbIM kntoyom). OCHOBHbIE NOHATUSA. HeobpaTumble
OYHKUMMN.

22. Peanunsauuns acMMMeETPUYHOM KpUNTOCUCTEMbI HA OCHOBE 3adaun ptok3aka. CekpeTHas
MHopMaumsa 4na KpMNnToCcUCTEM C NYONYHBIM KIHOYOM.

23. MpuHUUNBI NOCTPOEHMSA KPUNTOCUCTEMbI C NYBIIMYHBIM KITHOYOM.

24. OnekTpoHHasa nognuck. ObLne NOHATHUS.

25. OnekTpoHHble NnaTexHble cuctembl. OCHOBHbIE CBOMCTBA. Be30MacHOCTb 9NEKTPOHHLIX MAaTeXen.

19.3.2 NepeyeHb fgoknagoB
KoMnbloTepHbIE BUPYCHI.
Knaccndgukaums KOMnblOTEPHBIX BUPYCOB MO cpeae 06uTaHus.
Knaccudukaumsi KOMNbIOTEPHLIX BUPYCOB MO 3apaaeMon onepaunmoHHON CUCTEME.
Knaccndgukaums KOMNbOTEPHbBIX BUPYCOB MO AECTPYKTUBHBIM BO3MOXHOCTSIM.
Knaccungukaums KOMNbOTEPHBIX BUPYCOB MO OCOBEHHOCTAM anroputMma paboTbl.
BpenoHOCHbIE NporpaMmmsil.
TposiHCKMe nporpamMmeil.
Mail Senders.
Back Door.
10. Log Writers.
11. Trojan-Dropper.
12. RootKit.
13. CHuddepbl.
14. Dos, DDos-aTaku.
15. dartanbHble CeTEBLIE aTaku.
16. B3nomLimku yaaneHHbIX KOMMNbOTEPOB.
17. Flooder.
18. KoHCTpyKTOpbI BUPYCOB U TPOSHCKMX MPOrpamm.
19. FileCryptor, PolyCryptor.
20. TMNonumopHble reHepaTopsl.
21. AHTMBUPYCHbIE NPOrpamMmbl.
22. CkaHepbl.
23. PeBu3opbl.
24. BrNOKMPOBLLVKN.
25. AMmyHun3aTopsl.

CoNOORWN

Kputepuun oueHku:

— OLUEHKa «3a4YTeHO» BbICTaBMAETCA CTYAEHTY, €CnvM CTyAEeHT packpbiBaeT TeMy [OKraga, XOpoLlo
OpUEHTUPYETCH B paccMaTpnBaeMoM BOMNpocCe;

— OUEeHKa «He 3a4YTeHO» BbICTaBMNAEeTCA CTYAEHTY, eCcriv CTYAEHT He pacKkpbiBaeT TeMy Aokraza, nnoxo
OpPUEHTUPYETCH B paccMaTpMBaeMomMm BoMnpoce.

19.3.3 TecTOBbIe 3agaHus
1. UHbopmayuoHHas besonacHocmb xapakmepusyem 3aliUUEHHOCMb!



A) MNMonb3oBaTens n NHPOPMaLMOHHON CUCTEMBI

B) MHdopmaLumm n noagaepxmeatoLLen €€ NHPPaCcTPyKTypbI

B) NcTouHnka nHdopmarmm

M) Hocutens nHdopmauun

2. Umo u3 nepeyucrieHHO20 si8rissemcsi cocmasssouwel uHghopmayuoHHou bezonacHocmu?

A) HapylueHue LenoctHocTM nHdopmMaumm

B) MpoBepka npaB gocTtyna K nHgpopmaumm

B) doctynHocTb nHdopmaumm

") BoisiBneHwe Hapywmntenemn

3. MNonyyeHue mpebyemol uHhopmauuu UHHOPMaUUOHHOU yCrlyau rosib3osamerniemM 3a orpedesiéHHoe
8peMsi, 3mo:

A) LlenocTHocTb MHpopmaLmm

B) KoHpmaeHumnansHOCTb MHbopmauum

B) doctynHocTb nHdopmaumm

IN) 3awmieHHocTb MHdopMauum

4. KoHgpudeHyuanbHoCMb UHGOpMaUUU 2apaHmupyem:

A) JocTynHOCTb MHOpMaUMM Kpyry nnu, ANs KOro oHa npegHasHadyeHa

B) 3awunwwéHHocTb nHopmauumn oT noTepm

B) 3awmwéHHOCTb HpopMmaLmMm OT danbcudmkaumm

M) JocTynHOCTbL MHAPOPMaLMK TONbKO aBTOPY

5. CKonbko yposHel chopMuposaHusi pexuma uHgpopmayuoHHou 6esonacHocmu?

A) Tpu

B) YeTtbipe

B) [ga

N Natb

6.I00 usdaHus 3akoHa Poccutickol ®edepauyuu «O aocydapcmeeHHOU matHe»:

A) 2000 rog

B) 1993 rog

B) 1995 rog

M) 1996 roa

7. Homep cmambu YeornoeHoeo kKodekca npedycmampusaowel HakazaHue 3a pa3sanaweHue
e2ocydapcmeeHHoU maliHbl?

A) 138

B) 283

B) 273

M 237

8. HenpasomepHbIl docmyn K KOMIbomMepHoU UHGhopMayuu Haka3bleaemcs iuweHuUem ceobo0bl
A) [o natu net

B) o Tpex net

B) [o rona

N Do oByx net

9. OCHO8HOU UCMOYHUK 8HYMPEHHUX 0mKa308?

A) HeB0O3MOXHOCTb nosnb3oBatensd paboTtatb C CUCTEMOW B CUNy OTCYTCTBUS COOTBETCTBYIOLLEN
NnoAroTOBKM

B) HexxenaHne nonb3oBatens paboTtatb C MH(POPMALMOHHON CUCTEMON

B) OtcTynneHne ot ycTaHOBNEHHbLIX NpaBWn 3KCNyaTaumm

N’ HapyweHue paboTbl cuUCTeEM CBA3W, JMEKTPONUTaAHUSA, BOAO- W/unM  TennocHabxeHus,
KOHAMLUMOHMPOBAHUS

10. Ypo8HU HE OMHOCAUWUECS K YPOBHSAM (bOPMUPOBaHUS pexuMa UHghopMmauuoHHOU be3ornacHocmu?
A) 3akoHogaTenbHO-NPaBoOBOW

B) MHdbopMaLMOHHbIV

B) AODMUHUCTPaTUBHBIN (OPraHM3aLMOHHBIN)

") MNporpaMMHO-TEXHNYECKNI

11. Ha ckonbko Knaccoe nodpasdesnisitom yepo3bli UHGhopMayuoHHoU 6e3onacHocmu?

A) 4

B) 3

B) 2

N5



12. Umo sensemcsi cambiM 3¢hheKkmueHbiM rpu bopbbe ¢ HenpedHamMepeHHbIMU CriyYalHbIMU
owubkamu?

A) PesepBupoBaHue annapaTypbl

B) OnpegeneHne cteneHn OTBETCTBEHHOCTM 3a OLUNGKMN

B) MakcumanbHas aBTomaTusauus U CTporum KOHTPOsb

I") KoHTponb gencreui nons3osaTens

13. Cpedcmea 3awumsl UHGhOPMayUU Kakoeo U3 yposHel ¢hopMUpO8aHUsi pexuma UHEOopMayUuOHHOU
be3onacHocmu cesi3aHbl HerlocpedcmeeHHO ¢ 3awuwaemol uHghopmauyuel
A) 3akoHogaTenbHO-MPaBoBOM
B) NHdopmaunoHHbI
B) AOMUHNCTPATMBHBIN (OpraHN3aLOHHbIN)
") MNporpaMMHO-TEXHNYECKNI

14. OcHoeoronazarowum AoKyMeHmMoM o UuHghopmauuoHHouU 6esonacHocmu e P® sensemcs:
A) KoHcTuTtyumst PO
B) YronoBHbIN Kogekc
B) 3akoH o cpeacTBax MaccoBoW UHopMaLmm
") 3akoH 06 nHdopmaunoHHon 6esonacHoCcTH

15. HenocmHocmb uHgbopmayuu 2apaHmupyem:
A) CywiectBoBaHMe nHdopMaLunm B UCXOAHOM BUae
B) MpuHagnexHocTb nHpopmaumm aBTopy
B) Ooctyn nHdopmaumm onpegeneHHoMy Kpyry nonb3oBaTernemn

M) 3awmieHHoCTb MHdopMaLMmM OT HECAHKLUMOHUPOBAHHOIO AoCTyna

16. Ckonbko kamezaopuli 2ocydapcmeeHHbIX UHOPMaUUOHHbIX pecypcos orpedesnisem 3akoH «0O6
UHGopMayuu, uHghopMmamu3aayuu u 3awume UHgopmayuu» ?
A) Tpu

B) YeTbipe

B) [Ba

N Natb

17. HenpasomepHsbIt docmyrn K KOMIbomMepHoU UHghopmayuu Hakasbleaemcs wmpagpom:
A) OT 5 go 20 MMHMManbHbBIX pasmMepoB onnaTbl Tpyaa

B) Ot 200 go 500 MMHMManbHbBIX pa3MepoB onnaTbl Tpyaa

B) OT 150 o 200 MMHMManbHbLIX pa3MepoB onnathbl Tpyaa

M) o 300 MUHUManbHbLIX pa3MepoB onnatbl Tpyada

18. HapyweHue npasun akcrinyamauyuu OBM, cucmembr 3BM unu ux cemu Haka3blgaemcsi
oepaHu4yeHuem c8ob0dbl Ha CPOK:

A) o ropa

B) o oByx net

B) [o natu net

M) o Tpex mecsues

19. 3awuweHHocmb uHgbopmayuu u noddepxxusarowieli ee UHpacmpykmypbl om criydalHbiX uniu
npedHamepeHHbIX 8o30elicmeuli ecmecmeeHHO20 UMU UCKYCCMBEHHO20 XapaKkmepa, Komopble Mo2ym
HaHecmu yuwepb enadesnbyam unu rMosib308amerisiM UHghopmayuu — 3mo:

A) KomnbroTepHasa 6e3onacHocTb

B) MHdopmaLmoHHast 6e3onacHoCTb

B) 3awmTa nHpopmaumm

M) 3awmTa rocygapCTBEHHOM TalHbl

20. Ymo u3 nepeducrieHHo20 serisiemcs 3adayqel uHghopmauuoHHoU besonacHocmu?

A) YcTpaHeHne HencnpaBHOCTEN annapaTHbIX CPeacTB

B) YcTtpaHeHne nocneacTBuii CTUXUMHBLIX ©6eacTBui

B) 3awwuta TexHuyeckMx W nporpaMMHbIX CpPeAcTB WHGopMaTU3aumm OT OWWMBOYHbIX OEeNCTBUMA
nepcoHana

M) BoccTaHoBneHWe nMHMA CBA3M

21. Beibepume ripasurnbHyro uepapxuro rnpocmpaHcmea mpebogaHuli 8 « ObWUX Kpumepusix»:

A) Knacc — cemencTBO — KOMMOHEHT — 3NieMeHT

B) OnemeHT — knacc — ceMencTBO — KOMMOHEHT

B) KOMNOHEHT — ceMencTBO — Knacc — anemMeHT

') CeMencTBO — KOMMOHEHT — KIacc — 3N1eMeHT



22. Ckosibko kKnaccoe CBT no yposHio 3awuuweHHocmu om HC/L k uHgopmauyuu orpedesieHo 8
pykosodsuwem 0okymeHme [ocmexkomuccuu «CBT. Sawuma om HC/L k uHgpopmayuu. lNokaszamenu
3awjuweHHocmu om HC/ k uHgopmayuu»?

A) Tpu

B) Cemb

B) Matb

M) YeTwlpe

23. Komninekc npedynpedumeribHbIXx Mep Mo obecriedyeHuto UHpopmayuoHHou 6esonacHocmu
op2aHu3ayuu — amo:

A) NHdopmaunoHHasa nonntuka

B) NMonutnka 6esonacHocTn

B) NHdopmaumoHHasa 6e3onacHoCTb

M) 3awmta nHgpopmauuu

24. AymeHmu4yHoCmMb cesi3aHa:

A) C gokasaTenbCTBOM aBTOPCTBA AOKYMEHTA

B) C npoBepkoi npae goctyna

B) C nameHeHnem aBTopcTBa JOKYMEHTA

") C KOHTpOMNem LenoCTHOCTM AaHHbIX

25. Umo He paccmampusaemcsi 8 nonumuke bezonacHocmu?

A) Tpebyembliin ypOBEHDb 3aLLMThI aHHbIX

B) Ponun cy6bekToB MHpOPMALMOHHBLIX OTHOLLEHNIA

B) AHanus puckos

M) 3awmLeHHoCTb MexaHn3MoB 6e30MacHOCTH

26. UcrnonHsiembIl  unu  uHmMepripemupyembiti - npoepamMmHbIt - K00, obnadarowul ceolicmeom
HecaHKUUOHUPOBaHHO20 pacrpocmpaHeHusi U camMoeocrpou3sedeHuss 8 asmomMamu3upo8aHHbIX
cucmemax Uunu KOMMYHUKAUUOHHbIX CemSsX C Uesbilo U3MEHUMb UU YHUYMOXUMmb rpoepamMmMHoOe
obecrieyeHue u /unu OaHHble, XpaHAWUecss 8 agmoMamu3upo8aHHbIX cucmemax — 3mo:

A) TposiHCkas nporpamma

B) KomnbloTepHbI BUpYC

B) MporpammHbIn BUpPYC

M) Bupyc

27. Kakue supycbi 3apaxatom ¢balisibi-O0KyMeHMbI U 371eKMpPOHHbIe mabriulpbl 0OUCHBIX MPUIOXEHUU?
A) ®annosbin BUPYC

B) CeTteBown Bupyc

B) Makpo-Bupyc

") 3arpy3o4Hbiii BUPYC

28. OcHogHasi 0cObeHHOCMb KOMIMbIOMEePHbIX 8UPYCO8 3aK/to4aemcs:

A) B BO3MOXHOCTM MX CamMOMNPOM3BOSIbHOIO BHEAPEHUS B pasnnyHble 00BHEKTLI ONepaLoOHHONM CUCTEMBI
B) B BO3MOXHOCTW HapyLleHUs MHpopmaumoHHon 6e3onacHocTu

B) B BO3MOXHOCTU 3apaXXeHUs OKpYatoLmx

M) B nx NOCTOSIHHOM CyLLLeCTBOBaHMM

29. lNepsbili cemegol supyc rnosisursics:

A) B Hayane 60-x rr.

B) B Havane 80-x rr.

B) B Hayane 70-x rr.

M) B cepegmnHe 60-x rr.

30. o ocobeHHocmsaMm aneopumma pabomel supyca bbigarom

A) PeangeHTHble 1 cTenc-Bmpychbl

B) Monumopduk-reHepaTopbl 1 3arpy304HbIe BUPYChI

B) Makpo-Bupycbl 1 norndeckne 6ombbl

M) YTMnnTbl CKpbITOr0 aAMUHUCTPUPOBAHWS

31. «Macku» supycoe ucrosnb3ymcs:

A) [Ina noncka n3BeCTHbIX BUPYCOB

B) ina cosgaHunsi n3BeCTHbIX BUPYCOB

B) AN yHNYTOXEHMS N3BECTHbLIX BUPYCOB

M) Ona pa3smMHOXeHUs BUPYCOB

32. Kakol supyc camocmosimesibHO 8bIXO0UslT 8 cemb 4Yepe3 MOOeM U COXpaHs/1 C80K KOMUK Ha
yOaneHHoU MawuHe?



A) EIk Kloner

B) Pervading Animal

B) Creeper

M) Brain

33. EszeHuli Kacniepckul nepeopueHmuposarsics Ha co30aHue aHmueUpyCHbIX [pospaMm rocrie
0bHapyXXeHUs1 Ha ce0eM KOMIbomepe eupyca:

A) Chameleon

B) Cascade

B) Eddie

M) Virdem

34. Nepsnbil supyc, npomusodelicmeogasuiuli aHmueupPyCHOMY ripozpammMmHOMy 0becriedyeHuro:!
A) Eddie

B) DiskKiller

B) Dir_lI

M Virdem

35. lNepsbili makposupyc, nopaxaswuti dokymeHmsl MSWord:

A) GreenStripe

B) Wazzu

B) Concept

") DiskKiller

36. lNepesbil NonuMopgHbIt 8UPYC:

A) DiskKiller

B) Chameleon

B) MtE

N Brain

37. Bupyc 1987 200a, 3apaxatouuli monbKko cucmemHbie ¢haliibi Command.com, u yHUYmoxarouud
8CH0 UHGhopMaUUo Ha meKyuiem ducke, - 3mo:

A) Suriv

B) Jerusalem

B) Lehigh

M MtE

38. $189 — makyro cymmy npednazasocb rpuciams meMm rofb3oeamesisiM, 4Yeli KoMmrsromep 6bin
3apaxeH 8UpPYCoM...

A) Aids Information Diskette

B) Cascade

B) Eddie

N MtE

39. lepsbili cemesgol 8upyc-4epsb, UcMob3youwuli Npomokos nepedayu 0aHHbix FTP (1997 2.)
A) Homer

B) ShareFar

B) BackOrifice

M) Yepsb Moppuca

40. Jocmamo4yHO mpyOHOOBHapyXuMble 8UPYChl, HE UMeWue cugHamyp, mo ecmb He codepxxaujue
HU 0OHO20 NMOCMOSIHHO20 yYacmka Koda — 3mo:

A) Monumopduk-BMpyChbl

B) Ctenc-supychl

B) Makpo-Bupycsbl

") KoHCTpyKTOpbI BUPYCOB

41. Yeposa nepexsama 0aHHbIX MOXem rpugsecmu:

A) K HapyLleHMI0 4OCTYMHOCTU AaHHbIX

B) K HapyLueHuto AOCTYNHOCTM U LLeNOCTHOCTU AaHHbIX

B) K HapyLleHuWIo LenoCTHOCTN AaHHbIX

M) K HapyLeHnio KoHUaeHUNansHOCTU JaHHbIX

42. lNpuceoeHue cybbekmam u obbekmam docmyrna fIU4HO20 udeHmucbukamopa U cpasHeHue e2o C
3a0aHHbIM — 3MoO:

A) AyTeHTudukauns

B) oeHTudukaums

B) AyTeHTMYHOCTb



IN) KoHdmaeHumanbHOCTb

43. Yepsu, ucrions3ytowjue 0515 pacrnpocmpaHeHusi cucmembl M2HO8EHHO20 0bMeHa CoobuweHUsAMU:

A) IM-yepBu

B) P2P-uepsu

B) MNo4ToBbIE YepBU

N IRC-4epBM

44. Umo us nepe4ducrieHHO20 He sieriiemcs udeHmughukamopom rpu aymeHmucgukayuu?

A) Maponb

B) OcobeHHoCTM NnoBeaeHnsa nonb3oBaTens

B) MNMepcoHanbHbI naeHTudmkaTop

") CekpeTHbI KoYy

45. lNocmosiHHbIe naposu OMHOCSMCS K:

A) Ctatnyeckoun ayteHTudmkaumnm

B) BpemeHHoN ayTeHTUdMKaLmnmn

B) YcTonunson ayteHTUdMKaLmMM

") MocTosiHHOWM ayTeHTuduKaLmmn

46. OmHocumersnibHO HebObWOE Kolu4ecmeao AonoTHUMEIbHOU aymeHmuguuupyrowel uHghopmauuu,
nepedasaemoll eMecme ¢ oonucbisaeMbiM MEKCMOM — 3MoO:

A) 3akpbITbIN KIHOY WKUPOBaHUSA

B) BupycHas macka

B) OnektpoHHas umdpoBas nognuch

M) OTKpbITLIA KoY LWMdpOBAHNS

47. Kakoe ynpaeneHue OocmyrioM OCHO8aHO Ha COMOCMasneHUUu MemoK KOHgUOeHyuanbsHocmu
UHgopmauuu, codepxauwelics 8 obbekmax, U oguyuarbHo20 paspeweHuss cybbekma K uHgopmauuu
coomeemcmayule2o yYpo8HsT KOHGUeH uabHoCmu?

A) MaHpaTHoe ynpasneHue JOCTYrNoM

B) MpuHyanTensHoe ynpaBneHne gOCTYMNom

B) OuckpeTHoe ynpaBneHne 4oCTyrnom

) CTtaTucTyeckoe ynpasneHme 4OCTynom

48. Pe3udeHmHble npoepaMMbl, repexsamsbigaroujue e8upycooriacHble cumyayuu u coobuwarowue ob
3MOM r10/1b308aMeEIH0, 3MO:

A) mmyHusaTopbl

B) BrioknpoBLLMKM

B) CkaHepsbl

M) CRC-ckaHepbl

49. TexHonozausi, OCHOBaHHasi Ha 8epPOSIMHOCMHbLIX arnzopummax, pesyrbmamom pabombl KOMopbIX
s81155emcs 8blsigrieHue nodo3pumesibHbIx 06beKmMos, 3mo:

A) OBpuCTMYECKMIA aHanNu3

B) NoeeneH4ecknn aHanns

B) AHanu3 KOHTPOSIbHbIX CyMM

M) Mownck B1upycoB No 3anpocy nonb3oBaTens

50. Kakoe ynpasneHue OocmyrnoM OCHO8aHO Ha COIMOCMasfieHUUu MemoK KOoHgudeHyuansHocmu
UHopmayuu, codepxauwetica 8 obbekmax, U otuyuarnbHo20 paspeweHuss cybbekma K uHghopmauuu
coomeemcmeyruez0 yposHs KOHhudeHyuanbHocmu?

A) MaHgaTHoe ynpasneHue OCTYNnoM

B) MpuHyantTensHoe ynpasneHne JOCTYNoM

B) [nckpeTHoe ynpasreHne JoCTynom

M) Ctatuctnyeckoe ynpasneHue OCTYNOM

Kputepuu oueHku:

— OLEHKa «OTNMYHO» BbICTaBNAETCA CTYAEHTY, eCnu npaBuribHO BbinonHeHo 6onee 90% 3agaHun;

— OLEHKa «XOpOLUO» BLICTABMSAETCH CTYAEHTY, €Cnv NpaBurbHO BbinonHeHo 6onee 70% 3agaHuig;

— OUEeHKa «yAoBneTBOPUTENbHO» BbLICTABMNSAETCH CTYAEHTY, eCnu npaBuibHO BbinonHeHo 6onee 50%
3aJaHui;

— OLEHKa «HeyAoOBnNeTBOPUTENbHO» BbICTaBNSAETCA CTYAEHTY, €CNv NPaBUSIbHO BLIMNOMTHEHO MeHee
50% 3agaHun.



19.4. MeToguuyeckue matepuanbl, onpegensilowiye npoueaypbl OLEHUBAHUSI 3HAHWUW, YMEHUMH,
HaBbIKOB U (UNIN) ONbiTa AEATENbHOCTU, XapaKTepuU3yoLWmMX 3Tanbl POPMUMPOBAHUA KOMMNETEHLUN

OueHKa 3HaHW1, YMEHNN N HABbIKOB, XapaKTepuayloLas aTanbl OPMMPOBAHNA KOMMNETEHLINA B
paMKax W3ydeHUs OUCUUMNIIMHBI OCYLIECTBMSEeTCA B XO4e TeKylwen W MNPOMEXYTOYHOW
aTTecTauun.

Tekywmn KOHTPOSb YyCneBaeMOCTU MPOBOAUTCH B COOTBETCTBMM C [lonoeHnem o TekyLien
aTTectauum obyyawwmxcs no nporpammamM  Bbicwero obpasoBaHusi  BopoHexckoro
rocygapCTBEHHOrO yHMBepcuteTa. TeKyLMA KOHTPOSb YCneBaeMOoCTU NpoBOAUTCA B hopmax:
poHmMarnbHbIX 0rpocos, 00kados, 3awumsl 1abopamopHeix pabom. Kputepmun oueHnBaHus
npuBeaeHbl BbILLE.

[MpomexyTodHaa atTecTaumsi NPoBOAMTCA B COOTBETCTBUMN C [1ONOXEHMEM O NPOMEXYTOYHOM
aTTecTtauum oby4varolmnxca no nporpaMmmam BbicLLEro obpasoBaHus.
KOHTpONbHO-n3MepuTenbHble MaTtepuanbl NPOMEXYTOYHOW aTTecTtaumm BK4YalT B cebs
TeopeTnyeckne BOMPOCHI, MNO3BOMSAKOLIME OLEHUTb YPOBEHb MOMYYEHHbLIX 3HAHUA WU
npakTuyeckoe 3agaHuve, Mno3BOSiALEe OUEHUTb CTeneHb COPMUPOBAHHOCTU YMEHUN U
HaBbIKOB.

Mpn oueHMBaHMM MCNONb3YKTCA KOMUYECTBEHHbIE LIKasbl OLEHOK. KpuTepuun oueHnBaHUS
npuBeaeHbI BbILLE.



