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PABOYASA NPOrPAMMA YYEEHOW OUCLUUNIIUHbBI
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1. Kog 1 HaumeHoBaHMe HanpaBneHUs NOArOTOBKM:

44.03.05 lMNMeparornyeckoe obpasoBaHue (C AByMS NPOPUASMU NOATOTOBKM)

2. Mpodnnu noaroToBKM:

MaTtemaTtuka. HdopmaTuka n nHOopMaLMOHHbIE TEXHOMOrMM B 06pa3oBaHnn
3. KBanudukaumsa BbinyckHuKa: 6akanasp

4. dopma o6y4eHUs: oYHas/3ao4Has

5. Kacbegpa, oTBevarLas 3a peanusaumio QUCLUMNINHBLIL: Kadeapa eCTeCTBEHHOHAYYHbIX U
obuieobpasoBaTenbHbIX ANCLMMINH
6. CoctaBuTenb nporpammbl: XBoctoB M.H., kaHaMaaTt omsmko-maTtemaTU4eCKMX Hayk

7. PekomeHaoBaHa: Hay4yHo-meToauvecknm cosetom dunumana ot 19.05.2025 npoTtokon Ne 8
8. Y4yeOHbIn rog: OPO — 2029-2030 CewmecTp: 9
390 - 2030-2031 CemecTp: 11



9.llenb 1 3apaum y4eOHOU ANCLUUNIIUHDI:

Llenbto ocBoeHnsa yd4ebHOM OMCUMNNNHBI ABASIETCS: CTAHOBMNEHWE NPOMeCCMOHanbHON
KoMneTeHUMM neparora 4Yepe3 OPMUPOBAHWE LIENIOCTHOTO NpPeacTaBfieHMs O  posiu
MH(POPMALMOHHBIX TEXHOMOrM B COBpeMeHHOM obpasoBaTenbHOW cpede M neaarormyeckon
AEeATeNnbHOCTM Ha OCHOBE OBflafieHMs KOMMSIEKCHbIMWM  MeTodaMuM U COBPEMEHHbIMMU
cpeacTBaMu  3aliUTbl  KOMMBIOTEPHBLIX CUCTEM U UX KOMMOHEHTOB OT pasfnyHbIX Yrpos3
BGesonacHoCTW.

3agaym yyebHoN gMCUUNANHBI

— [aTb TeopeTMyeckme OCHOBblI 3HaHWM B obnactv NpUHUMNOB U (PU3NYECKMX OCHOB,
nucnomnb3yemblX Ans  3aWwuTbl  MHOpMauMK, anroputMoB uX paboTel M MeTOAUK
NPUMEHEHUS;

— BblpaboTka y CTyAeHTOB ymeHun ¢popmynmpoBaTtb U OBOCHOBbLIBATb TEXHUYECKME
TpeboBaHUA K cpeacTBam 3aluTbl MHOpMaUnn, ocyLLecTBSATL 060CHOBaHHbINM BbIGOP
KoMmnnekca cpeactB 3awmTbl MHPOpMaUMN NSt KOHKPETHBIX KOMMbIOTEPHbLIX CUCTEM U
NCNosb30BaTb UX B MPaKTUYECKOWN AEATENbHOCTMY;

— dopMMpoBaHMe Yy CTYOEHTOB npeactaBrieHMn o6 0coBeHHOCTSX, TeHAeHUMsIX,
npobnemax n nepcnekTuBax pasBuTUs CPeacTB 3aLUmTbl UHOPMaLUK.

Mpn npoBegeHUN y4yebHbIX 3aHATMMA nNo  gucuunnuvHe obecneynBaeTcss pasBuUTHe Y
0ByyalLLNXCS HaBbIKOB KOMaHOHON paboTbl, MEXITUYHOCTHON KOMMYHMKaLUK.

10. MecTO y4yebHOM ANCLUUNNUHBLI B CTPYKTYype ob6pa3oBaTeribHOW NporpamMmbi:

OucumnnuHa  «HpopmaumoHHass ©6e30nacHOCTb»  OTHOCUTCA K AUCUMMIIMHAM
obsizatenbHon 4Yactu 6rnoka b1 u BknoveHa B [peomeTHO-coaepKaTenbHbIM Moaynb. [Ans
ocBoeHna auncumninHel «MHdopmaumoHHas 6e30rnacHOCTb» HeobXOAUMbI 3HaHUS, YMeEHUs,
HaBbIKN, cchopmupoBaHHLIE B xopae N3yyeHus OVNCLUMINH: «MHopmaTmka»
«lMporpammupoBaHue». N3ydeHne gaHHOW OAUCUUNINHBI SBNSeTCs HeobxoaMMon OCHOBOW A1
HanucaHua BKP.

Ycnosusa peanusauun gucumnnuibl gnsa nuy ¢ OB3 onpegensitotcs 0ocobeHHoCcTAMMU
BOCNPUATMS y4yebHOM WHopMauunM U C Yy4eTOM MHAMBMAOYANbHbIX MNCUXOPU3NYECKNX
ocobeHHoCTeN.

11. MnaHupyeMbie pe3ynbTaTbl 00y4YeHUsi MO AuUcUUNNUHe/MoAynio (3HaHUA, yMeHwus,
HaBbIKW), COOTHECEHHbIe C NNIaHUPYeMbIMU pe3ynbTaTaMM OCBOEHUs 06pa3oBaTenibHOMN
nporpaMmmbl (KOMNETEHLUMSIMU) U UHAUKATOPaMU UX OOCTUXKEHUNA:

Kog HasBanue Koa(bl) WHankaTop(bl) MnaHupyemble pesynbTaTbl 00y4eHus
KOMNeTeHuun
Or1K-9 CnocobeH OlK-9.1 Ocyulectengetr | 3HaTb:
noHMmaTb nowck, coop, - MHCTPYMEHTapui CpeacTB 3aluThbl
NPUHLUMMbI XpaHeHue, nHdopmaumm gna 6esonacHoro cb6opa,
paboThbl 06paboTky, XpaHeHus1, 06paboTkn, NpeacTaBneHus,
COBPEMEHHbIX npencrtaeneHne | nepegayvm uHdopmaumm B ccepe
MHPOPMAaLIMOHH MHopmauum npodeccnoHanbHOn AeATenbHOCTH
bIX TEXHOJIOMNIA npu peLeHnm
M Ucrnonb3oBaTb 3agad YmeTb:
ux ans npodeccuoHarnbe | - UICNOSb30BaTb OCHOBHbIE METOAbI, NPUEMbI U
pelueHus 3agav HoWm XpaHeHusi, 06paboTku, NpeacTaBneHus,
npodeccuoHarnb OeAaTenbHOCTU nepegayn nHopmMaumm ons peLeHus 3agay
HoW Or1K-9.2 Mop6upaet un npogeccnoHanbHOn AeATeNbHOCTU
OeaTensHoCTH ucnonb3yet
WHPOPMALIMOHHbI
€ TexHonornu
npu peLleHnm
3agad
npodeccuoHarnb
HoWm




0eATeNIbHOCTH

MK-3

CnocobeH
ocBauvBaTb U
ncnonb3oBaTb
0asoBble
Hay4HO-
TeopeTnyeckune
3HaHWA n
npakTuyeckue
YMEHUA no
npegMeTy B
npodeccuoHanb
HoW
OeATenbHOCTH

MK-3.1

OemoHcTpupyet
3HaHWe OCHOB
obuwieTeopeTnyec
KNX 1
NPOMUbHbIX
ANCUUNIIVH B
ob6beme,
HeobxoaumMoMm
ONs peleHnst
negarormyeckux,
METOAMNYECKNX U
OpraHn3aumMoHHO-
ynpaBreH4YecKknx
3apav

MK-3.2

MpumeHseT
HaBbIKK
KOMMITEKCHOTO
aHanusa u
cuctemaTusaumm
6a30BbIX Hay4HO-
TEOpPEeTMNYECKNX
3HaHWUN
npeameTHom
obnactu
«Martematuka un
UHdopmaTmka»
ONns peLleHnst
npodpeccuoHarnb
HbIX 3adad (B
COOTBETCTBUM C
npodpunem n
YPOBHEM
06y4eHuns)

3HaTb:

- OCHOBBbI 06LLETEOPETMHECKMX N NPODUNBHBLIX
AucuunnuH B oobeme, Heobxoanmom Ansi
peLleHns negarormyeckmx, MeEToOANYECKNX
OpraHn3aLMoHHO-yNpaBneHYecknx 3agay; CBa3b
TEOPETUYECKNX OCHOB M TEXHOSOMMYECKNX
NPUEMOB y4eOHON OUCUMMIIMHBI C COAEepPXXaHneM
npeameTHon obnactn «Marematuka u
MHopMaTUKa»

YmeTb:

- NCMNOSb30BaTb 3HAHME OCHOB Y4eBHbIX
AncuMnnuH npegMmeTHon obnactn «MaTtematuka
1 MHdopMaTuka» ans nepesoga nHgopmaumm ¢
€CTECTBEHHOrO A3blka Ha A3blk NPeAMETHON
obnactn «MaTtematuka n nHdopmaTtmka» un
0bpaTHO; NPUMEHATL TEOPETUYECKME 3HAHNS B
ONUCaHUK NPOLIECCOB U SIBMIEHUI B PA3IINYHbIX
0bnacTsx 3HaHuMs; UCNONb30BaThb NPENMYLLECTBA
TEXHONOrMYECKNX MPUEMOB YYEDHbBIX OUCLMMNIIMH
npeameTHon obnactn «Maremartuka n
MHpopMaTMKa» Npu pelleHnn 3agay LWKONbHOro
Kypca

Bnapetb:

- KOHCTPYKTUBHbIMW YMEHWSMMW KakK OAHUM U3
rNaBHbIX acnekTos npodeccnoHarnsHoNn
KynbTypbl Oyaywiero nepgarora; maTepuanom
y4ebHbIX AucuMniuH  npeaMeTHon obnactu
«Matematuka © wuHpopmaTuka» Ha YpOBHe,
nosgonswleMm QopmynuposaTb U pewarb
3agayn, BO3HMKaloWMe B xode  yyebHou
AeATenbHOCTU Mo npenofaBaeMbiM npeameTam,
a TaKke B MpaKTUYECKOW [eATENbHOCTH,
Tpebytowme yrnybneHHbIX nNpodecCMoHanbHbIX
3HaHWN; HaBblKkamMu dopmarnumsasmu
TEOPETUYECKNX W MNPUKNaAHbIX MPaKTUYECKUX
3agav

12. O6beM ancumMnnHbI B 3a4eTHbIX eauHuuax/yacax — 2/72.

dopma NPOMEXYTOYHOMW aTTeCTauun: 3ayem ¢ oUeHKou.

13. TpyaoeMKocTb NO BMAaM y4yebHoun paboTbl

o0
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TpyaoemMKoCTb
- Mo cemecTtpam
Bug y4ebHol paboTbl
Ay P Bcero
cemecTtp Ne9
KoHTakTHas paborta
nekumm
B TOM YMUCHIE:
npakTuyeckmne
CamocTosiTensHas paboTa
WToro:
. TpynoemMkocTb
Bug yuebHow paboTbl B
cero Mo cemecTpam




cemecTp Ne11

KoHTakTHas paboTa

B TOM YHucne:

nexkuum

npakTn4yeckmne

CamocTtoaTenbHas pabota

OLIEHKOM

ﬂpomex(yTquaﬂ arrTecrtaumnd — 3a4eT C

WNToro:

13.1. CopepkaHne AUCLMNIIUHBI
Peanusauuns
No HanmeHoBaHune pasgena
/n pasgena CopgeprxaHve pasgena QUCUUNIvHLI AVCUNNNMHBI C
ANCUUNNNHBI MOMOLLIbIO OHJTANH-
Kypca, QYMK
1. NNekuun
1.1 | Yrposbl MoHaTue yrposbl. Bnabl NpOTUBHUMKOB WNN «HapyLLMTenemn».
MHdOPMaLIMOHHON Buabl BO3MOXHbIX HapylweHWA WMHGPOPMALNOHHOW CUCTEMDI.
©esonacHocTn AHanus yrpos NHOpMaLIMOHHON 6e3onacHocTw.
Knaccudumkaums BNOOB yrpos MHGOPMaLMOHHON
fGes3onacHOCTM MO pas3nuYHbIM NpuM3Hakam (No npupoae
BO3HWKHOBEHWSI, CTEMEHN NPpegHaMEPEHHOCTU U T.1.).
CgolicTBa MHpOpMaL MmN KOHPUAEHUNANBHOCTb, AOCTYMHOCTb,
LEeNnoCTHOCTb. Yrpo3a packpbiTus napamMeTpoB CUCTEMbI, B
yrpo3a HapylleHnsa KOHPMAEHUMANbHOCTH, Yrpo3a HapyLleHus
LeNnoCcTHOCTK, yrpo3a oTkasa cnyx6. lNMpumepbl peanusauun
yrpo3 nHopmaLmnoHHoM 6e3onacHoCTu.
3awwmrta nHdopmaumm. OCHOBHbIE NMPUHLIMNBI 06ecneYeHns
MHGOPMaLIMOHHOM 6e30MacHOCTM B aBTOMaTM3NPOBaHHbIX
cuctemax. MpryunHbl, BUAbI 1 KaHanbl yTeYKU UHopMaumn.
1.2 | NHdopMaLnNOHHbIE OOLee npeacTaBnexHne o CTPYKType 3aLlULLEHHON
CUCTEMbI U UX NMHdOPMaLMOHHOM cucTemMbl. OCOBEHHOCTU COBPEMEHHbIX
KOMMOHEHTbI Kak WMHPOPMALIMOHHBIX CUCTEM, (PaKTOpbl, BMSIOLWNE Ha
06BbeKThI 3aLuThl 6e3onacHoCTb MHPOPMALIMOHHONM cucTeMbl. [ToHATHe B
nHdopMaLMOHHOro cepemuca 6esonacHocTn. Bugel cepsrcos
BesonacHocTw.
1.3 | HanpaBneHus CwncTteMHble NpuHLMMNbBI MHopMaLMOHHOW Be3onacHoCTH.
pa3paboTku n BbipaboTka nonutnkm 6e3onacHocTn. Hanpasnenuns
NpUMeEHEHMS NpUMeHeHNs METOL0B 1 CPeacTB 3aLlmTbl MHPOopMaLmm -
CcpeacTB 3alUMUThI
WHpopmaumm
1.4 | OpraH13aLMOoHHO- OCHOBHblE HOPMAaTKBHbIE PYKOBOASALLMNE AOKYMEHTbI,
npaBoBble Mepbl U KacaroLmecs rocygapCTBEeHHON TalHbl, HOPMaTUBHO-
cpeacTBa 3aluThl CrpaBoOYHble AOKYMeHTbl. HasHauyeHne 1 3agayn B cipepe
WHpopmaumm obecneyeHns nHopMaLMoHHON 6e30NacHOCTM Ha YPOBHE
rocypnapctea. OcobeHHOCTU cepTudmkaumm u ctaHgapTnsaumm
Kpuntorpaduyeckux ycnyr. 3akoHogaTensHasi 6asa
nHdopmaLunoHHon 6e3onacHocTn. MecTo HopmauuoHHon
6e30nacHOCTV 9KOHOMUYECKMX CUCTEM B HaLMOHArbHOM
B©e3onacHOCTM CTpaHbl.
1.5 | TexHuyeckne u VpoeHTudukaums u  ayteHTudukaums. [laponbHble cxembl

nporpaMmmHbie
cpencTea 3alumThl
MHdopMaLnm

ayTeHTudukauum. CUMMETPUYHbIE CXeMbl ayTeHTUdmKaumm
cyobekta. HecummeTpuyHble cxembl ayTeHTudumkaumm (c
OTKPbITbIM KIO4OM). AyTeHTUdUKaLUMA C TPETbEN JOBEPEHHON
ctopoHon (cxema Kerberos). TokeHbl, cmapT-kapTbl, WX
npumMmeHeHue. Mcnonb3oBaHne OMOMETPUYECKMX OaHHLIX MpU
ayTeHTuurkaumm nonb3oBaTenen.

MpoTokonupoBaHve u ayouT. 3agadm M YHKUMM ayguTa.
CTpykTypa >XypHanoB ayauta. AKTMBHbLIN ayauT, MeToAbl
aKTMBHOro aygura.




Ob6ecneyeHne 3awmnTbl KOPNOpaTUBHON NHGOPMAaLMOHHOWN
cpenbl OT atak Ha UHopMaLUMOHHbIE CepBUCHI. 3alumTa
WHTepHeT-nogkntoYeHnin, QYHKUUN N Ha3HaYeHne
MeXCeTeBbIX 3KpaHOB. [MoHATME AeMUnMTapmM3oBaHHOMN 30HbI.
BupTyanbHble yacTHble cetu (VPN), nx HasHaveHue n
ncrnonb3oBaHWe B KOPNOPATUBHBLIX MHPOPMAaLIMOHHbIX
cucTemMax.

Cepsuchl ynpasneHust goctynom. MexaHnamel goctyna
OaHHbIX B OMEpauUMOHHbIX CUCTEMAaX, CUCTEMAX YNpaBIeHns
6a3amu gaHHbIx. PoneBas mogenks ynpaBneHus OCTYMOM.
OcHoBHble BapyaHTbl opraHusaumm 3awuTtbl 3l

PacueTt mowHoctn UPS YcTpoiictBa 6ecnepeboiiHoro
anekTtponuTaHus YnpasnexHve UPS.

OcobeHHOCTU XpaHEHUS KOMMBIOTEPHOW MHAhOPMaLUK Ha
PU3NYECKUX HOCUTENSAX.

1.6

KpunTtorpaduyeckme
MeTOoAbl 3auThl
MHdopMaLnn

Mcnonb3oBaHue Krnaccuyecknx KpuntoanroputMoB
NMOACTaHOBKW U NEPeCcTaHOBKM ANS 3alnTbl TEKCTOBON
nHdopmaummn. iccnegosaHne pasnuyHbiXx METOA0B 3amThl
TEKCTOBOW MHpOpMaLun 1 nx CTOMKOCTU Ha OcHoBe nogbopa
Kntoyen. MiayuyeHune ycTpocTBa 1 npuHumna paboTbl
WndpoBanbHOW MaluHbl QHUrMa. CtaHgapT CMMMETPUYHOTO
wndpoeaHus AES Rijndael. FeHepauus npocTbIx Yncen,
NCMNonb3yeMbiX B aCMMMETPUYHbIX CUCTEMAX LUNPPOBaHUSI.
OnekTpoHHas umdposasi noanuck. LLngpposaHne metogom
ckonb3swen nepectaHoBku. Koppektupytowme koabl. MeTtoabl
cxartus.

2. MpaKkTnyeckmne 3aHATUA

2.1

OpraHusaumnoHHo-
npaBoBble Mepbl U
cpencTea 3awmThbl
MHpopmaumu

KoHuenumsa nigpopmaunoHHom 6e30nacHOCTMU.
UHdopmaumoHHasa 6e3onacHOCTbL 06pas3oBaTenbHON
opraHu3aumu.

2.2

TexHunyeckme n
nporpaMmHble
cpeacTBa 3alWumThl
WHopmMaumn

3awmTa gaHHbIX U CEPBUCOB OT BO3AENCTBUS BPEAOHOCHbIX
nporpamm. Bupychbl, TposiHCKMe nporpaMmmbl. AHTUBUPYCHOE
nporpammHoe obecneveHve. 3awmta CUCTeMbl INEKTPOHHOM
no4tbl. Cnam, 6opbba co cnamom.

Cepsuchbl ynpaBneHns goctynoMm. MexaHnsmbl gocTyna
AaHHbIX B OMEePaLMOHHbIX CUCTEMaXx, CUCTEMaXx ynpaBneHus
6aszamu gaHHbIX. Ponesas modenb ynpaBneHus 4OCTYMNOM.
TpeboBaHMSA K 3aLLMTe SMeKTPONUTaHNA PasnnyHbIX
koMmnoHeHToB KC. Bbibop nonuTukn 3aLmThl 3nNeKTponMTaHms
KC BbibopoyHas 3awuta. YactnyHasa 3awmra. MNMonHas
3awmTa

Cnocobbl yHUUTOXEHNA nHdopmaumm 6e3 paspyLueHns
HocuTens: nporpaMmmMHble U cmsmyeckue. Cnocobbl
YHUUTOXEHMS nHpopmaLmm ¢ paspyLieHUemM HOCUTENS:
MeXaHu4yeckne, TEpMUYECKMEe, XMMUYECKMe pagnaLMoHHbIe.

2.3

KpunTtorpaduyeckme
MeToAbl 3auThl
MHdopMaLnn

VMcnonb3oBaHWe KNaccuy4eckux KpuntoanroputMoB
NoACTaHOBKM M NEPECTaHOBKM ANs 3alMThl TEKCTOBOM
nHdopmauun. iccnegosaHume pasnnyHbiXx METOAOB 3aLLUMThI
TEKCTOBOW MHGOPMaLMKM U UX CTOMKOCTU Ha OCHOoBe nogbopa
kntoyen. NeHepaLumsa NpoCTbIX YMCen, UCNOMb3yeMbIX B
ACMMMETPUYHBIX CMCTEMAX LWUMAPOBAHUSA. DNEKTPOHHAsI
umdgposasa nognuck. LLindposaHme MeTo4OM CKOMb3sILLEN
nepecTtaHoBKU.

13.2.
o0

Tembl (pasaenbl) AUCLMNNUHBI U BUAbI 3aHATUN

Ne
n/n

Buabl 3aHATUIN (4acoB)

HanmeHoBaHue TeMbI

(pasgena) gucumnIvHbl Mpaktuieckne

3aHATUA

JlabopaTopHble [CamocTosTenbHas
Jlekunn

Bcero

paboTbl paboTta
%’rposu WMHOPMaLIMOHHOW > 0 0 >
€30MacHoOCTH

MHopmaLMOoHHbIE CUCTEMBI U 2 0 0 6




NX KOMMOHEHTbI Kak OO bEKThI
3aWunThI
HanpaeneHus pa3paboTku un
3 | NpYMeHeHus cpeacTs 3aluThl 2 0 0 6 8
WHpopmaunm
OpraHun3aunoHHO-NpaBoBbIe
4 Mepbl U cpeacTBa 3alUnThbl 2 4 0 6 12
WHpopmaunm
TexHu4eckme n NporpaMmHble
5 cpencTBa 3alnThl 4 10 0 6 20
MHdopMaLnm
6 KpunTtorpadgudeckue metoapl > 12 6 20
3almThl MHopMaLuun
WToro: 14 26 0 32 72
3P0
Buabl 3aHATUIN (4acoB)
Ne HavmeHoBaHue Tembl
Mpaktuyeckne | JlabopaTopHble [CamocTosiTenbHas
n/n (pasgena) ancumnnmHbl Nekumnm Bcero
3aHATUS paboTbl paboTta
1 Yrpo3bl MHOPMaLIMOHHOM 1 0 0 9 10
BesonacHocTn
NHdopmMauunoHHbIe cuctemMsl
2 | UX KOMMNOHEHTbI KaK OO BEKTbI 1 0 0 9 10
3aWnThI
HanpasneHus paspabotku n
3 | npyumeHeHWs cpeacTB 3alnThbl 1 0 0 9 10
UHdopmaumm
OpraHn3aunoHHO-NpaBoBbIe
4 Mepbl 1 cpeacTBa 3awmTbl 1 2 0 9 12
MHdopMaLnm
TexHunyeckme n nporpaMmMHble
5 cpeacTBa 3alnThl 1 2 0 11 14
MHdopMaLnm
6 KpunTtorpadgudeckue metoapl 1 2 0 9 12
3aLmThl MHpopMaLUun
3ayeT C oLeHKon 4
Wtoro: 6 | 6 0 56 72

14. MeToau4yeckue yKkasaHus ans oby4arolmxcsi N0 OCBOEHUIO AUCLIUNIIUHDI

Mpuctynas K wu3ydeHUo ydebHOM AUCUMNNUHBI, Npexge Bcero oby4varwmecss OOSTKHbI
O3HaAKOMUTBLCA C Yy4ebHON NporpammMon ANCUMNIMHLL. BBogHaA nekunsa coaepxuTt nHgopmMaumio
00 OCHOBHbIX pasfgenax paboyen nporpammbl OUCUUNIIMHBI, 3NEKTPOHHBIA BapuaHT paboyen
nporpamMmbl pasmeLLéH Ha cante b® BI'Y.

3HaHMe OCHOBHbIX MOJSIOXEHWUN, OTPaXXEHHbIX B paboyen nporpamMme OUCUUNIIMHBI, NOMOXET
obyyvalLWNMCs OPUEHTUPOBATLCA B M3y4aeMOM Kypce, OCO3HaBaTb MECTO W POoSib U3y4yaeMou
ANCUMNNKUHBI, CTPOUTbL CBOK paboTy B cOOTBETCTBUM C TpeboBaHUSAMU, 3aNOXEHHbIMU B
nporpamMmme.

OCHOBHbIMM hopMamMKM KOHTaAKTHOW paboTbl MO AUCUUNIIMHE ABASKOTCA NEKUUN U NpakTU4Yeckue
3aHATUA, MNOoceleHne KoTopbiXx o0bs3aTenbHO Ons BCEX CTYAEHTOB (KpOMe CTyAEeHTOB,
oby4aroLmxca No NHAMBMAYanbHOMY MNaHy).

B xoae NekuMOHHbIX 3aHATUN cnegyeT He TOMbKO cnylwaTb uanaraemblni MaTepuarn u KpaTko ero
KOHCMEeKTUpoBaTb, HO O4YeHb BaXHO Yy4yaCTBOBaTb B aHanuse npuMepoB, npeanaraemMbix
npenogaBsaTternieM, B PacCMOTPEHUMM WU peleHUn MpobnemMHbIX BOMPOCOB, BbIHOCUMbIX Ha
obecyxaeHne. HeobxoanMmo KpuUTMYECKM OCMbICIMBaTb npeanaraemMbll matepuan, 3agaBaTb
BOMPOCHI Kak YTOYHSAIOLWLEro xapakrepa, nomorawlolmue YACHUTb OTAerbHble un3rnaraemble
NOSIOXEHNA, TaK M BOMPOCbI MNPOAYKTUBHOINO TWMA, HanpaBlieHHble Ha paclwunpeHne u




yrnybneHve cBefeHUn MO M3y4yaemMou Teme, Ha BbISIBIIEHME HeOOCTaTOYHO OCBELLEHHbIX
BOMpPOCOB, cnabblx MECT B apryMeHTaumm u T.1.

lMoaroTtoBKka K NPakTUYECKUM 3aHATUAM BeOeTCs Ha OCHOBE MSIaHOB MPAKTUYECKUX 3aHATUN,
KOTOpble pa3MelleHbl Ha canTe cdunmana. B xoge noarotoBKM K NPaKTUYECKUM 3aHATUAM
HeobXxo4MMO M3Yy4uTb B COOTBETCTBMM C BOMpPOCaMU ANA MOBTOPEHUS KOHCMEKTbl NeKUnn,
OCHOBHYIO NnuTepaTypy, 03HAaKOMUTBLCA C AOMNOMHUTENbHON NuTepaTypon. Kpome Toro, cnepyet
NOBTOPUTbL MaTepuan fekunn, OTBETUTb Ha KOHTPOIbHbIE BONPOCHI, 3y4nTb 0BpasLbl peLleHus
3agad, BbIMOMHUTb YyNPaXXHEHNS (eCnn Takme NpeayCMOTPEHbI).

Mpn nogrotoBke K MPOMEXYTOYHOW aTTecTauum HeobxoouMmo NOBTOPUTbL MNPONLEHHLIN
mMaTtepuan B COOTBETCTBUM C y4ebHOW nporpammon, NPUMEPHbIM MEepeYyHeM BOMPOCOB,
BbIHOCALUMXCHA Ha 3K3aMeH. PekomeHOyeTCs MCNoSib30BaTb KOHCMEKTbl NEKUMA U UCTOYHUKW,
rnepeyncneHHble B CNMCKe nuTepaTypbl B paboyen nporpaMmme AUCUUNIIUHDI, @ Takke pecypchl
3MEKTPOHHO-OMBNMoTEYHbIX cuctem. Heobxogumo ob6paTtuTb ocoboe BHUMaHME Ha TeEMbI
y4eOHbIX 3aHATUA, MNPOMYLEHHbIX NO pas3HbiM npuymMHaMm. [lpn HeobGXOAMMOCTM MOXHO
06paTUTLCA 3a KOHCYNbTaUMen N MeTOANYECKOM MOMOLLLIO K NpenofaBaTenio.

Ana [OoCcTwXeHWa nnaHupyemblxX pesynbTaTtoB 0Oy4YeHWss WUCNONb3ylTCA MHTEpPaKTUBHbIE
neKuMu, aHanms MMNTaUMOHHbIX Mogernen.

15. NepeyYyeHb OCHOBHOM U AOMONTHUTENBLHOW NUTEepPaTypbl, PeCYpPCOB UHTEPHET,
HeobXoAUMbIX ANsi OCBOEHUSI AUCLUMNIIUHbI

a) ocHoBHas nuTeparypa:

Ne n/n McTOYHMK

1 Xopes IN.6. MeToapb! 1 cpeacTtea 3awmTbl MHGPOPMaLMM B KOMMbIOTEPHBLIX CUCTEMaX: y4ebHoe nocobune
ON1s CTyQEeHTOB BY30B.- 3-€ u3g., ctep.- M.: Akagemus, 2007

6) gononHuTenbHasa nuTeparypa:

Ne n/n McToYHMK

Bawneil M.H. MhdopmaumoHHas 6e3onacHocTb : y4ebHO-NpakTuyeckoe nocobue / MN.H. bawnbl, E.K.
2 BapaHoBa, A.B. babauu. - M.: EBpasuincknit oTkpbITbIn MHCTUTYT, 2011. - 375 c. - ISBN 978-5-374-00301-
7 ; [OnekTpoHHbI pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=90539 (04.04.2022).

BarnHannos KO.H. Teopus nHdpopmaumnmoHHom 6e3o0nacHOCTU 1 METOA0NOMMS 3aLunTbl MHopmauun /
FO.H. 3arnHannos. - M.; bBepnuH : OupekT-Megua, 2015. - 253 c.: un. - bubnwuorp. B kH. - ISBN 978-5-
4475-3946-7; [OnekTpoHHbIN pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=276557
(04.04.2022).

B) MHOPMALIMOHHbIE 3NIEKTPOHHO-00pa3oBaTenbHble pecypchl (0dulmnanbHble pecypcbl UHTEPHET):

Ne n/n MCTOYHMK
AptemoB A.B. MHdopmauuoHHasa 6e3onacHoCTb : Kypc nekuuin / A.B. AptemoB ; MexpernoHanbHas
4 akagemus 6e3onacHoCcTM u BbbknBaHus. - Open : MABUB, 2014. - 257 c. : Tabn., cxem.; To xe

[OnekTpoHHbIV pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=428605 (04.04.2022).

MatumH HO.A., Cyxocrtat B.B. Teopusi MHGhopMaLnoHHOM 6€30NacHOCTM U METOLO0NOIMSA 3aLMThbI
5 uHdopmauwmu. - Creé.: CNery MTMO, 2010. - 98 c. [OneKkTpoHHbI pecypc]. —
URL: http://window.edu.ru/resource/984/71984 (04.04.2022).

16. NMepe4veHb y4e6HO-MeTOAMYECKOrO o6ecneyeHUs Ansi cCaMoCToATeNIbHOW paboThl

Ne n/n NcTOYHMK
Aptemos, A.B. MHdopmauunoHHas 6e3onacHocTb : Kypc nekuun / A.B. AptemoB ; MexpernoHanbHas
1 Akagemusi 6esonacHocTy 1 BebkuBaHus. - Open : MABWUB, 2014. - 257 c. : Tabn., cxem. ; To xe

[OnekTpoHHbIV pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=428605 (04.04.2022)

Mpoxoposa, O.B. MHdopmaunoHHas 6e3onacHoCTb v 3awmTta nHdopmaumm : yuebnuk / O.B. MNMpoxoposa ;
MuHucTepcTBO 06pasoBaHusa u Hayku PO, degepanbHoe rocygapcTBeHHOe GrogKeTHOe
obpasoBaTenbHOe yupexaeHne BbicLero npodeccunoHansHoro obpasoBanunsa « Camapckun

2 rocygapCTBEHHbIN apXUTEKTYPHO-CTPOUTENbHBIN yHUBepcuTeT». - Camapa : Camapckun
rocyapCTBEHHbIV apXUTEKTYPHO-CTpOUTENbHbIN YHUBepcuTeT, 2014. - 113 ¢. : Tabn., cxem., un. -
Bubnuorp. B kH. - ISBN 978-5-9585-0603-3 ; To e [OneKkTpoHHbIV pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=438331 (04.04.2022).



http://biblioclub.ru/index.php?page=book&id=90539
http://biblioclub.ru/index.php?page=book&id=276557
http://biblioclub.ru/index.php?page=book&id=428605
http://window.edu.ru/resource/984/71984
http://biblioclub.ru/index.php?page=book&id=428605
http://biblioclub.ru/index.php?page=book&id=438331

17. OGOpa3oBaTesfibHble TEXHONOrMU, MUCNONb3yeMble NpU peanusauum Yy4ebHOWM
ANCLUMNSINHBI, BKNOYasi [AUCTaHUUOHHbIe oOpa3oBatenbHble TexHonorum (OOT),
3neKkTpoHHoe oby4yeHue (J0), cmewaHHOe 06y4eHue):

Mpu peanusaumm UCUUNINHBI UCNOMb3YHTCA BBOAHAS NeKUusi, 0630pHbIe Nekumu no pasgeny
«YncneHHoe MHTerpMpoBaHue»; nabopaTopHble paboThl.

18. MaTepnanbHoO-TeXHUYECKOEe obecneyeHme AUCLUNIINHDI:

MNporpammHoe obecneyeHue:

—Win10, OfficeProPlus 2010

—6paysepsbl: Yandex, Google, Opera, Mozilla Firefox, Explorer

—STDU Viewer version 1.6.2.0

—7-Zip

MynbTumeguiHoe obopynoBaHue (MPOeKTop, HOYTOYK UM CTauMOHAPHbBIA KOMMNbIOTEP, 9KPaH),
KOMMbIOTEPHbIN Kracc (KOMNbloTepbl, 00beAuMHEHHble B CEeTb C BbIXOAOM B WHTEpHeT U
obecnevyeHnemM O0CTyna B 3MEKTPOHHYO MHGOpMaLMOHHO-06pa3oBaTenbHyo cpeany BIY n bO).

19. OueHO4YHble cpeAcTBa ANA NpPOBeAeHUS TeKyLero KOHTPOnsi ycrneBaeMoCTU U
NPOMEXYTOYHOM aTTecTauum

MopsifoK OLEHKN OCBOEHMS 00y4YatoLmMmMmcst y4ebHoro maTepuana onpegensietcs
coaepkaHMeM crieayoLmx pasaenos ANCUUNINHDI:

HanmeHoBaHune MuankaTtop(bl
I"I\}I%I pasgena gucuUMnimvHbl K?_l“l’/'l';?;)e"' n(ﬂzmmeﬁ&ﬂ) OueHouHble cpeacTBa
(mogyns) KOMNEeTEeHUnmn
Yrposbl OnK-9 8253'; T
1 | HdopMaLMOHHOWM I'IK-:-S I'IK-:-% 1 D,OEJEI:;LI,
©e3onacHocTun MK-3 2
MHdopmaumoHHbIe OriK-9.1
> CUCTEMbI N NX OriK-9 OriK-9.2 Tect
KOMMOHEHTbI Kak MK-3 MK-3.1 Hoknap,
0ObEeKTbI 3aLUUTHI MK-3.2
HanpasneHus OrK-9.1
3 pa3paboTku un OrK-9 Or1K-9.2 Tect
npMMeHeHnsa cpeacTs [MK-3 MK-3.1 [oknapg,
3aWmMThbl MHGOPMaLUK MK-3.2
OpraHnzaumoHHo- OrikK-9.1
4 npaBoBble Mepbl U OrK-9 Or1K-9.2 Tect
cpencTBa 3alnThl [MK-3 MK-3.1 [oknap,
WHopmaunm MK-3.2
TexHun4yeckme u OrK-9.1 Tect
5 nporpaMmHble cpeacTea %T(ng ?‘II_II<K3912 Hoknan
3alnTbl MHOpMaL UK I'IK-3-2 KoHTponbHasa pabota
KpunTorpadudeckue OrK-9.1
6 | meToabl 3aWMTbI %T(Kég %QKégiz ﬂzsﬁ;n
MHdopMaLnn K-3 2
MpomexyToyHas aTTectauusi .
. lMepeyeHb BOMPOCOB K 3a4eTy C OLEHKOW
dopma KOHTPONs — 3a4eT C OLIEHKOMN

20 TunoBble OLEHOYHbIe cpeAcTBa UM MeToAMYEeCKMe MaTepuanbl, onpeaenstowme
npoueaypbl OLueHUBaHUsA

20.1 TeKywWwmMi KOHTPOIb YyCNeBaeMocCTu



KoHTponb ycneBaeMocTi N0 AUCLMNIIMHE OCYLLECTBSETCA C MOMOLLbIO CreayHLWmnX OLEHOYHbIX
CpencTs:
TemaTuka npakTMyYeCKMX 3aHATUN
lNMpaBoBble akTbl, perynupyroLwme sakoHogaTenbCTBo B 06nacTu 3awuTbl MHOpMaLmn.
HacTtponka 6e3onacHOCT onepaunuoHHOW CUCTEMBI.
HacTpowka 6e30nacHOCTM NPUMOXKEHNIA.
HacTtpowka 6e3onacHocTu 6pay3epos.
AHTMBUPYCHOE NporpammMHoe obecneyeHue.
LWncpposaHme MeToaoM 3aMeHbI.
LLndppoBaHne MeTogoM nepecTaHOBKN.
lMoToyHoe WwngposaHme.
Anroputm RSA.
OnNeKTPOoHHas LmdpoBas NoANUCH.

MepeyeHb goKNapoB

1. KomnbloTepHble BUPYCHI.

2. Knaccudgukaums KOMNbOTEPHBIX BUPYCOB MO Cpeae 06uTaHus.

3.  Knaccugukaumst KOMNbIOTEPHBLIX BUPYCOB MO 3apaxaemMon onepaunmoHHON CUCTEME.
4. Knaccugukaumsa KOMNbOTEPHBLIX BUPYCOB MO AECTPYKTUBHBIM BO3MOXHOCTSIM.
5. Knaccugukaums KOMMNbOTEPHBIX BUPYCOB MO OCOBEHHOCTAM anroputMma paboTbl.
6. BpenoHocHble NporpaMmmbl.

7. TposaHCKue nporpamMmmebl.

8. Mail Senders.

9. Back Door.

10. Log Writers.

11. Trojan-Dropper.

12. RootKit.

13. CHuddepsbi.

14. Dos, DDos-aTtaku.

15. daTanbHble ceTeBble aTaku.

16. B3noMLuUKN yaaneHHbIX KOMMNbOTEPOB.

17. Flooder.

18. KOHCTpYKTOpbI BUPYCOB M TPOSIHCKMX MPOrpamm.

19. FileCryptor, PolyCryptor.

20. TMonumopdHbIe reHepaTopbl.

21. AHTMBUPYCHbIE NPOrpamMmbl.

22. CkaHepbl.

23. PeBusopsl.

24. BnokMpoBLUMKN.

25. AMmyHu3aTopsl.

Kputepuun oueHku:

— OLUEHKa «3a4YTeHO» BbICTABMAETCA CTYAEHTY, €Cnv CTyAEHT packpbiBaeT TeMy [OKraga, XOpoLuo
OpPUEHTMPYETCH B paccMaTpMBaeMoM BOMNpPOCE;

— OLUEeHKa «He 3a4YTeHO» BbICTaBNAEeTCA CTYAEHTY, eCriv CTYAEHT He pacKkpbliBaeT TeMy Aokraza, nioxo
OpUEHTUPYETCH B paccMaTpmBaemMoM Bonpoce.

TecToBbIe 3agaHusA

1. UHbopmayuoHHas besonacHocmb xapakmepusyem 3aluUUWEHHOCMb!
A) MNonb3oBaTtens 1 HHPOPMALMOHHOWN CUCTEMBI

B) Hdopmaumm n nogaepxmsaroLLen e€ MHPPacTPyKTypbI

B) NcTouHmka nHpopmarmm

M) Hocutens nHdpopmaumm

2. Ymo u3 nepeyucneHHO20 si8risemcs cocmaensouel UHghopMayuoHHolU be3onacHocmu?
A) HapyleHune LenoctHocTM nHdopmMaumm

B) Mposepka npaB goctyna Kk nHpopmaumm

B) JocTtynHoCTb MHpopmaLum

") BeisiBNneHne HapyLumnTenen



3. lMony4yeHue mpebyemoli uHghopmayuu UHhopMayUuoOHHOU ycryau rnosib3ogamersieM 3a onpedenéHHoe
8peMsi, amo:

A) LlenocTtHocTb MHopmanmm

B) KoHdumaeHumnansHOCTb nHdopmaumnm

B) docTtynHocTb nHopmMaLmm

M) 3awmeHHocTb MHdopMaLmnn

4. KoHbudeHyuanbHocmb UHbopMauuu sapaHmupyem:

A) JocTynHocTb nHdopMauun Kpyry nvu, Ans Koro oHa npegHasHayeHa

B) 3awunwéHHocTb nHhopmauumn oT noTepu

B) 3awmwéHHoCTb MHpopmaLmm oT danscudmkaumm

M) JocTynHOCTb UHAhOPMaLMK TOMNBKO aBTopy

5. CKonbKO ypogHel chopmuposaHus pexxuma uHpopmayuoHHolU 6ezornacHocmu?

A) Tpu

B) YeTtbipe

B) Aea

N Natb

6.I0d usdaHus 3akoHa Poccutickol ®edepauuu «O aocydapcmeeHHOU malHe»:

A) 2000 roa

B) 1993 roa

B) 1995 rog

M) 1996 roa

7. Homep cmambu Yz05108H020 kodekca npedycMampusaroweli HakalaHue 3a pasafaweHue
eocydapcmeeHHolU maliHbi?

A) 138

B) 283

B) 273

M) 237

8. HenpasomepHbili docmyrn K KoMbiomepHoU UHhopmayuu Hakasbigaemcs fuuieHuemM ceobodbi

A) fo natu net

B) o Tpex net

B) o roga

M) Do oByx net

9. OcHOBHOU UCMOYHUK BHYMPEHHUX 0MKa3087?

A) HeBo3MOXHOCTb nonb3oBatens pabotaTtb C CMCTEMOM B CUIy OTCYTCTBUS COOTBETCTBYIOLLEN
noAaroToBKM

B) HexxenaHvne nonb3oBaTens pabotatb ¢ MHPOPMALMOHHON CUCTEMON

B) OTcTynneHne oT ycTaHOBNEHHbIX NPaBWn 3KCnyaTaumm

N’ HapyweHne paboTel cuUCTEM CBA3W, JNEKTPONUTAHUS, BOOO- WunM  TennocHabxeHus,
KOHAMLMOHMPOBAHUSA

10. YpOoBHU HE OMHOCAWUECS K YPOBHAM (hOpMUPOBaHUSI pexuma UHgopmayuoHHoU bezonacHocmu?
A) 3akoHoaaTenbHO-NPaBOBOW

B) IHbopMaLUMOHHbIV

B) AoMUHUCTPaTMBHbIN (OpraHn3aunoHHbIN)

M) MporpaMMHO-TEXHUYECKNIA

11. Ha ckonbko Knaccoe nodpasdensom yepo3bl UHpopmayuoHHol 6e3zonacHocmu?

A) 4

B) 3

B) 2

N5

12. Ymo sensemcsa cambim 3aghpekmusHbiM rpu 6opbbe ¢ HernpedHaMepeHHbIMU CriyYalHbIMU
owubkamu?

A) PesepBupoBaHue annapaTtypbl

B) OnpegeneHne cteneHn OTBETCTBEHHOCTM 3a OLUNGKMN

B) MakcumanbHasi aBToMaTm3auus n CTpOrmm KOHTPOIb

") KoHTponb gencTenin nonb3oBaTens

13. Cpedcmea 3awumel UHGhopMayuU Kakoeo U3 yposHel hopmMuposaHusi pexuma UHEOopMaUuUOHHOU
6e3onacHocmu cesidaHbl HernocpedcmeeHHO ¢ 3aujuwaemoli uHghopmayuel

A) 3akoHoaaTenbHO-NPaBOBOW



B) MHbopMauMOHHbIV
B) AODMUHUCTPaTUBHBIN (OPraHNM3aLMOHHbIN)
IN) MNporpaMMHO-TEXHNYECKNI
14. OcHosoronazatouwjum OOKyMeHMOM 110 UHghopmauyuoHHoOU bezonacHocmu 8 P® sensiemcs:
A) KoHctutyuma P®
B) YronoBHbIN Kogekc
B) 3akoH o cpeacTBax MaccoBon MHopMaLumm
M) 3akoH 06 MHdopmaumoHHon GesonacHOCTH
15. LjenocmHocmb uHgopMayuu 2apaHmupyem:
A) CywiectBoBaHMe MHGoOpMaunm B UICXOAHOM BUAE
B) MpuHagnexHocTb nHpopmaLmm asTopy
B) docTyn nHdopmauun onpeaeneHHomy Kpyry nons3osartenem
M) 3awumLeHHoCTb HopMaLUn OT HeCaHKLNMOHMPOBAHHOIO JOCTYyNa
16. CkonbKko Kamezopuli 2ocydapCmeeHHbIX UHGOPMaUUOHHbIX pecypcos orpedernsem 3akoH «0O6
UHgopmayuu, UuHhopmamu3sayuu u 3awume uHgopmauuu» ?
A) Tpu
B) YeTtbipe
B) Aea
N Nate
17. HenpasomepHbili docmyrn K KOMIbomMepHOU UHGhopMayuu Hakasbi8aemces wmpaghom:
A) OT 5 go 20 MnHMMarbHbIX pa3MepoB onnaTbl Tpyaa
B) O1 200 go 500 MMHMManbHbBIX pa3MepoB onnaTbl Tpyaa
B) Ot 150 go 200 MMHMManNbHbLIX pa3MepoB onnaTthl Tpyada
M) Oo 300 MMHMManbHbIX pa3MepoB onnartbl Tpyada
18. HapyweHue npasun akcrinyamayuu OBM, cucmembr 3BM unu ux cemu Hakasbleaemcs
oepaHu4deHuem ceob00bl Ha CPOK:
A) Jo roga
B) o oByx net
B) [o natun net
M) Do Tpex mecsaues
19. 3awuweHHocmb uHgbopmayuu u noddepxxkusarowieli ee UHpacmpykmypbl om criydalHbIX unu
npedHamepeHHbIX 8o30elicmauli ecrmecmeeHHO20 USU UCKYCCMBEeHHO20 XapaKkmepa, Komopbie Mo2ym
HaHecmu yuwepb enadenbyam unu fnosib308amesisiM UHhopmayuu — 3mo:
A) KomnbloTepHas 6e3onacHoCTb
B) NHdopmaumoHHasa 6e3onacHOCTb
B) 3awumTa nHdopmaumm
M) 3awwmTa rocyaapCTBEHHON TalHbI
20. Ymo u3 nepeyducrneHHo20 sierisemcs 3adayeli UHhopmayuoHHoU be3onacHocmu?
A) YcTpaHeHne HencnpaBHOCTEN annapaTHbIX CPeacTB
B) YcTpaHeHne nocnenctesuii CTUXMIAHBIX 6e4CTBUI
B) 3awmta TexHuyeckMx W nporpaMMHbIX CPeAcTB WHGOpMaTU3auMM OT OWMOOYHbIX OEeNCTBUMA
nepcoHana
M) BoccTaHoBneHne nMHniA CBA3M
21. Boibepume npasuribHyto uepapxuro npocmpaHcmea mpebosaHuli 8 « ObWUX Kpumepusix»:
A) Knacc — ceMencTBO — KOMMNOHEHT — 3NeMEHT
B) OnemeHT — Knacc — ceMenNCTBO — KOMMOHEHT
B) KOMNOHEHT — ceMencTBO — Knacc — anemMeHT
) CeMencTBO — KOMMOHEHT — KIacc — 3N1eMeHT
22. Ckosibko knaccoe CBT no yposHio 3awuuweHHocmu om HC/L k uHopmayuu ornpedeneHo 8
pykosodswem 0okymeHme [ocmexkomuccuu «CBT. Sawuma om HC/L k uHgopmayuu. lNokaszamenu
3awuweHHocmu om HC/L k uHgpopmayuux» ?
A) Tpun
B) Cemb
B) MNatb
M) YeTblpe
23. Kowmninekc npedynpedumeribHbIX Mep 110 obecredyeHuro UHGOopMayuUuoHHOU besonacHocmu
op2aHu3ayuu — amo:
A) VIHbopMaLMOoHHasa nonuTuka



B) Monutnka 6e3onacHocTn

B) NHdopmaumoHHasa 6e3onacHOCTb

IN) 3awmTa nHdopmauum

24. AymeHmu4HOCMb cesi3aHa:

A) C gookasaTenbCTBOM aBTOPCTBa AOKYMEHTA

B) C npoBepkown npaB goctyna

B) C nameHeHnem aBTopcTBa OKYMEHTA

") C KOHTpONeMm LLenoCTHOCTU AaHHbIX

25. Umo He paccmampugaemcs & nonumuke 6esonacHocmu?

A) Tpebyemblit ypOBEHDb 3aLLMThI aHHbIX

B) Ponu cy6bekTtoB MHpOPMaLMOHHbBIX OTHOLLEHWUI

B) AHanus puckos

M) 3awmLeHHOCTb MeXaHN3MOB 6e30MacHOCTH

26. MUcnonHaembil  unu  uUHmMepripemupyembil  ripoepaMmHbil kK00, obnadarowuli  ceolicmeom
HeCcaHKUUOHUPOBaHHO20 pacrnpocmpaHeHusi U CaMoB80Crpou3eedeHUsi 8 asmoMamu3upoBaHHbIX
cucmemax Uunu KOMMYHUKaUUOHHbIX Cemsx C UEeslblo U3MEeHUMb USU YHUYMOXUMmb po2paMMHOe
obecrieyeHue u /unu OaHHbIe, XpaHAWUecss 8 a8mMoMamu3upo8aHHbIX cucmemax — 3mo:

A) TposiHCkas nporpamma

B) KomnbtloTepHbI BUpYC

B) MNMporpammHbIN BUPYC

M) Bupyc

27. Kakue supycbi 3apaxatom ¢balisibl-O0KyMeHMbI U 371eKMpPOHHbIe mabriulpbl 0OUCHBIX MPUIOXEeHUU?
A) dannosbii BUpYyC

B) CeteBon Bupyc

B) Makpo-Bupyc

") 3arpy3o4Hbii BUPYC

28. OcHosHasi 0cObeHHOCMb KOMIMbIOMEePHbIX 8UPYCO8 3aKo4aemcs:

A) B BO3MOXHOCTU MX CAaMOMNPOM3BOSIbHOIO BHEAPEHUS B pa3nnyHble 00BHEKTbI ONepaLMoOHHOM CUCTEMBI
B) B BO3MOXHOCTW HapyLleHUs HpopmMaumoHHon 6e3onacHocTu

B) B BO3MOXHOCTU 3apaXXeHUs OKpYXatoLnx

M) B nx NOCTOSIHHOM CyLLLeCTBOBaHMM

29. Nepsnbili cemesgol supyc Nos8USICS:

A) B Havane 60-x rr.

B) B Havane 80-x rr.

B) B Hayane 70-x rr.

M) B cepeaunHe 60-x rr.

30. o ocobeHHocmsAM anzopumma pabomel supyca bbigarom

A) Pe3ngeHTHble 1 CTenc-BUpychl

B) Nonnmopduk-reHepaTopbl N 3arpy304HbIE BUPYCHI

B) Makpo-Bupycbl n nornyeckune 60mobI

M) YTMnnTbl CKpbITOrO aAMUHUCTPUPOBAHWS

31. «Macku» supycog ucrosb3ymcs:

A) [Ina novncka n3BeCTHbIX BUPYCOB

B) ina cosgaHunsi n3BeCTHbIX BUPYCOB

B) [Ans yHUYTOXEHUS U3BECTHbLIX BUPYCOB

M) Ona pa3amMHOXeHWs BUPYCOB

32. Kakol eupyc camocmosimesibHO 8bIXO0uslT 8 cemb 4Yepe3 MOOEeM U COXpaHsi/l C80K KOMUK Ha
yOarieHHOU MawuHe?

A) Elk Kloner

B) Pervading Animal

B) Creeper

") Brain

33. EsezeHuli Kacniepckuli nepeopueHmupogasicad Ha co3daHue aHmueupyCHbIX rpospaMm [ocrie
O0bHapyXXeHuUs1 Ha c80eM KOMIbomepe aupyca:

A) Chameleon

Bb) Cascade

B) Eddie

N Virdem



34. lepsnbili supyc, npomusodelicmeosasuiuli aHmMU8UPYCHOMY rpoepamMMHOMY 06ecreyeHuro:
A) Eddie

B) DiskKiller

B) Dir_lI

M) Virdem

35. epsnbili Mmakposupyc, nopaxasuiut 0okymeHmsl MSWord:

A) GreenStripe

B) Wazzu

B) Concept

IN) DiskKiller

36. lepsbil nonumMopgHbIL supyc:

A) DiskKiller

B) Chameleon

B) MtE

") Brain

37. Bupyc 1987 200a, 3apaxarowiuli mosibKko cucmemHbie ¢haltnel Command.com, u yHudmoxarouwud
8CH0 UHGhopMaUUuo Ha meKyuiem ducke, - 3mo:

A) Suriv

B) Jerusalem

B) Lehigh

M Mt

38. $189 — makyro cymmy npednazanoch fnpucrnams MeM Mofb3osamesisiM, 4Yel Komrbtomep Obin
3apakeH 8UpyCcoMm...

A) Aids Information Diskette

B) Cascade

B) Eddie

M Mt

39. Mepsnbili cemesol supyc-4epsb, UConbL3yrWUU npomokon nepedayu daHHbix FTP (1997 2.)
A) Homer

B) ShareFar

B) BackOrifice

M) Yepeb Moppuca

40. Jocmamo4Ho mpyOHOObHapyXuMble 8UPYChkl, HE UMerowue cusHamyp, mo ecmb He codepxxaujue
HU 0OHO20 MMOCMOSIHHO20 yYacmka Koda — 3mo:

A) MNMonnmopduk-Bupycol

B) Ctenc-supychl

B) Makpo-Bupycsbl

") KOHCTpYKTOpBLI BUPYCOB

41. Yepo3sa nepexsama OaHHbIX MOXem npueecmu:

A) K HapyLleHnio AOCTYNHOCTU AaHHbIX

B) K HapyLueHuto AOCTYNHOCTU U LLeNOCTHOCTU AaHHbIX

B) K HapyLweHuo LenoCcTHOCTM AaHHbIX

N K HapyLeHnio KoHUAEHUNANbHOCTU AAaHHbIX

42. lNpuceoeHue cybbekmam u obbekmam docmyrna JIU4HO20 udeHmugbukamopa U cpasHeHuUe e20 C
3adaHHbIM — 3MoO:

A) AyTeHTucpukauns

B) oeHTndukaumsa

B) AyTeHTu4HOCTb

M) KoHpmaeHumansHoCTb

43. Yepsu, ucnionb3yrowue 0515 pacrnpocmpaHeHuUsi cucmembl MEHO8EHHO20 0bMeHa CoObWeHUsMU:
A) IM-yepBu

B) P2P-uepBu

B) MNMouToBble yepsun

N IRC-4epBM

44. Ymo u3 nepeyucrieHHo20 He serisiemcs UOeHmuguKkamopoMm rpu aymeHmucbukayuu?

A) Maponb

B) OcobeHHOCTM NoBeaeHNa nonb3oBaTens

B) MNepcoHanbHbIN naeHTUduKaTop



M) CeKkpeTHbIN KoY

45. [NlocmosiHHbIe naposiu OMHOCAMCS K:

A) Ctatudeckon ayteHTUdMKaLmnm

B) BpemeHHoN ayTeHTUdMKaLmnmn

B) YcTonunson ayteHTUdMKaLmMm

IN) MNocTosiHHOM ayTeHTUdMKaLUK

46. OmHocumersnibHO HebObWOEe Konu4ecmeo AonoTHUMeIbHoU aymeHmudgbuyupyrouwel uHghopmayuu,
nepedasaemMol eMecme ¢ roornucbisaeMbIM MEeKCMOM — 3Mo:

A) 3aKpbITbIN KoY WKNpOBaHUS

B) BupycHas macka

B) OnekTpoHHas umdpoBas Nnognuch

M) OTKpbITbIA KMNtOY LWLIMdPOBAHNS

47. Kakoe ynpaeneHue GocmyrioM OCHOB8aHO Ha Corocmass/eHuul MemoK KoHghudeHuuarnbHocCmu
UHopmayuu, codepxauwelicsa 8 obbekmax, U oguyuarnbHo20 paspeweHuss cybbekma K uHgopmauuu
coomeemcmeayruezo yposHsi KOHhuOeHyuarbHocmu?

A) MaHgaTHoe ynpaeneHue gOCTyrnom

B) MpuHyanTensHoe ynpaBneHne gOCTyrnom

B) [nckpeTHoe ynpasreHne JoCTynom

) CTaTucTMyeckoe ynpasneHme 4OCTynom

48. Pe3udeHmHble ripoepaMMbl, repexsamsigaroujue supycoonacHble cumyayuu u coobuwaruwue o6
3MOoM r10/1b308amerito, 3Mmo:

A) mmyHusaTopbl

B) BnoknpoBLKKK

B) CkaHepbil

) CRC-ckaHepsbl

49. TexHosI02Us, OCHOBaHHas Ha B8EPOSIMHOCMHbLIX afzopummax, pesysbmamom pabombl KOMOpPbIX
s81155emcs 8blsigrieHue nodos3pumeribHbIx 06bLeKmMos, 3mo:

A) OBpuCTMYECKMIA aHanNu3

B) NoBeneH4ecknn aHanns

B) AHanu3 KOHTPOSIbHbIX CyMM

M) Mownck B1pycoB No 3anpocy Nonb3oBaTerns

50. Kakoe ynpasneHue OocmyrnoM OCHO8aHO Ha COIMOCMasfieHUUu MemoK KOoHgudeHyuarnsHocmu
UHgbopmauyuu, codepxauwetica 8 obbekmax, u oghuyuanbHO20 pa3peweHusi cybbekma K uHgopmayuu
coomeemcmeyruezo ypo8Hs KOHhudeHyuanbHocmu?

A) MaHpaTHoe ynpaBsneHue JOCTYrNnoM

B) MpuHyantTensHoe ynpasneHue JoCTynom

B) [nckpeTHoe ynpasneHne goCcTynom

) CTtaTucTMyeckoe ynpasneHme 4OCTynom

Kputepun oueHku:

— OLEHKa «OTNUYHO» BbICTABNAETCA CTYAEHTY, eCinn NpaBuibHO BbiNonHeHO 6onee 90% 3agaHuny;

— OLEHKa «XOpOLUO» BLICTABNSAETCH CTYAEHTY, €Cnv NPaBuIibHO BbinosiHeHo 6onee 70% 3agaHuii;

— OLEHKa «yAOBMNeTBOPUTENbLHO» BbICTABMNSETCHA CTYAEHTY, ECNN NPaBUNbHO BbINofHeHo 6onee 50%
3aJaHui;

— OUEHKa «HeyAoBNeTBOPUTENIbHO» BbICTABMAETCA CTYAEHTY, €CN NpaBUNIbHO BbINOSIHEHO MeHee
50% 3agaHun.

KoHTponbHas pabota

1. NogroToBbTE MHCTPYKLMIO NONb30BATENS MO YCTAaHOBKE NporpaMmmbl-aHTMBupyca. Kpatko onvwmre
BO3MOXXHOCTM NPOrpaMmbi.

2. NoaroToBbTE MHCTPYKLMIO MOMb30BaTENS NO HACTPOWKE NporpamMmMbl aHTUBUPYCA.

3. MoarotoBbTe MHCTPYKUMIO NONb30BaTeNs Mo UCNONb30BaHWIO NPOrpaMMbl aHTUBMpPYCa.

OnucaHue TexHONorMm npoBeaeHNUss KOHTPONbHOM PaboTbl
KoHTponbHas paboTa BbIMNOMHAETCA B 3MEKTPOHHOM BuAe MO BapuaHTaMm Mocrne U3yyeHus
COOTBETCTBYHOLLEIO TEOPETUYECKOrO MaTepuarna.
KpuTepuu oueHku



OueHKka «OTNIMYHO» BbICTABMSAETCH, ECNN BCe 3a[aHWsi BbIMNOMHEHbl akkypaTHO U B MOMHOM ob6beme,
CTYAEHT B MOSHOM Mepe BnageeT TeopeTUYeckuM MaTtepuarnom.

OueHKa «XOpOLUO» BbICTABMNAETCA, €CNN 3adaHUs BbIMONHEHbI B MOMHOM OObeMe, HO MMelTCcs
MOrpeLLHOCTM B OPOPMIIEHUN, CTYAEHT BflageeT TEOPEeTUYECKUM MaTepmanomM 1 AonyCcKaeT HETOYHOCTH.
OueHka «yaoBnNeTBOPUTENbLHO» BbLICTABMAETCH, €CNN 3a4aHUs BbINOMHEHO HEe MeHee 2 3aJaHuiA Unu
NUMEIOTCA Cepbes3Hble MOrpeLlHOCTU B OpOpMIIEHUM, CTYAEHT B OCHOBHOM BRadeeT TeopeTUYECKUM
maTepuanom.

OueHKka «HeyaOBNeTBOPUTENIbLHO» BbICTABMNSAETCH, €CN 3afaHnsA BbINONHEHO MeHee 2 3afaHuii unu
paboTa He ochopMneHa Hagnexalmm o6pa3om, CTyAEHT He BriaJeeT TeopeTUYeckuM MaTepuanom.

20.2 NMpomexyToyHaa aTrectauus

lMpomexyToyHas aTtTectauns Mo AUCUMMIIMHE OCYLEeCTBNAeTCS C MOMOLWbI  CReayroLmnx
OLEHOYHbIX CPeacCTB:

CobecenoBaHne No BONPOCaM K 3K3aMeHY.

1. TMNonatne «MHdopmMaumoHHast 6e3onacHoCcTb». OCHOBHbIE KOMMOHEHTbI MHCDOPMAaLMOHHOM
©e3onacHoCcTU. BaXXHOCTb M KOMMMEKCHOCTb NpobemMbl MHPOPMaLMOHHOM ©6e30MacHOCTH.

2. TloHaTtne wHpopmaunoHHon yrposel. Knaccudukaums sBugos yrpo3 MHOPpMaLMOHHOM
6e30nacHOCTM Mo pasnuyHbIM Npu3Hakam MNpumepsbl peanusaumm yrpo3 MHGPOpPMaLNOHHOM
6esonacHocTw.

3. 3awwurta nHdopmauunn. OCHOBHbIE NPUHLMNBI 0becneyeHns nHpopmauoHHON 6e3onacHOCTH B
aBTOMATM3MPOBAHHbIX cucTeMax. [puymHbI, BUAbI U KaHanbl yTeYKn nHdopmaumnm

4. OcobeHHOCTN COBPEMEHHbIX MHPOPMALIMOHHBIX CUCTEM, PaKTOPbI, BrinsoLwme Ha 6e3onacHOCTb
MHdOpMaLUMOHHOM cuctemMbl. Bngpbl ceperncos 6e3onacHoCTL.

5. OcHoBHble 3Tanbl pa3paboTku 3aLLMLLEHHON CUCTEMbI: ONpeaeneHne NonnTukn 6e3onacHoCcTy,
npoekTnposaHue moaenu NC, paspaboTka koga NC, obecneyeHne rapaHTuin COOTBETCTBUS
peanusaumu 3agaHHoOW nonmTuke 6e3onacHoOCTy.

6. OpraHvM3aunoHHO-NPaBOBbIE MepPbl M CPEACTBa 3almTbl MHGOPMaLUK

7. TexHu4eckne n NnporpaMMHble CpeacTBa 3aLlmTbl MHopMaLun

8. [loHATne «BpeaoHoCcHoe nporpaMmmHoe obecnedeHme». OCHOBHas Knaccugukaums BpeAOHOCHOro
nporpammHoro obecneyeHunsa cornacHo nabopartopun Kacnepckoro.

9. TloHATME KoMNbIOTEPHbI BUPYC. OCHOBHbIE MEXaHM3Mbl PA3BUTUS U pacnpoCTPaHeHMs.

10. AHTuBMpYcHOoe obecneyeHne. OCHOBHbIE KOMMNOHEHTbI aHTUBUPYCHOWN NPOrpamMMbl.

11. TexHu4yeckme cpenctsa KOHTPONSA AOCTyNa K KOMMNOHEHTaM MH(POPMALMOHHbBIX CUCTEM

12. Cpepnctea obecneyeHus becnepedbonHoro n 6e30nacHoOro anekTPonUTaHNa KOMMbIOTEPHbLIX CUCTEM.

13. MeToabl 1 CpeacTBa YHUUTOXEHMS MHGOPMaLMK

14. KpaTtkas uctopus kpuntorpadpun.

15. OcCHOBHbIE NOHATUA KpUnTOorpaduu.

16. CnmmeTpuryHble Kpyntocuctemsl. NepectaHoBku. Metoga Liesaps.

17. CummeTpuyHble KpunTocuctemsl. MNMepectaHoBku. MeTtoq Puwenee.

18. MeTtog moHoandgasuTHOM noacTaHoBku. LLundp Liesapa ¢ ncnons3oBaHueM crnosa Brnepean
andasuTa.

19. Metog nonuandasutHon nogcraHosku. LLndp BurHepa.

20. MexaHuyeckue KpUnToCcUCTEMBI.

21. AcumMeTpu4HbIe KpunTocucTeMsl (C Ny6nNnyYHbIM knovom). OcHoBHbIE NOHATUSA. HeobpaTumble
YHKLMN.

22. Peanunsauma acMMMeTPUYHOM KPUNTOCUCTEMbI HA OCHOBE 3a4a4uun prok3aka. CekpeTHas
MHopMaumsa 4na KpMNnTocUCTeM € NyOANYHbIM KITHOYOM.

23. MpuHUUNbI NOCTPOEHMSA KPUNTOCUCTEMbI C NYONIMYHBIM KITHOYOM.

24. OnekTpoHHada noannck. ObLIne NOHATHUS.

25. OnekTpoHHble NnaTexHble cnuctembl. OCHOBHbIE CBOMCTBA. Be30nacHOCTb 3NEKTPOHHbIX NAaTexen.

Ans oueHuBaHWsi pe3ynbTaToB OOYyYeHWs1 Ha 3K3aMeHe Ucrnonb3yeTcs 4-0annbHas Lwkana:
«OTIIMYHOY», «XOPOLLUOY», KYAOBNETBOPUTENBHO», «HEYAOBNETBOPUTENBHOY.
CoOTHOLLIEHNE NoKasaTenewn, KpUTEPUEB U LLKarbl OLLEHUBaHWUS Pe3ynbTaToB 00y4eHus.

YpoBeHb
KpuTepuu oueHnBaHna KomneTeHuunin chopmMmMpoBaHHO LLikana oueHok
cTH




KOMMEeTEeHLUWN

Obyyarowutics 8 nonHouU mepe grnadeem meopemuyecKuMu 0CHo8aMu
ducyurnuHbl, crnocobeH unaCcmpuposams omeem rpumMepamu,
akmamu,  OaHHbIMU  Hay4HbIX  uccriedoeaHull,  MPUMEHSMb
meopemuyeckue 3HaHus Onsi peweHus rnpakmu4yeckux 3aday 6 | [loebileHHbIl
obnacmu yucneHHbIx Memodos u uccredosaHus onepauyud, crnocobeH ypO8EHb
cgopmynuposamb U Ookalamb COBCMEEHHYI0 MOYKY 3PEHUs,
deMoHCmpupyem 20moeHOCMb [10JSIHOe OCB0OEHUe rokazamersel
opmupyembix KomrnemeHyud;

Obyuvarowutica enadeem MOHAMUUHbIM arnnapamom
meopemu4yeckuMu OocHosamu AucyunuHbl, umeem npedcmasneHue
06 OCHOBHbIX nodxodax K u3nazaeMoMy Mamepuarny, 8 OCHO8HOM ba3zoenlli
deMoHCmpupyem 20mo8HOCMb MPUMEHSIMbL Meopemuyeckue 3HaHUsl ypO8eHb
8 npakmudeckoli OesmenibHOCMU U 0cgoeHue bornbuwuHcmea
riokazamerseul hopMupyembix KomrnemeHUyuU;

Obyvarowutics YacmuyHO esladeem meopemuyeckuMu OcHogamu
QucyunuHsbl, pazmeHmapHo criocobeH pUMeEHsIMb
meopemuyeckue 3HaHUsI 8 rpakmudeckol OeamesisHoCmMu U
deMoHCmMpUpyem 0C80EeHUE HEKOMOPLIX rokazamesiel hopMupyemMbix
KomMnemeHuyuu;

Obyvarowutics OeMoHCmpupyem OmpbI8OYHbIE, hpazMeHmapHbIe
3HaHusi, 0Oonyckaem epybbie owubKku, He opueHmupyemcs 8
meopemuyeckoM Mamepuarne, He OeMOoHCmpupyem 20mo8HOCMb Heydoenemesopu
pUMeEHsIMb meopemuyeckue 3HaHusl 8 npakmuyeckol mesibHO
desmenbHoCcMu U 0OCBOeHUe  rokazamenel  hopMuUpyemMbixX
KomnemeHuyud.

OminuyHo

Xopouwio

lNopoeoenili Yooenemaopum
ypO8EHb e/lbHO

Mo peweHntio npenogaBaTens CTygeHTamM MOryT [aBaTbCa ApyrMe Wnu  OnofHUTENbHbIE
3a4eTHble 3a4aHus, a TaKkke NpoBOAUTLCS TECTUPOBaHME.

MonHocThio 6a3a TecToBbIX 3adaHUA ANns NPOBEPKN CHOPMUPOBAHHOCTU KOMMETEHLNN, a TaKkKe
KpuTepun oueHkn npenctaBnenol B [MpunoxeHnn 10 «PoHO OLIEHOYHBLIX CPEeACTB» K ONMCaHuIo
OCHOBHOW obpasoBaTtenbHon nporpammbl 44.03.05 MNegarornyeckoe obpasoBaHue (C AByMS Npodounsamm
noarotoBku), npocdunm Matematmka. HdopmaTtmka 1 MHPOPMALNOHHbIE TEXHOIIOMMM B 0Opa3oBaHuu,
pa3smelleHHOM Ha canTe BO BI'Y https://bsk.vsu.ru/sveden/education.
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